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1. Executive Summary
This report aims to present policy harmonization recommendations for the Adriatic—lonian region
to support the implementation of Digital Twin (DT) platforms in renewable energy systems. To this
end, this document examines the policy and regulatory frameworks for DT technologies in six
Adriatic—lonian countries, i.e., Greece, Serbia, North Macedonia, Bosnia and Herzegovina, Croatia,
and Slovenia, and identifies areas where coordinated policy action can accelerate DT adoption.

To achieve this objective, national and regional recommendations are proposed. These are derived
from a systematic analysis of existing national policy frameworks and relevant EU legislation
related to DTs. This analysis is complemented by an assessment of the participation of Adriatic—
lonian countries in national and European projects involving DT technologies. In parallel, the study
incorporates the analysis of a structured questionnaire administered to energy providers, system
operators, regulators, and research institutions. The responses were systematically evaluated to
identify country-specific and cross-regional barriers, opportunities, and policy gaps affecting the
adoption of DT platforms in Renewable Energy Systems.

One of the key findings that hinder the policy harmonization of DT in RES is that all six countries
have made measurable progress in renewable energy policy, with varying degrees of alignment
with EU strategies. Additionally, DT awareness varies among stakeholders: research institutions
possess strong technical understanding, while policymakers and operators often lack practical
knowledge. Five countries report limited adoption of DTs due to unclear legal status, absence of
data governance frameworks, lack of technical standards, and practical concerns about
investment costs and integration with legacy infrastructure. Furthermore, three common barriers
that are identified across all countries are: i) lack of data governance frameworks defining
ownership, access rights, ii) cybersecurity requirements; and iii) absence of technical standards for
DT interoperability.

To achieve harmonization of DT technologies among the Adriatic-lonian region, common barriers
should be addressed through regional cooperation while tailoring solutions to national contexts,
countries can accelerate both renewable energy integration and digital transformation. To this
point regional harmonization recommendations focus on fully alignment of national policy with
EU directives and strategies.
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2. Abbreviations and acronyms

Abbreviation / Acronym Description
Al Artificial Intelligence
DT Digital Twin
RES Renewable Energy Sources
DER Distributed Energy Resources
DMS
EU European Union
ERC Energy and Water Services Regulatory Commission
BiH Bosnia and Herzegovina
DSO Distribution System Operator
EPBD Energy Performance of Buildings
FEEIT Faculty of Electrical Engineering and Information Technologies
GDPR General Data Protection Regulation
HEDNO Hellenic Electricity Distribution Network Operator
IPTO Independent Power Transmission Operation
IT Information Technology
NECP National Energy and Climate Plan
PPA Power Purchase Agreement
RED Renewable Energy Directive
RIS3 Research and Innovation Smart Specialization Strategy
RAWEW Regulatory Authority for Waste, Energy, and Water
SCADA Supervisory Control and Data Acquisition
TSO Transmission System Operator
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3. Background

The present document constitutes the Deliverable D4.1.1 “Policy and regulatory guidelines and re
commendations” in the framework of the GOTOTWIN Project IPA-ADRION00406 — [Advancing
Renewable Energy in the Adriatic lonian Region through the Use of Digital Twins].
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4. Objective/Aim

This document provides policy harmonisation recommendations to support the deployment of DT
platforms for renewable energy systems across the Adriatic—lonian region. It focuses on aligning
national regulatory frameworks, addressing administrative and legal barriers, and establishing
enabling conditions for the systematic integration of DT technologies in the renewable energy
sector.

Within the project structure, this deliverable contributes to Work Package 4 — Policy
Harmonisation and Standardisation by translating policy analysis into actionable guidance.
Through a comparative assessment of national frameworks and relevant EU legislation, the report
identifies regulatory gaps and proposes coordinated policy measures that facilitate cross-border
consistency. In doing so, it supports the project’s overarching objective of establishing a coherent
transnational policy framework for DT-enabled renewable energy applications.

Specifically, this deliverable aims to:
® Analyse the current policy and regulatory landscape related to DTs and renewable energy

systems in each participating country

e Identify common and country-specific barriers to DT deployment, including regulatory
gaps, data governance and standardisation issues, and administrative burdens that hinder
adoption.

e Develop country-tailored policy recommendations that address these barriers through
concrete and actionable measures aligned with each national regulatory context.

® Propose regional harmonization strategies that establish common standards,
interoperable frameworks, and coordinated approaches across the Adriatic-lonian region,
reducing policy fragmentation and facilitating the development and adoption of DT
platforms for RES.

The recommendations presented in this deliverable are evidence-based, resulting from a
systematic review of legislative and regulatory frameworks and an analysis of stakeholder input
gathered through structured questionnaires. The consultation process captured perspectives from
energy providers, system operators, regulators, research institutions, and policymakers.

Based on the above, this deliverable contributes to the establishment of a coherent and supportive
policy environment that enables the effective and consistent deployment of DT platforms in
renewable energy systems. By addressing regulatory, data, and governance challenges at both
national and regional levels, the proposed recommendations support improved system
integration, enhanced operational efficiency, and the accelerated uptake of DT-enabled solutions
across the Adriatic—lonian region, in line with broader EU energy and digitalisation objectives.
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5. Introduction About Digital Twins in Renewable Energy Sources

A Digital Twin (DT) is an advanced digital technology that supports the virtualization and intelligent
management of physical assets and systems by integrating data, models, and analytics throughout
their operational lifecycle. According to the International Business Machines “A DT is a virtual
representation of an object or system designed to reflect a physical object accurately. It spans the
object's lifecycle, is updated from real-time data and uses simulation, machine learning and
reasoning to help make decisions.” [1]. In this context, DTs establish a continuous mirroring
between the physical objects and virtual spaces through bidirectional data exchange. This
interaction enables the simulation of scenarios, performance evaluation, fault diagnosis, and
decision support in real or near real time.

To better position DTs within the broader landscape of digital modelling approaches, it is
important to distinguish them from related concepts such as Digital Models and Digital Shadows.
Compared to these approaches, DTs exhibit a more complex and integrated structure. On the one
hand, a Digital Model represents a static, manually updated virtual representation of a system. On
the other hand, a Digital Shadow introduces a one-way, automated data flow from the physical
object to its virtual representation, primarily for monitoring purposes. In contrast, DTs enable
continuous, bidirectional data exchange between the physical and virtual entities. Advanced DTs
implementations increasingly integrate Artificial Intelligence (Al) and Machine Learning (ML)
techniques support tasks such as anomaly detection and predictive maintenance. The differences
between DTs, digital models and digital shadows are clearly presented in Figure 1.1.

Product design and
engineering; Simulation - -+ Digital Model
studies.

Performance analytics. - - - - - Digital Shadow

Physical Object

Maintenance activities;
Performance optimization;
Remote monitoring and
control

Digital Twin

i1

Figure 1. Schematic representation of Digital Model, Digital Shadow and DT.

Building on this distinction, the architecture of a DT typically consists of three main components.
The first one is the physical object, operating within the physical environment. The second one is
the digital representation of the asset within the virtual environment. This incorporates design
models, algorithms, and simulation capabilities that describe the behaviour of the physical asset.
Finally, a dedicated data layer enables continuous or near real-time bi-directional communication
between the physical object and its digital representation.

In the context of Renewable Energy Systems (RES), DTs are utilised to monitor system behaviour,
assess energy production performance, detect faults, and support operational and maintenance
decisions for various systems, such as photovoltaic plants, wind farms and hydropower plants.
These functionalities are embedded within the overall DT architecture. Figure 2 depicts a typical
DT architecture for RES applications, illustrating how these elements interact to support
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monitoring, analysis, and decision-making [2].

Physical Object [ Bidirection data exchange layer ] Digital object

Data collected from monitoring
system

'..Eﬂ Control actions as derived from

'.... ' DT analisis

Figure 2. DT architecture for RESs.

For the development of DTs dedicated to RES, the integration of several heterogenous data are
required to accurately represent the dynamic behaviour of physical objects. Input data can be
categorized into three main groups: i) operational data, ii) environmental and meteorological data,
and iii) system level and external data. Operational data are collected from the physical systems
through sensors and monitoring systems and include electrical, mechanical, and thermal
measurements such as power output, voltage, current, temperature, vibration levels, and
equipment status. These data enable real-time or near-real-time monitoring of physical object’s
performance. Environmental and meteorological data include real-time, historical, and forecasted
data of solar irradiance, ambient temperature, wind speed and direction, humidity, precipitation,
and shading conditions. These inputs are critical for modelling the weather-dependent behaviour
of RES and are used for short- and medium-term forecasting applications. System-level and
external data comprise grid operation data, energy market signals, and historical operational
records, which support system integration studies and decision-making beyond the asset level.

Regarding the timeframe, DTs operate across multiple temporal scales. Real-time or near-real-
time data synchronisation enables continuous monitoring and timely detection of deviations from
normal operation. Short-term time horizons support forecasting and operational decision-making,
while long-term time horizons are used for performance assessment, degradation analysis, and
strategic planning. This multi-scale temporal structure allows the DT to support both operational
and long-term management of RES.

The key techniques used for the development of RES DTs can be distinguished into three main
categories:
® Physics-based techniques, which rely on mathematically characterizing the PV system

components through physics-based, mathematical or empirical modelling.

e Data-Driven techniques, which employ Al models and does not require any knowledge
about the structure of the system, i.e., in case of PV systems’ output modelling, physics-
based techniques require information about the number of panels.

e Hybrid models, which incorporate features from both physics-based and data-driven
approaches.

The expected outputs of a DT vary depending on the modelling approaches and analytical
techniques employed [2]. Key outputs include:
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e Current state of the system: this mainly refers to the identification of degradation effects
and detection of faults.

e Predictive analytics: this is based on forecasts of renewable generation, grid stability, and
fault conditions.

e Optimization recommendations: these are actionable insights for renewable energy
integration and flexible grid management.

e Visual analytics: are enabled through interactive dashboards and visualizations and
facilitate stakeholder decision-making.

e Strategic decision support: this is based on assessments for grid security, energy market
operations, and infrastructure investment planning.

5.1 Benefits and challenges from using DTs

DTs offer significant benefits for RES by enabling real-time monitoring, predictive maintenance,
and optimization of energy production. By creating virtual replicas of RES, such as wind turbines,
solar panels, and energy storage systems, operators can simulate various operational scenarios,
identify potential failures before they occur, and optimize performance under different
environmental conditions. Real-world deployments of DTs demonstrate up to a 25% reduction in
downtime and 10-20% improvements in energy yield [2]. This capability reduces downtime,
extends asset lifespan, and improves overall system efficiency [3]. DTs also facilitate better
integration of distributed energy resources into the grid by providing accurate forecasting.
Additionally, Al-powered models improve predictive maintenance efficiency, with survey results
indicating up to a 35% reduction in unplanned downtime, an 8.5% increase in energy production,
98.3% accuracy in fault detection, and a 26.2% reduction in energy costs [4].

Furthermore, DTs enable enhanced decision-making through advanced analytics and machine
learning algorithms that can process vast amounts of data from sensors and loT devices deployed
across RES infrastructure [2]. This approach allows for dynamic adjustment of operational
parameters to maximize energy yield while minimizing costs and environmental impact.
Moreover, as the energy sector transitions toward more complex, digitalized systems with
increasing renewable penetration, DTs can become essential tools for effective managing this
complexity effectively and achieving sustainability goals [3].

Key challenges are critically examined in recent research on renewable energy DTs, such as model
reliability, heterogeneous data, standardisation, and cybersecurity, while also outlining future
research directions aligned with global sustainability frameworks, including the Sustainable
Development Goals and the EU Green Deal [2]. Each renewable energy source presents unique
challenges, such as data variability and system complexity. These can limit the performance of DT
technologies, despite their considerable promise in improving RES operation and management [5].

5.2 Applications and DT Platforms for RES

DT technologies are rapidly expanding, with systematic reviews investigating DT applications
across four major renewable energy domains, i.e., solar, wind, hydro, and hybrid systems, covering
all lifecycle phases from initial design and simulation to maintenance and end-of-life optimization
[2]. It should be noted that the global DT for Sustainable Energy market size was valued at USD
1,232 million in 2024 and is projected to grow from USD 1,328 million in 2025 to USD 1,791 million
by 2032 [6].
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Regarding the applications, DTs have been extensively used in operational monitoring and
maintenance strategies for RES. Table 1 presents a structured view of DT applications across four
major renewable energy sources and lifecycle phases. Notably, maintenance-oriented DT
applications focus on common failure modes of each technology, including inverter degradation
and soiling in solar PV, gearbox and bearing wear in wind turbines, cavitation and penstock
degradation in hydroelectric systems, and battery health management in hybrid configurations.

Table 1. Summary of DT applications in RESs [2].

RES system Design stage Operational monitoring Maintenance strategies
Solar Array layout e MPPT tuning ® |Inverter
optimization e Thermal drift diagnostics
PV sizing tracking e Soiling detection
Yield forecasting e Real-time ° Degrad.atlon
irradiance modelling
Wind Blade e Yaw control ® Gearboxand
aerodynamics e Wind field bearling. wear
Wake modelling analysis predllct|c.)n
Turbine sizing e Vibration * Lubrlcz.:]tlon
detection analysis
Hydroelectric Head-flow e Gate regulation e Penstock wear
simulation e Silt detection detection
Turbine sizing e Flow tracking e (Cavitation analysis
Flow optimization e SCADA linkage
Hybrid Load-source e Multi-source e Battery
matching coordination diagnostics
e Control strategy ® Real-time ® Inverter
simulation dispatch synchronization

In recent years, significant progress has been observed in DT platforms. These either directly target
RES maintenance and monitoring or facilitate the integration of RES into energy systems through
operational optimization. For instance, Microsoft provides various software to improve energy
efficiency such as Azure Data Manager for energy, Azure Digital Twins and Azure loT specifically
tailored for energy networks and renewable energy systems. Microsoft Azure Digital Twins enables
the simulation, visualisation, and optimisation of wind farm infrastructure across planning,
deployment, and operational phases. This supports improved energy efficiency, enhanced asset
resilience, and increased safety during operations. Additionally, Microsoft Azure loT Hub is capable
of handling more than 250 billion data signals per month from renewable energy assets. Al-driven
analytics extract actionable insights for system optimisation, while Azure Al Infrastructure enables
the efficient processing of large-scale renewable energy data [7]. Moreover, Amazon Web Services
provides a comprehensive cloud service that offers customers the ability to optimize efficiency,
support renewable energy development, and manage distributed renewable energy resources [8].
Finally, Amazon Web Services and loT TwinMaker makes it faster and easier to create DTs of real-
world systems and apply them to monitor and optimize industrial operations [9].

Apart from the aforementioned, DTs are also employed for technologies related to RES, such as
Project Acronym — GOTOTWIN 8199



battery systems, smart grids, and electric vehicles. For instance, DTs are used in battery
management systems for real-time monitoring and predictive modelling, offering accurate energy
system forecasts for diagnosis and optimization capabilities [10]. Moreover, smart grids use DTs
to forecast energy demand and optimize renewable integration, with platforms enabling real-time
energy monitoring and adaptive decision-making, fostering efficiency and resilience. Additionally,
DTs enhance vehicle-to-grid (V2G) systems by enabling electric vehicles as dynamic storage units,
improving grid flexibility, while also supporting predictive maintenance, real-time energy market
simulations and carbon footprint reduction [11].

5.3 Summary

In summary, DTs constitute advanced tools for representing and managing RES by integrating
physical assets, virtual models, and continuous data exchange across multiple time horizons. By
enabling real-time monitoring, forecasting, optimization, and decision support, DTs extend beyond
traditional digital models and digital shadows, offering a more comprehensive and dynamic
framework for system analysis. Their application in RES—including solar, wind, hydro, and hybrid
configurations—demonstrates clear benefits in operational, monitoring, maintenance strategies,
and long-term performance assessment. Supported by a range of modelling techniques and
increasingly mature digital platforms, DTs provide a flexible and scalable foundation for improving
the efficiency, reliability, and sustainability of renewable energy systems throughout their
lifecycle.
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6. Projects and Business Cases for DTs

This section presents an overview of representative projects and business cases that demonstrate
how DTs are applied in practice. The analysis of funded initiatives and market-driven solutions
reveals emerging trends that facilitate broader DT adoption.

6.1 EU level projects dealing with DTs and main results
The necessity of digitalisation of the energy system for the European energy transition has been
formally recognised through several policy initiatives, most notably the EU Action Plan on
Digitalising the Energy System (COM (2022) 552)!. Within this framework, DT technologies have
been identified as a key enabler for enhancing the observability, flexibility, and resilience of energy
systems at both national and European levels.

Building on this policy direction, the European Commission has actively supported the
development of DT solutions through EU-funded research and innovation programmes,
particularly Horizon 2020 and Horizon Europe. These projects address DT applications across
different sectors of the energy system, including transmission and distribution networks, energy
communities, buildings, and integrated energy markets.

Indicative EU projects that promote the employment of the DTs are presented below:

TWINEU?: TwinEU is a flagship Horizon Europe project aiming to develop a pan-European DT
architecture for the electricity system through the federation of local DTs. The project brings
together Transmission System Operators (TSOs), Distribution System Operators (DSOs), research
institutions, and technology providers to support reliable, resilient, and low-carbon grid operation.
The DT framework developed within TwinEU enables real-time monitoring, scenario analysis, and
risk-free testing of operational strategies across transmission and distribution levels. The project
includes eight pilot applications across eleven EU Member States and contributes to improved
network observability, coordinated infrastructure planning, enhanced cyber-physical security, and
regulatory alignment through interoperability and open data principles.

TWINENERGY?: funded under Horizon 2020, focuses on DT applications at the local and
community level, targeting energy markets and demand-response mechanisms involving
consumers and prosumers. The project develops a DT framework spanning consumer, building,
and community levels to enable real-time monitoring, forecasting, and optimisation of energy
consumption and generation. The framework is validated through pilot implementations in the
United Kingdom, Greece, Germany, and Italy, demonstrating how DTs can support decentralised
energy management and energy communities, while also addressing standardisation, regulatory,
and business model challenges relevant for market uptake.

ENSNARE*: ENSNARE addresses the application of DT technologies in the building renovation
sector, aiming to accelerate the deployment of Nearly Zero Energy Buildings. The project promotes
a digital platform which consists of: i) a set of digital tools and ii) a DT that starts as a simplified

! https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52022DC0552
2 https://twineu.net/
3 https://www.iesve.com/discoveries/view/45331/digital-twins-demand-response-optimisation-twinergy
4ENSNARE
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digital model and increases in complexity and interaction potentialities as the renovation project
develops. At completion, the digital model becomes a Digital Twin of the renovated building
allowing real-time monitorization, simulation and optimised operation of all building
components. Validated across multiple European climate zones, ENSNARE demonstrates the role
of DTs in reducing renovation risks, improving energy performance, and supporting scalable, data-
driven building transformation strategies.

SUNHORIZON?®: SunHorizon focuses on DT applications for solar-assisted heat pump systems in
residential and commercial buildings. The project develops DTs for buildings and HVAC systems to
enable real-time monitoring, performance optimisation, and energy cost reduction. Implemented
across eight pilot sites in different European climates, SunHorizon highlights the effectiveness of
DTs in improving system efficiency, supporting renewable integration, and informing future
technological development.

6.2 National/Regional projects dealing with DTs and main results

6.2.1 Greece

At national level, Greece is advancing the digitalisation of the energy system through targeted
initiatives, which are essential requirements for DT development. A key example is the Hellenic
Electricity Distribution Network Operator (HEDNO) Smart Metering Programme, “Smart Meters
for All”, which foresees the installation of approximately 7.7 million smart meters by 2030. This
programme enables real-time data collection, enhanced grid monitoring, and predictive
maintenance capabilities, directly supporting the data availability and observability required for
future DT models of the electricity network.

In addition to enabling infrastructure, Greece has launched national programmes that explicitly
adopt DT concepts, particularly at the urban and building scale. A key example is SmartC4G_2.0°
“Connected Smart Cities for Greece 2.0”, a national initiative focusing on the development of DTs
for residential and public environments. SmartC4G_2.0 integrates loT data streams, real-time data
acquisition, and 3D digital building models to analyse energy and environmental performance in
urban settings. The collected data are further processed using machine learning algorithms to
enhance predictive capabilities and optimise building operation. Through this approach, the
project supports energy efficiency, improved building management, and data-driven urban
planning, while demonstrating the applicability of DT technologies beyond the electricity grid and
into the built environment.

Although Greece does not currently host a large number of national projects exclusively dedicated
to DT applications in the energy sector, it actively participates in several EU-funded research and
innovation projects addressing DTs, smart grids, and energy flexibility. These projects involve
universities, research centres, and industrial stakeholders. In addition to TwinEU and TwinERGY,
discussed above, other key projects include:

5> Home - SunHorizon Project
6

www.isi.gr/project/creation-digital-twins-residential-environment-elements-integration-iot-data-streams-and
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e TWINVEST’: This project develops a DT for onshore wind farms, validated through the 8
MW Kouromantri wind farm. The project aims to enhance the reliability and flexibility of
RES systems through real-time simulation and analysis.

e Twin4Twin®: The project aims to build an industrial ecosystem based on Industry 4.0 and
DT principles in Greece by fostering collaboration between research organizations and
businesses. It promotes knowledge exchange, small-scale research and innovation actions,
and the development of business and technology transfer models to accelerate DT
adoption in industrial environments.

e EnviTwin®: Coordinated by the Aristotle University of Thessaloniki, EnviTwin develops DT
methodologies for smart cities, with transferable applications to energy management and
urban resilience.

o SINNOGENES™: The project demonstrates a concrete application of DT concepts for
simulating, monitoring, and optimising island grid operations.

Apart from the prementioned projects, which are dedicated to DTs, Greece participates also in
Smart5Grid*! and InterConnect!? projects. These are focused on the deployment of advanced
monitoring, 5G communication, edge computing, and interoperability frameworks that enable
real-time observation and control of energy systems. Although these projects do not include DT
technology, they provide the technological backbone required for DT implementation.

In parallel with national and European initiatives, emerging business cases in Greece are exploring
the commercial and operational potential of DT technologies for the energy sector. However, DT
technology is not yet fully mature for widespread deployment in commercial business cases, which
is why such cases are currently limited. Greek utilities and technology providers are leveraging
smart meters, loT-enabled devices, and cloud-based data platforms to develop predictive analytics
and forecasting tools that optimize energy consumption, enhance grid stability, and support
flexible demand management. These digital infrastructures are complemented by cybersecurity
frameworks to ensure the secure collection, processing, and storage of data. Early pilot programs
demonstrate that integrating these technologies not only improves operational efficiency and
reliability but also creates new business opportunities, including energy as a service model,
advanced network management services, and scalable solutions for industrial and residential
customers. By combining technological innovation with market-oriented solutions, Greece is
laying the foundation for the sustainable and cost-effective adoption of DT technologies across its
energy ecosystem.

Overall, Greece’s combination of national digital infrastructure initiatives, active participation in
European DT projects, and regional pilot implementations indicates a growing readiness for DT
adoption in the energy sector. While large-scale commercial DT deployments remain limited,
current developments demonstrate increasing maturity in data availability, modelling capabilities,

7 https://www.twinvest-project.eu/

8 https://www.twin4twin.eu/
9 https://www.certh.gr/5D5AD852.el.aspx

10 https://sinnogenes.eu/digital-twin-architecture-for-smart-grids-the-case-of-ikaria-island-in-greece-presented-in-

icecet-2023/
11 https://smart5grid.org/en/

12 http://interconnectproject.eu/pilots/greece/
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and system interoperability. These efforts position Greece to move from pilot-scale
demonstrations toward more integrated and operational DT applications, supporting renewable
energy integration, grid flexibility, and long-term energy system resilience.

6.2.2. Serbia
Serbia’s DT-related activities in the energy sector are primarily driven by leading national research
institutions, supported by the Ministry of Science'3, Technological Development and Innovation,
the Science Fund of the Republic of Serbia 4, and the Innovation Fund. These bodies fund applied
research, laboratory development, and technology transfer in areas directly relevant to DTs, such
as system modelling, simulation, control, and data-driven optimisation.

A central role is played by the Nikola Tesla Institute of Electrical Engineering (INT), an accredited
national R&D institute active in power generation, grid operation, and renewable energy
integration. Under the Ministry-funded research agreement No. 451-03-66/2024-03, the Institute
delivers advanced solutions for thermal and hydropower plants, as well as for RES integration into
the grid, explicitly incorporating DT concepts.

Scientific outputs from INT illustrate the maturity of DT-related research in Serbia. Notable
examples include:

® “The Concept of DTs in Power Plants” (CIGRE 2023), presenting DT-based models as an
evolution of conventional control and management systems, integrating artificial
intelligence and machine learning for fault prediction, ageing analysis, maintenance
optimisation, and investment planning, within an Industrial Internet of Things (loT)
framework.

® “Concept and Application of DTs for Oil-lmmersed Power Transformers” (INT Proceedings,
2024), which establishes the state of the art in DT applications for critical grid assets,
addressing transformer-specific operational and reliability requirements.

e Research on composite Virtual Power Plants (VPPs), proposing aggregation of distributed
renewable generation, storage, EV chargers, and demand response to provide ancillary
services and enhance system flexibility during the decarbonisation process.

In parallel with institutional research, Serbia hosts industrial DT-related developments through
bilateral cooperation with technology providers. A notable example is the contract with Siemens
doo Beograd for the development of a technological process simulator and a DCS control system
simulator for block B3 of the Thermal Power Plant Kostolac B. This work includes high-fidelity
simulation and control emulation, constituting a practical DT application for operational
optimisation, testing, and training in conventional power plants *°.

Additionally, Schneider Electric, through its development centre in Novi Sad, deploys the
EcoStruxure platform, which integrates loT, cloud-based analytics, and cybersecurity solutions to
monitor and optimise energy systems. While not a full system-level DT, such platforms provide
essential functional components for future DT deployment at grid and asset level.

13 https://nitra.gov.rs/en/ministarstvo/o-nama

14 https://fondzanauku.gov.rs/

15 https://www.pupin.rs/reference/#upravljanjeprocesima
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At the European level, Serbia participates in DT-relevant Horizon Europe projects, most notably
R2D? (Reliability, Resilience and Defense technology for the grid) (Grant Agreement No.
101075714). Within R?D?, Serbian partners such as the Institute Mihajlo Pupin contribute to DT—
enabled simulation environments, resilience assessment tools, and secure testing frameworks for
Electrical Power and Energy Systems.

Complementing this, the Green2Grid project, funded by the Science Fund of the Republic of Serbia
under the Programme for Cooperation with the Serbian Scientific Diaspora (Grant No. 9029-YF-
SAIGE), strengthens national capabilities in grid-connected power converters and renewable
energy integration. Although not exclusively labelled as a DT project, Green2Grid contributes
essential laboratory infrastructure, modelling expertise, and data-driven methodologies that
underpin future DT applications.

Further innovation-oriented initiatives include the K-BMS project, funded by the Innovation Fund,
which develops advanced battery management systems with monitoring, remote control, and
cybersecurity features, supporting DT-enabled energy storage management.

Serbia also applies advanced system modelling and optimisation tools at the national utility level.
Research conducted with JP Elektroprivreda Srbije (EPS) and the Faculty of Electrical Engineering,
University of Belgrade, supported by the Ministry (No. 451-03-47/2023-01/200103), focuses on
the optimal engagement of hydro, thermal, and RES production units. Using tools such as
ANTARES, these studies perform seasonal and daily optimisation, reserve allocation, and adequacy
analysis under different RES penetration scenarios, representing a system-level digital modelling
approach aligned with DT principles.

Regarding the industrial prespective, Servia has not commercialized DT technologies yet. However,
Schneider Electric has developed a special EcoStruxure platform, based on loT technology, which
serves as the basis for managing, guiding, automating and optimizing systems locally or in the
cloud. In accordance with the needs of the market and the field of application, the company has
developed six specialist architectures, the implementation of which can save up to 80% of
energy.1®

Overall, Serbia exhibits a high degree of technical maturity in DT-related research and applied
simulation, particularly at the asset, component, and subsystem level. While DT implementations
are currently fragmented across institutions, projects, and industrial applications, the combination
of strong research capacity, operational pilots, and international collaboration provides a solid
foundation for scaling toward integrated, system-level DT deployments. Future progress will
depend on improved coordination between national research programmes, utilities, and policy
frameworks to transition from isolated DT applications toward interoperable and operational DTs
supporting renewable energy integration, grid resilience, and long-term decarbonisation.

6.2.3 North Macedonia

While North Macedonia does not yet operate a national, sector-wide DT in energy, several EU-
funded and domestically supported initiatives are building the foundations: grid digitalisation
(telemetry, digital substations), Al and data platforms, and Small Medium Entreprises support for

16 https://www.se.com/ww/en/work/campaign/innovation/platform/
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DT adoption. These indicate that there is a growing interest in DTs, with activities being funded by
Interreg, EuroHPC/Horizon Europe instruments, complemented by municipal and national digital-
readiness actions. Together, they are aligning the country’s infrastructure with the EU’s digital and
green transition agenda and creating a pathway for DTs in power systems, buildings, and city
operations.

INNOFEIT EDIH, established at the Faculty of Electrical Engineering and Information Technologies
(FEEIT) at Ss. Cyril and Methodius University in Skopje, is North Macedonia’s first officially
recognised European Digital Innovation Hub. With a four-year budget of around EUR 2 million, it
aims to strengthen the country’s digital transformation capabilities across manufacturing, energy,
and the built environment. The hub explicitly includes DT technologies within its core thematic
areas, alongside artificial intelligence, Internet of Things, big data, and cloud computing. Through
its “Test Before Invest” services, INNOFEIT EDIH enables companies and public organisations to
prototype and validate digital solutions such as DTs prior to full-scale implementation. Its access
to advanced laboratories, computing infrastructure, and multidisciplinary research expertise
provides a strong foundation for simulation, modelling, and data integration—key components of
DT development. Consequently, INNOFEIT EDIH serves as a strategic enabler for DT applications
in North Macedonia’s energy, industrial, and smart-building sectors.’

Complementary to GoToTwin, FEEIT has started the implementation of the INNOFEIT Energy Living
Lab, which is intended to provide the almost sandbox conditions for development, testing and
evaluating the impacts of integrating various distributed energy assets. Hosting a range of
technologies such as solar PV generator, battery storage systems, EV chargers, heat pumps,
thermal storage systems and a variety of meteorological and ambient sensors, the Energy Living
Lab at INNOFEIT offers the infrastructure for developing DTs.

From an industry perspective, MEPSO, North Macedonia’s Transmission System Operator, is
implementing a strategic programme for grid modernization and digitalization in partnership with
the French Development Agency (AFD) and RTE International. The initiative is supported through
a technical assistance grant that aims to strengthen system reliability, reduce technical losses, and
enhance the grid’s ability to integrate a growing share of renewable energy while improving
regional connectivity. The project represents a critical step toward transforming MEPSO into a
smart transmission operator equipped with advanced data-driven capabilities. Its scope includes
system adequacy studies in the ANTARES market simulator, development of methodologies for
system reserves and transmission loss modelling, and the preparation of feasibility studies and
conceptual design for a fully digitalized 110 kV substation. This pilot substation will serve as a
demonstrator of next-generation grid operation, featuring advanced protection, control, and
management systems—key elements that align closely with the principles of DT technologies in
power systems.!®

VEZILKA is North Macedonia’s National Artificial Intelligence Centre, launched in 2025 under the
EuroHPC Joint Undertaking as part of the European Al Factories initiative. Led by the Ss. Cyril and
Methodius University in Skopje with government support, it aims to build national capacity in high-

17 https://www.innofeit-edih.mk/

18 https://www.mepso.com.mk/index.php/en/component/content/article/114-en-category/doma/vesti-i-
aktuelnosti/893-potpishan-dogovor-za-grant-za-moderna-i-digitalna-prenosna-mrezha-vo-s-makedonija-
2?1temid=1340&utm_source=chatgpt.com
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performance computing, data management, and applied artificial intelligence. The centre focuses
on priority domains including energy, industry, healthcare, and digital public services, and serves
as a technological and institutional hub for Al-driven innovation. From the perspective of DT
development, VEZILKA provides the essential computational and data infrastructure required for
high-fidelity modelling, real-time data processing, and predictive analytics. Its integration into the
wider European Al Factory network ensures interoperability, secure data exchange, and access to
advanced algorithms, all of which are fundamental prerequisites for large-scale DT applications.
As such, VEZILKA constitutes a strategic foundation for implementing DT solutions in North
Macedonia’s energy and industrial sectors.®

6.2.4 Slovenia

Slovenia actively participates in EU-funded research and innovation projects addressing DT
applications in consumer-centric energy systems, demand response, and energy communities.
Through these initiatives, Slovenian partners contribute to the development and demonstration
of building-level, district-level, and cross-commodity DTs, with a strong emphasis on user
engagement, interoperability, and data sovereignty.

DEDALUS Project

DEDALUS?® 2! — Data-Driven Residential Energy Carrier-Agnostic Demand Response Tools and
Multi-Value Services (Grant Agreement No. 101103998) is the project founded by the EU with the
goal to design, develop and demonstrate SSH-driven (social science and humanities) multi-value
energy carrier agnostic DR ecosystem tailored for operation in residential buildings. The project
contains 7 large-scale pilots, where 5 of them are front runners developing technologies and
demonstrating their operation and 2 multipliers (replicators), taking the technologies from the
front runners and integrating them to local workflows.

The special focus of the project alongside development of data-driven infrastructure and
development of DTs is the use of SSH-based tools to facilitate the user engagement. The
development of the data-driven infrastructure is focused on using and adapting existing tools for
trusted, sovereign and secure data sharing to enable the provision of demand response services
and to build and deploy building-level data-driven DTs for flexibility assessment and energy
community operation which enable delivery of DR tools for DR in residential buildings.

DTs within DEDALUS are developed and applied to consumer-aware flexibility planning to support
demand response (DR) and operational optimization in residential buildings and district-scale
energy systems. The DT services target building, facility, and district heating managers aiming to
identify and exploit flexibility opportunities and support daily operational decisions without the
need for executing the direct control actions.

Across pilots, DTs provide visualization of energy consumption, comfort and flexibility with
consumer clustering, analytics and KPIs for energy and environmental performance,
recommendations and alerts respecting the user comfort constraints and, in the Danish pilot, 3D
pilot visualization with live sensor data.

19 Andonovski: North Macedonia is to establish a National Centre for Artificial Intelligence — “Vezilka” project begins
- Statements - Public relations - Ministry of digital transformation - Republic of North Macedonia

20 https://cordis.europa.eu/project/id/101103998
21 https://dedalus-horizon.eu/
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The DT architecture is consistent across pilots and includes user interface, middleware API for data
formalization and service integration, simulation integrating digital asset models for scenario
analysis, analytics and prediction services and FIWARE-based interoperability layer for unified data
access. DT relies on real-time data and historical data from smart meters, HVAC systems, indoor
sensors, weather services, electricity markets data and user comfort feedback.

DTs from this section integrate the unified and intuitive management of flexible assets, integration
of user comfort models into DR decision making, near real-time simulation of future scenarios
using hypothetical deployments of simulated assets (for planning) and provide improved planning
without the risk for potential expenses created by experimentation on real infrastructure.

Additionally, apartment building DTs for blockchain integration are developed. More specifically,
DTs in this section are developed for the integration into the student apartment building inside
the Romanian pilot with the support for building-level DR decision-making and to simulate
apartment-level DR actions. DT is integrated with blockchain-based flexibility marketplace to
simulate DR action enforcement and settlement.

The core functionalities of DTs developed for apartment building are the ability to simulate feasible
DR actions inside the apartments, to estimate the impact on energy consumption and to produce
the outputs usable by DR settlement smart contracts.

The blockchain ledger stores and fingerprints the energy-related data for the apartments and the
building. The smart contracts deployed manage the DR flexibility trading where building manager
publishes flexibility bids, apartments publish flexibility offers, offers are then matched to bids and
during delivery, the contracts handle the settlement and token distribution. DT in this scenario
provides the simulation and decision-making layers to determine which appliances and
apartments should change schedules to satisfy DR constraints.

The system provides the apartment model used for simulating appliance-driven hourly demand,
including the comfort models and simulates the shared technical rooms via predefined usage
percentages. It provides data model APl which collects the DT data and provides contract-relevant
data, DR optimisation decision making module with load disaggregation and DR action algorithms
and provides DR-recommended schedules. It implements also DT dashboard API providing data
and services for the dashboards and DT dashboard service providing visualization to various users
(building manager, apartment residents).

HEU ENPOWER

ENPOWER?? 23 — Energy Activated Citizens and Data-Driven Energy-Secure Communities for a
Consumer-Centric Energy Systems (Grant Agreement No. 101096354) is an EU-wide project
founded by the EU focused on delivering SSH-driven framework for user engagement and
activation in the energy systems. The consortium of 28 partners is focusing on providing tools and
processes for energy community operation and user engagement in 6 large-scale pilots with 4
front runners developing and integrating the majority of the tools and 2 early adopters reusing
and deploying the tools developed inside and for the front runner pilots.

22 https://cordis.europa.eu/project/id/101096354
23 https://www.enpower-project.eu/
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The special focus of the project is to focus on interoperability and data sovereignty tools as
technical enablers of consumer-centric energy systems supported by the integration of
blockchain-based marketplace to manage flexibility and energy. Focus is on delivering near-real-
time data-driven closed-loop energy community management to provide grid management
services. The main technology enablers enabling all the formerly specified goals are energy data
space tools for interoperable and sovereign data sharing, blockchain-based flexibility aggregation
marketplace for integration of energy communities into the energy markets, cross-commaodity DTs
for flexibility estimation and planning, self-consumption optimization tools and automated and
privacy-preserving demand response tools.

Within the project, DTs were developed at the asset level to activate residential flexibility through
controllable devices, focusing on thermoelectric assets. The Electrical Water Heater (EWH) DT
provides modelling and optimisation of heater operation under comfort and technical constraints,
enabling cost-aware scheduling and load shifting.

The Heat Pump (HP) DT was extended into a hybrid framework that combines physics-informed
thermodynamic modelling (ODE-based building + system dynamics) with data-driven components
to remain accurate while being computationally light enough for operational use. It represents
both environmental conditioning (heating/cooling) and DHW production, supporting what-if
simulations and operational optimisation.

Key contributions include a dynamic COP/EER model driven by source-side temperatures (outdoor
air and water outlet), an explicit DHW tank module with priority logic (diverting valve +
setpoint/volume-based triggers), and a reinforcement-learning controller (PPO) that continuously
modulates compressor speed (instead of on/off cycling) to balance comfort tracking against
energy use. A synthetic case study showed stable indoor temperature regulation, reliable DHW
service, smooth control signals, and realistic daily electricity consumption ranges, indicating
readiness for flexibility-oriented operation.

Overall, Slovenia’s participation in DEDALUS and ENPOWER demonstrates advanced maturity in
DT applications at the building, district, and energy community levels, with particular strengths in
consumer-centric design, flexibility assessment, interoperability, and integration with digital
energy markets. While DT deployments in Slovenia are currently concentrated within EU-funded
pilot projects rather than nationally coordinated programmes, the demonstrated capabilities
indicate strong readiness for scaling DT solutions in residential demand response and energy
community management, provided that regulatory alignment and long-term deployment
frameworks are established.

6.2.5 Bosnia and Herzegovina

While Bosnia and Herzegovina (BiH) does not yet operate a national DT for the energy sector, a
growing number of digitalisation initiatives—driven by entity-level reforms, EU-funded projects,
research institutions, and emerging smart grid investments—are gradually establishing the
technical and institutional foundations for future DT deployment. BiH is progressively aligning with
the EU’s digital and green transition agenda through improvements in market transparency, smart
metering, distributed energy integration, cybersecurity, and data governance. These
developments signal an increasing readiness for DT applications in electricity networks, buildings,
and urban systems.

Project Acronym — GOTOTWIN 18 |
99



Bosnia and Herzegovina participate in regional and European programmes focused on smart grids,
energy efficiency, digital public services, and research infrastructure. These include cross-border
actions under Interreg, Horizon Europe, CEF Digital, and Energy Community assistance
programmes. Although DTs are not explicitly referenced in national or entity legislation, several
enabling components—smart metering, distributed energy resource (DER) integration, digital
substations, loT-based monitoring, and data analytics—are embedded across ongoing strategies
and reforms.

Digitalisation and Smart Grid Initiatives

At the entity level, the Federation of BiH (FBiH) adopted a new package of energy laws in 2023,
including the Law on Electricity, the Law on Renewable Energy Sources and High-Efficiency
Cogeneration, and the Law on Energy and the Regulation of Energy Activities. These laws introduce
prosumer participation, establish clearer licensing and market procedures, and prepare the
ground for greater digitalisation of distribution networks. Although the introduction of smart
meters is progressing unevenly across distribution territories, the reforms promote the gradual
adoption of advanced metering infrastructure (AMI), which is essential for real-time grid data
collection and DT model development.

In Republika Srpska, the Electricity Law and the Energy Law similarly support renewable energy
integration and digital upgrading of power system operations. Elektroprivreda Republike Srpske
(ERS) and the distribution company Elektrokrajina Banja Luka have initiated steps toward grid
automation and low-voltage monitoring, contributing to data streams required for digital replicas
of distribution assets.

At the state level, BiH is preparing an updated National Energy and Climate Plan (NECP), which
includes targets for smart grid development, demand-side flexibility, and digital infrastructure. The
country also benefits from the Energy Community’s digitalisation initiatives, including regional
cybersecurity frameworks and technical assistance for data interoperability—both relevant to DT
implementation.

Research, Innovation, and DT-Related Pilot Activities

Research institutions in Bosnia and Herzegovina are increasingly involved in European DT-focused
initiatives. A notable example is the GoToTwin project, which introduced DT concepts to the
national energy community. As part of this initiative, the University of Banja Luka hosted the
workshop “Needs and Benefits of DTs in the Energy Sector of Bosnia and Herzegovina” in June
2025. The workshop gathered transmission and distribution operators, academia, private sector
representatives, and regulators to evaluate the applicability of DT technologies in BiH’s energy
system. The event highlighted use cases such as digital substations, distribution grid replicas, DER
modelling, and the integration of forecasting systems—all of which align with emerging EU DT
architectures.

University-based research groups, including the Faculty of Electrical Engineering in Banja Luka and
the Faculty of Electrical Engineering in Sarajevo, participate in Horizon Europe and COST Actions
related to smart grids, loT platforms, and digital simulation environments. Their work on power
system modelling, building energy analysis, and Al-based forecasting contributes to the
foundational competencies needed for DT development. These institutions also maintain
laboratories for renewable energy testing, SCADA simulations, and loT sensor networks, enabling
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small-scale DT prototypes for microgrids, buildings, and campus-level energy systems.

Infrastructure Modernisation and Smart Metering

Although BiH does not yet have a nationwide smart metering programme, several distribution
system operators (DSOs) are moving toward partial AMI deployment. Existing pilots include smart
meter rollouts in selected urban zones, low-voltage network monitoring, and integration of
transformer station telemetry with Distribution Management Systems (DMS). These initiatives
support real-time monitoring, improve outage management, and enable predictive
maintenance—functional requirements that closely align with DT use cases.

Transmission system operator NOSBiH and transmission company Elektroprenos-Elektroprijenos
BiH have undertaken digitalization efforts, including upgrades to SCADA/EMS platforms, improved
dispatch centre telemetry, and ongoing investments in network automation. These steps enhance
data granularity and reliability, essential prerequisites for creating DTs of high-voltage assets and
system-wide operational models.

Cybersecurity and Data Governance

BiH is gradually harmonizing its cybersecurity practices with EU frameworks, particularly under the
Energy Community’s work on NIS2 alignment. Entity regulators—DERK (state level), FERK (FBiH),
and RERS (RS)—have taken steps to integrate cybersecurity requirements into licensing and
market procedures. Although a comprehensive energy-sector cybersecurity code (similar to North
Macedonia’s ERC rules) has not yet been established, ongoing regulatory efforts emphasize risk
management, critical infrastructure protection, and secure data exchange. These developments
support the trustworthiness and resilience of digital platforms, which is essential for DT adoption.
In parallel, BiH’s broader Digital Transformation Strategy and public administration modernisation
programmes aim to improve interoperability, cloud infrastructure, and electronic data exchange.
These initiatives support future DT scaling by creating conditions for secure and standardized data
flows between institutions and utilities.

Business and Market-Driven Digitalisation

Some utilities and private technology firms in BiH are experimenting with data analytics, loT
sensors, and automation solutions to improve network management and customer services. While
commercial DT applications remain limited, emerging use cases include predictive maintenance
for renewable energy assets, building energy management systems in commercial facilities, smart-
city platforms deployed in Sarajevo and Banja Luka, incorporating air-quality and mobility data,
virtual modelling tools for industrial energy auditing and optimization.

These early-stage pilots demonstrate the potential for DT technology to support new service
offerings, such as energy performance contracting, renewable asset optimization, and real-time
system diagnostics.

6.2.6 Croatia

Croatia’s active engagement in digital transformation provides a strong foundation for the
development and deployment of DTs, even though a specific legislative framework for this
technology has not yet been established. The country is actively advancing their development
through numerous innovative projects and initiatives across diverse sectors, with particularly
strong momentum in energy. These efforts align with the European Twin Transition strategy,
which promotes the fusion of digital innovation and green objectives to enhance sustainability and
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efficiency. Croatia's broader policy ecosystem, including laws that tackle energy digitalization,
smart grids, and data exchange, provides indirect support by fostering interoperability, real-time
monitoring, and cybersecurity key enablers for DT applications in energy systems.

In the energy sector, DTs hold transformative potential across generation, transmission,
distribution, and consumption sectors, leveraging Croatia's push toward renewables and energy
efficiency increase. They can optimize renewable energy production, enabling predictive
forecasting of output variability and maintenance. For transmission and distribution networks, DTs
facilitate real-time modelling of grid stability, fault detection, and load balancing, supporting smart
grid advancements under national energy plans. At the consumption level, they enable building
energy management for households and industries, integrating with advanced metering to enable
demand response. Overall, these implementations reduce operational costs, enhance resilience
against outages, and accelerate the green transition by minimizing carbon footprints through data-
driven simulations.

Several Croatian projects regarding the implementation of DTs are listed below:

Resilient Self-Healing Future Power Systems - RePowerFER project

The project develops the concept of a resilient and self-healing power system implemented on a
laboratory model, scalable for the entire power system, through an open multidisciplinary
platform for multi-level research. It integrates advanced infrastructure with synchronized
metering devices (PMU), loT sensors and SCADA systems for real-time data collection, along with
TSN networks, 5G/6G and edge computing for fast communication. The control framework based
on artificial intelligence and model-predictive control enables autonomous fault detection,
condition prediction and operation optimization. A credible DT with detailed models of nonlinear
components, special electronic power converters, supports transient simulation and Hardware-in-
the-Loop testing. Multi-layered cybersecurity measures ensure system protection. The result is a
digitally controlled, highly resilient and cyber-secure power system, capable of self-healing and
adapting in real time, with stable integration of RES. The project connects eight FER laboratories
into a single high-tech platform, positioning FER as the leading research center for EES in Southeast
Europe. The open platform for data sharing and DT enables collaboration between the scientific
community and industry, setting standards for the EES future and technological foundations for
global application.

ForeSCAPE - Artificial Intelligence for Efficiency and Resilience of Climate-Impacted Systems

The project focuses on technologies of climate-dependent sectors of urban infrastructure,
transport, agriculture and food, and energy as directly or indirectly identified vulnerable sectors.
The project aims to implement deep digitalization in the aforementioned sectors, establish new
sensors and acquisition of measurements towards the creation of large amounts of data and
correlate them with precise multi-modal weather conditions on site using machine learning
methods. The mathematical models created will be used as a basis for more efficient management
of processes within the sector and their mutual coordination, from individual to comprehensive
multi-criteria optimization. Such an interdisciplinary and broad approach finally enables the
application of agents based on large language models to merge specific sensor data and generic
information base, providing significant support in increasing the sector's resilience to climate
change. The project envisages the creation of socio-technical laboratory pilots and the generation
of large datasets as dynamic DTs that will be openly disseminated to the entire scientific public.
This creates easily replicable reference environments as the basis for international contribution to
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sectors in Croatian case studies, while at the same time highlighting institutional contribution
through scientific publications of great and long-lasting impact.

RESURGENCE - Industrial Water Circularity: Reuse, Resource Recovery and Energy Efficiency for
Greener Digitised EU Processes

RESURGENCE addresses industrial circular water systems in a wide perspective which embraces
efficient technologies for water circularity, energy and feedstock recovery, with the aim of
contributing to EU climate neutrality, circularity, and competitiveness. Innovative solutions will be
tested for water treatment — membranes, electrochemical technologies, adsorbents, advanced
oxidation processes and hybrid biological systems — exploring also the recovery of energy (heat,
electricity, biogas, H2) and feedstocks (bioactive phenols, biopolymers, cellulose, lignin, latex,
acrylic polymers, phosphate & nitrogen, biochar, MOFs and metals, including Critical Raw
Materials). Digital tools will be also developed and applied, including models for energy, water and
risk management, physical and software sensors for data acquisition, DTs, and decision-support
tools enabling optimal water treatment technology set-up and day-to-day operation with seized
flexibility opportunities on smart grids.

DT-driven smart product design and manufacturing for railway industry — RailTwin

The application area of this project is a smart high-speed train through its lifecycle including
design, production, distribution, service, maintenance, upgrade and recycle with a DT support to
effectively interact with humans/users, physical environment and cyberspace environment. The
enabling technologies include sensors, monitoring, 10T, and big data analytics and DT. The project
aims to develop a higher education network with the partner universities (). Its objectives are (1)
to establish a joint research centre for DT-based smart product design and manufacturing for the
railway industry and (2) to foster long-term strategic and sustainable research partnership among
them.

PRESPORT - Promoting gREen and Smart PORT hubs in the Adriatic Sea

PRESPORT is a cross-border initiative co-funded by the European Union to support the green and
digital transformation of ports in Italy and Croatia. Through strong cooperation between public
authorities, port operators, and logistics stakeholders, PRESPORT promotes carbon neutrality and
digital innovation to make Adriatic ports more efficient, resilient, and sustainable. The project
delivers advanced planning tools and tests them through joint pilot actions and strategic
investments across five key areas: 1. Energy efficiency and renewable energy production, 2. Smart
lighting systems and climate resilience measures, 3. Deployment of e-mobility solutions in port
operations, 4. Digitalization of ports, including DT technologies and multimodal travel planning
tools, and 5. Enhanced port security

MARBLE- Centre of Excellence in Maritime Robotics and Technologies for Sustainable Blue
Economy

The main goal of the project MARBLE is to create a new “Centre of Excellence in Maritime Robotics
and Technologies for Sustainable Blue Economy” (CoE MARBLE) that will engage Croatia in a path
of sustainable growth in blue economy in strategic partnership with the Norwegian University of
Science and Technology (NTNU) and the National Research Council (CNR, Italy). MARBLE will
enhance Croatian R&I excellence in four key research areas: (i) Maritime robotics and autonomous
systems, (ii) Maritime green endurance, (iii) Maritime Internet-of-Things, and (iv) Maritime DTs
applied to four blue economy sectors aligned with the Croatian Smart Specialization Strategy: a)
Maritime security and protection, b) Aquaculture and fisheries, c) Coastal tourism and smart
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marinas, and d) Maritime transportation. CoE MARBLE will support deep industrial transformation
of Croatian regional economies and reduce regional developmental disproportion between the
City of Zagreb, and the Adriatic part of Croatia by engaging relevant quadruple helix actors of the
Croatian blue economy ecosystem from both regions: UNIZG-FER (the coordinator); RBI, a
representative of science end-users; MARINN, a cluster of maritime industry stakeholders; AFC, a
hub of aquaculture stakeholders and end-users; and the MZO, a representative of policy makers.
Sustainability of CoE MARBLE is ensured through a set of strategic measures related to knowledge
transfer, providing added value to the blue economy industry, ensuring access to competitive
funding and successful positioning of research results in the market.

6.3 EU Industrial and Market-Oriented Applications of DTs in Energy

Systems
In addition to EU-funded research projects, several industrial actors have already implemented DT
solutions in real-world energy systems, demonstrating tangible operational and economic
benefits, across Europe. Table 2 presents representative business cases highlighting how DT
technologies are applied across storage systems, renewable energy assets, and electricity
networks, and how these applications support the integration of renewable energy sources and
the optimisation of grid operations.

Table 2. Representative business cases of DT applications in the European energy sector

| Organisation | Details | Descripion |

RES Group #

SAP / GE
Vernova %

Application domain
DT focus

Key technologies

Main results /
benefits

Relevance for RES &
PV

Battery energy storage systems (BESS)
Performance monitoring and degradation prediction

Real-world operational data, simulations, cloud computing

Extension of battery lifetime by up to four years; reduced
replacement costs; improved return on capital; lower
environmental impact

Approach transferable to PV systems with integrated storage
to improve reliability and minimise curtailments

Application domain

DT focus

Key technologies
Main results /
benefits

Relevance for RES &
PV

Wind energy systems

DT of wind farm design and operation

Turbine and environmental data, cloud-based DT models,
analytics

Up to 20% increase in energy production; optimization of
turbine placement and real-time operation; long-term
efficiency gains

Demonstrates DT potential for RES optimization and
forecasting at asset and farm level

m Application domain

Electricity distribution networks (DSO)

24 https://www.res-group.com/resources/blog/taking-the-digital-twin-to-the-next-level/

25 https://www.sap.com/blogs/digital-twins-at-work

26 https://www.eon.com/en/about-us/media/press-release/2025/digital-twin-for-the-german-distribution-

grid.html?
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Siemens /
Siemens

Energy

27 28

DT focus

Key technologies
Main results /
benefits

Relevance for RES &
PV

Grid capacity analysis and connection management

Centralised data platform, DT models, analytics tools (incl.
envelio)

Virtualisation of ~700,000 km of distribution grid; grid
connection requests processed within seconds; identification
of congestion and reinforcement needs

Enables faster integration of PV, wind, EVs, and heat pumps;
supports demand-oriented grid expansion

Application domain

DT focus

Key technologies

Main results /
benefits

Relevance for RES &
PV

Transmission and distribution grids

Electrical DTs for network operation and planning

Gridscale X, simulation tools, data analytics, Siemens
Xcelerator platform

Improved congestion management, power flow simulation,
grid stability; increased utilization of existing infrastructure
Facilitates higher penetration of DERs and RES while
maintaining reliability and efficiency

Overall, the business cases presented in Table 2 demonstrate that DT technologies are already
delivering measurable benefits across different segments of the energy system, including energy
storage, renewable energy assets, and electricity networks. Current industrial applications
primarily focus on asset-level and network-level optimisation, such as performance monitoring,
degradation prediction, congestion management, and improved utilisation of existing
infrastructure. These implementations highlight the strong potential of DTs to support higher
penetration of renewable energy sources by increasing operational efficiency and reducing system
constraints.

27 AcegasApsAmga leverages Siemens’ Gridscale X to build digital twin of Trieste’s energy grid | Press | Company |
Siemens

28 E|yia and Gridscale X - Siemens Global
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7. Policy and Regulation Framework

7.1 EU level policies and regulations related to DTs in the energy
sector and RES

The digitalisation of the European energy system has become a necessity as a direct consequence
of the policy objectives set by the European Green Deal [12], the Fit for 55 [13] legislative package,
Renewable Energy Directive (EU) 2023/2413 (RED IIl) [14], and REPowerEU Plan [15]. These
initiatives aim to accelerate decarbonisation, significantly increase the share of renewable energy
sources, and strengthen the resilience and security of the European energy system. Achieving
these objectives requires the large-scale integration of variable and decentralised renewable
generation, fundamentally altering the way the electricity system is planned, operated, and
regulated.

The transition towards renewable energy sources introduces increased variability and uncertainty
in electricity generation, as production becomes increasingly dependent on weather and
environmental conditions. As a result, the electricity system requires additional flexibility options
to continuously coordinate generation and demand across multiple locations and time horizons.
The management and control of this flexibility necessitate enhanced coordination mechanisms
and information-exchange capabilities across the energy system, involving system operators,
market actors, and connected assets.

This need is reflected in the internal electricity market legislation. Directive (EU) 2019/944 on
common rules for the internal market for electricity [16] and Regulation (EU) 2019/943 [17] on the
internal market for electricity introduce transparent and non-discriminatory grid access, and the
integration of demand response and flexibility services into market operations. Implementing
these provisions requires advanced capabilities for system observability, forecasting, and
operational assessment, as system operators must be able to evaluate network congestion,
hosting capacity, and flexibility needs in a consistent and transparent manner across increasingly
complex electricity systems.

Another aspect that should be considered is the grid planning and infrastructure development at
EU level which are governed by Regulation (EU) 2022/869 on trans-European energy infrastructure
(TEN-E) [18]. The Regulation aligns energy infrastructure planning with the EU’s climate and energy
objectives, prioritising electricity networks, offshore renewable grids, and smart grid solutions
while excluding new fossil fuel infrastructure. It introduces enhanced requirements for cross-
border cost—benefit analysis, system-wide impact assessment, and coordinated planning across
Member States.

7.1.1 Digitalization of the energy system and the role of DTs

In this context, digitalisation emerges as a structural requirement for the energy system rather
than an optional enhancement. This was explicitly acknowledged in 2022 with the adoption of the
EU Action Plan on Digitalising the Energy System (COM (2022) 552) [19], which constitutes the
central EU-level policy instrument directly addressing the role of advanced digital technologies in
the energy sector. The Action Plan recognises that achieving climate neutrality, large-scale
renewable energy integration, and system resilience is not feasible without a high degree of digital
maturity across energy infrastructures, markets, and governance frameworks.
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The Action Plan explicitly identifies DTs of energy systems and networks as key enabling tools for
improving observability, controllability, and resilience of electricity transmission and distribution
systems. DTs are framed as advanced, data-driven simulation and decision-support environments
that integrate real-time operational data, historical datasets, and predictive analytics. In the
context of renewable energy sources, DTs enable system operators and planners to assess the
impacts of variable generation, evaluate grid hosting capacity, anticipate congestion risks, and
design flexibility solutions that minimise curtailment while ensuring secure system operation.

Furthermore, the Action Plan promotes the development of interoperable digital platforms and
architectures, emphasising standardised data models, interfaces, and communication protocols
across Member States. This interoperability is essential for scaling DT applications beyond isolated
pilots and ensuring their consistent deployment across national energy systems. By fostering
harmonised digital infrastructures, the Action Plan supports coordinated grid planning, cross-
border system analysis, and alignment between national network development plans and EU-level
energy and climate objectives.

A core pillar of the Action Plan is the establishment of a Common European Energy Data Space
[20], designed to enable secure, trusted, and cross-border data sharing among energy system
actors. This data space provides the foundational layer required for advanced DT implementations,
facilitating access to high-quality, real-time, and historical data from renewable generation assets,
grids, markets, and consumers. By enabling data-driven modelling and simulation at multiple
system levels, the Energy Data Space strengthens the analytical capabilities needed for renewable
energy integration, flexibility management, and evidence-based policymaking.

Complementary sectoral legislation further reinforces the policy relevance of DTs. The Energy
Performance of Buildings Directive (EU) 2024/1275 [21] and Directive (EU) 2023/1791 [22] on
energy efficiency promote the use of digital technologies for monitoring, controlling, and
optimising energy consumption in buildings. The introduction of smart readiness indicators,
building automation systems, and digital performance monitoring creates favourable conditions
for the deployment of building-level and district-level DTs, supporting demand response, sector
coupling, and the integration of buildings into broader energy system optimisation frameworks.

7.1.2 Enabling conditions: infrastructure, data governance, and

cybersecurity

While EU energy and climate legislation establishes the objectives and functional requirements for
a more flexible, efficient, and decarbonised energy system, the effective digitalisation of the
energy sector—and the deployment of DT technologies in particular—depends on the existence
of robust enabling conditions. As illustrated in Figure 3, DTs operate at the intersection of three
interdependent pillars: the availability of modern digital infrastructure, secure and interoperable
data management frameworks, and strong cybersecurity and resilience safeguards. The large-
scale use of DTs therefore requires not only sector-specific energy policies, but also horizontal
regulatory support to ensure reliable connectivity, trusted data exchange, and protection of
critical digital assets. These enabling dimensions are addressed through complementary EU
legislation on digital infrastructure development, data governance, and cybersecurity, which
collectively create the conditions for the secure and scalable deployment of DT applications across
the energy system.
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Figure 3. EU-level policy and regulatory framework supporting the digitalisation of the energy

system and the deployment of DT technologies, highlighting the interaction between energy
market legislation, digital and data governance, and cybersecurity and resilience requirements.

For the implementation of DT, specific infrastructure is essential. The Energy Performance of
Buildings Directive defines all essential infrastructure for the implementation of building DTs, since
it is acknowledged that for the development of DT real-time data from sensors, smart meters and
other sources. This infrastructure includes smart meters, building automation and control systems,
self-regulating devices for the regulation of indoor air temperature. Additionally, in Directive (EU)
2019/944 on the rules for energy market Article 19 is dedicated to smart metering meters [16].

Regarding data management, the EU’s digital and data governance framework plays a
fundamental role in enabling the deployment of DTs in the energy sector, as DT applications rely
on continuous access to large volumes of high-quality data generated across multiple actors.
Regulation (EU) 2018/1807 [23] on the free flow of non-personal data, the Data Governance Act
(EU) 2022/868 [24], and Directive (EU) 2019/1024 [25] on open data collectively establish the legal
conditions for secure data sharing, interoperability, and cross-border data access within the Union.

Moreover, The General Data Protection Regulation (GDPR) establishes the EU-wide framework for
lawful, transparent, and secure processing of personal data. It defines key roles (controller,
processor), data subject rights, and principles such as data minimisation, purpose limitation, and
accountability. GDPR directly affects digital energy systems by constraining the collection,
processing, and reuse of consumption and operational data, requiring privacy-by-design and
compliance mechanisms in data-driven applications.

By removing data localisation barriers and promoting trusted data-sharing mechanisms, these
instruments support the development of federated DT architectures, where data from renewable
energy assets, grids, markets, and consumers can be integrated across national boundaries. As a
result, they facilitate the scaling of DT applications across the internal energy market and
contribute to more consistent, data-driven system planning and operation.

Another policy related to the data management is the deployment of Artificial Intelligence models.
Regulation (EU) 2024/1689 (Al Act) [26] introduces a harmonised, risk-based framework for Al
systems in the EU. Al applications in critical infrastructures, including energy systems, are classified
as high-risk and subject to strict requirements on data governance, human oversight, robustness,
and cybersecurity. The Al Act provides legal certainty for Al deployment while imposing safeguards
to protect fundamental rights.
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As the energy system becomes increasingly digital and data-driven, cybersecurity and resilience
emerge as critical enabling conditions. Directive (EU) 2022/2555 (NIS2) on measures for a high
common level of cybersecurity across the Union [27] and Directive (EU) 2022/2557 on the
resilience of critical entities [28] introduce enhanced obligations for energy system operators to
protect digital infrastructures, manage cyber risks, and ensure continuity of essential services. In
the context of DTs, these requirements safeguard the integrity, availability, and reliability of the
data and digital platforms that support real-time monitoring, system optimisation, and regulatory
decision-making.

Finally, the broader digital policy framework is provided by Decision (EU) 2022/2481 establishing
the Digital Decade Policy Programme 2030 [29], which sets common EU targets for digital
infrastructure, data use, digital public services, and connectivity. The Digital Decade requires
alignment between EU-level objectives and national strategies through National Digital Decade
Strategic Roadmaps, reinforcing the conditions for the harmonised deployment of interoperable
digital solutions—such as DTs—across sectors, including energy.

As illustrated in Figure 3, the EU does not regulate DTs in the energy sector through a dedicated
legal act. Instead, their deployment is enabled through a multi-layered and cross-sectoral policy
framework that combines energy market legislation, digitalisation strategies, data governance
rules, and cybersecurity and resilience requirements. DTs therefore operate as an integrative
digital layer, relying simultaneously on modernised energy infrastructures, secure and
interoperable data flows, and robust cybersecurity measures. Although this regulatory approach
is spread across multiple policy areas, it provides complementary support for DT deployment. At
the same time, it highlights the need for better coordination and harmonisation among Member
States to ensure that Digital Twin solutions are applied consistently and effectively in support of
renewable energy integration and system resilience.

7.2 Analysis in each participating country regarding both policies
and regulations related to DTs and their components and use in
RES and the energy system

7.2.1 Greece

In recent years, Greece has developed a coherent and multi-level framework of policies and
regulatory interventions supporting the country’s digital and energy transformation, fully aligned
with European strategies for the green and digital transition (Twin Transition). Although the
concept of DT has not yet been explicitly incorporated into legislative or regulatory texts, a series
of national initiatives, strategic plans, and investments create the conditions for its adoption and
utilization in the energy system, particularly in electricity networks and photovoltaics.?®

Specifically, the development of innovative technologies such as smart meters, the Internet of
Things (loT), Artificial Intelligence (Al), Big Data analytics, and cybersecurity solutions is supported
by a network of strategies, legislation, and European directives that have been incorporated into
national law. These technologies are key components for the development of DTs in the energy

23 https://joint-research-centre.ec.europa.eu/jrc-news-and-updates/twin-green-digital-transition-how-
sustainable-digital-technologies-could-enable-carbon-neutral-eu-2022-06-29_en
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sector, as they allow the storage, analysis, and utilization of real-time data for monitoring,
optimizing, and forecasting the operation of energy infrastructures.

Initially, with Government Economic Policy Council Decision No. 3/18.12.2024 (Government
Gazette B’ 4893) [30], the National Energy and Climate Plan (NECP) was ratified. This serves as
Greece’s main strategic tool for the transition to a sustainable energy system. The NECP foresees
a significant penetration of renewable energy sources (at least 80% in electricity generation by
2030), reinforcement of storage infrastructures, and extensive digital modernization of the
transmission and distribution networks. A central element of this strategy is the digitalization of
electricity networks, considered essential for enhancing the efficiency, flexibility, and resilience of
the system. The development of smart grids and advanced metering infrastructures (smart
meters) enables real-time monitoring and management of energy consumption, providing the
data required for advanced digital applications.

Complementary to the NECP, the National Digital Transformation Program 2020-2025
(Government Gazette 2894/B/5-7-2021), under the Ministry of Digital Governance, promotes the
creation of infrastructures and mechanisms for using advanced technologies (Al, loT, Big Data,
Cloud) in both the public and private sectors. Although it does not specifically focus on the energy
sector, the program establishes horizontal principles of data interoperability, sensor integration,
and information security, which are essential prerequisites for the development of DTs in critical
infrastructures such as energy systems [31].

In the energy sector, the Regulatory Authority for Waste, Energy, and Water (RAAEW) has
introduced mechanisms for the digital modernization of networks and the monitoring of
investments in “smart” and “digital” infrastructures. HEDNO implements the Smart Meters for All
project, which plans to install 7.5 million smart meters by 2030 %, creating a vast data repository
for analysis, forecasting, and virtual modelling of network operation. This infrastructure
constitutes a key prerequisite for creating a DT of the Greek distribution network, enabling real-
time monitoring, simulation, and optimization of its operation.

Similarly, Independent Power Transmission Operator (IPTO) has integrated into its 2024-2030
strategy actions for developing a DT of the Transmission System, aiming to optimize design,
operation, and maintenance of transmission lines. Through the European TwinEU project 3!, in
which Greece actively participates, IPTO and other national entities are developing simulation and
management models at a pan-European network level, emphasizing data interoperability and the
resilience of energy systems.

The strategic orientation toward DT-enabling technologies is further reinforced by the National
Digital Strategy, i.e., the Greek national digital decade strategic roadmap, which prioritises digital
infrastructures, the development of digital skills, and the promotion of Al, Big Data, and loT
technologies. Within the energy sector, the roadmap aims to create a comprehensive digital
ecosystem, mentioning the creation of DT applications that will contribute to open data time series
for cities and thus the development of smart cities.3?

30 https://www.deddie.gr/en/digital-projects/customer-telemetry/

31 https://www.admie.gr/en/company/structure/general-department-activities/research-technology-and-
development-department/twineu

32https://digitalstrategy.gov.gr/website/static/website/assets/uploads/digital_decade_national_roadmap.pdf
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From a legislative perspective, several national laws indirectly support the development of DTs in
the energy sector, as presented in Table 3. Together, these laws form a progressive but still
fragmented institutional framework, establishing the technological and regulatory foundations for
the development and application of DT in the energy sector, although without explicit reference
or special regulation for their operation.

Table 3. National legislative and regulatory framework supporting digitalisation and DT-
enabling technologies in the Greek energy sector.

Law 4951/2022 Establishes the regulatory basis for the smart management of RES and
(Renewable Energy energy storage systems, including obligations for digital monitoring, real-
Energy Sources and Energy time data reporting, and remote-control capabilities, which are essential
System Storage Code)3 for DT-enabled operation and optimization.
Regulati Law 4986/2022 Introduces provisions for the installation and operation of smart
(Government Gazette A’ metering systems, real-time energy data management, and
CLELE 204/28.10.2022)%, interoperability with other energy services, creating technical

Network transposing Directive prerequisites for DT development at both network and market levels.
Digitalisa (EU) 2019/944

tion Approves the HEDNO Network Development Plan 2024-2028, including
RAAEW Decision E- investments in telemetering systems, SCADA/EMS platforms, Control
96/2023 3% Centre upgrades, and centralized data platforms, all of which are

foundational infrastructures for DT operation.

Incorporate provisions of EU Regulation 2018/1999 on the Governance

of the Energy Union, and establish structured obligations for the

Energy Law 4936/2022 collection, processing, and reporting of energy-related data based on the
Data REGULATION (EU) 2016/679 on the protection of natural persons with

regard to the processing of personal data and on the free movement of

such data [36].

Defines principles of transparency, ethics, accountability, and security in
System algorithmic and data-driven systems, directly relevant to DT

Planning Law 4961/2022 (Al, Big  development based on Al models, predictive analytics, and automated

Data, and Innovation)?”  decision-support tools.

Governa
nce and

Cybersec Law 4577/20183%8, Establishes baseline cybersecurity obligations for operators of essential
urity of transposing the NIS services, including energy, laying the groundwork for the secure
Critical Directive operation of digitally interconnected infrastructures.

E Strengthens cybersecurity governance by introducing enhanced risk
nergy Law 5160/2024% management, incident reporting, and organizational accountability

requirements for critical energy infrastructures operating digitally

33 https://www.nomotelia.gr/photos/File/129a-22%20-%20Copy%201.pdf
34 https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=NIM:202207160

35 https://www.raaey.gr/energeia/wp-
content/uploads/2023/08/%CE%91%CE%A0%CE%9F%CE%A6%CE%91%CE%A3%CE%97-%CE%95-96-
2023-%CE%A3%CE%91%CE%94-2022-2026-
%CE%94%CE%99%CE%91%CE%A5%CE%93%CE%95%CE%99%CE%91.pdf

36 https://search.et.gr/el/fek/?fekld=621159

37 https://search.et.gr/el/fek/?fekld=618783

38 https://search.et.gr/el/fek/?fekld=575062

39 https://search.et.gr/el/fek/?fekld=575062

40 https://search.et.gr/el/fek/?fekld=774154
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intensive systems.

The national Research and Innovation Smart Specialization Strategy (RIS3) links research and
innovation with green growth and the energy transition, promoting projects utilizing digital
technologies to improve energy efficiency and reduce emissions. In this context, DTs could serve
as a critical tool for data analysis, energy flow simulation, and operational optimization, supporting
the design of smart energy infrastructures.*!

Meanwhile, Directive (EU) 2023/2413 on the Energy Performance of Buildings (EPBD), together
with the Long-Term Renovation Strategy for the building stock, foresees the use of digital
technologies, specifically mentioning DTs for monitoring and improving building energy
performance. Although this Directive has not yet been transposed into Greek law, the Ministry of
Environment and Energy is preparing its integration, aiming to adapt the Building Energy
Performance Regulation by 2026. The integration of digital tools, such as operational virtual
models, consumption data platforms, and predictive maintenance systems, enables dynamic
energy management and the development of intelligent energy-saving policies.*?

Although the regulatory framework in Greece does not yet explicitly mention DTs, the practical
application of their components is already underway. Actions by HEDNO, IPTO, and other major
energy companies include pilot DT applications for monitoring photovoltaic parks, load
management, and equipment performance forecasting. The prospect of a fully integrated DT of
the Greek electricity system requires linking these digital systems with the national data
framework, compliance with interoperability standards, and strengthening cybersecurity policies.

Greece is transitioning from digitizing individual infrastructures toward developing a unified digital
ecosystem for energy. The Greek institutional and strategic framework is fully aligned with
European initiatives for energy system digitalization. The combination of the NECP, the 2040
strategy, Laws 4951/2022, 4986/2022, 5160/2024, and the RAAEW and HEDNO decisions creates
a comprehensive environment for integrating DT functionality.

Through progressive project implementation and continuous legislative issuance, Greece now
provides the technical and legal foundations for the gradual realization of DTs, though further
specialization and horizontal coordination between the Ministry of Environment and Energy,
Ministry of Digital Governance, RAAEW, and system operators are required. The inclusion of the
DT concept and technology in future legislation or regulations will accelerate framework
maturation and enable DT utilization as a critical tool for digital design, operation, and
optimization of energy infrastructures, with particular significance for the further integration of
photovoltaics and renewables into the system.

7.2.2 Serbia

The development of the energy sector in the Republic of Serbia is governed by a comprehensive
framework of national strategies, sector-specific legislation, and international commitments. This

4l https://gsri.gov.gr/en/research-innovation-strategy-for-smart-specialization-ris3/
42 https://eur-lex.europa.eu/eli/dir/2023/2413/oj?locale=el
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framework defines the long-term strategic direction of the energy system, regulates market
organisation and infrastructure development, and supports the transition toward a more
sustainable, efficient, and low-carbon energy sector. In line with European Union energy and
climate objectives, Serbia has adopted legal and strategic instruments that promote renewable
energy integration, energy efficiency, climate action, and market liberalisation. Although DTs are
not explicitly regulated within the current legislative framework, the combined implementation of
energy, climate, and efficiency laws—together with strategic planning instruments—creates the
necessary regulatory and technological conditions for the future deployment of DT-based
solutions. These solutions can support advanced system modelling, real-time monitoring, and
data-driven optimisation of energy infrastructures. Table 4 presents an overview of the key
strategic and legal instruments shaping energy sector development in Serbia.

Table 4. National legislative and regulatory framework supporting digitalisation and DT-
enabling technologies in Serbia energy sector.

| Sector Law/Strategy

Strategy for the Development of Artificial Intelligence in the
Republic of Serbia for the period 2025-2030 *(see Section 3.2.4
Applications)

that is aligned with the EU Artificial Intelligence Act*® which aims to
establish a harmonised, EU-wide legal framework for the
development, placing on the market, and use of artificial
intelligence systems, ensuring that Al is safe, trustworthy, and
aligned with fundamental rights and EU values, while at the same
time supporting innovation and competitiveness.

Digital
transform
ation,
cybersecur
ity and Al
services,
see fo
instance

Strategy aligned with the EU
Artificial Intelligence Act, 4

INFORMATION SECURITY
LAW ("Official Gazette of
RS", No. 91/2025) %

Energy
Sector
Developm
ent

Energy Sector Development
Strategy of the Republic of
Serbia up to 2040 with
Projections up to 2050%7

Energy Law (Official Gazette
of RS, No. 145/14, 95/18,
40/21, 35/23, 62/23, 94/24,
109/25)*®

Law on the Use of
Renewable Energy Sources
(Official Gazette of RS, No.
40/21, 35/23)%

43 https://artificialintelligenceact.eu/

Defines Serbia’s long-term strategic objectives for the energy sector,
including energy security, decarbonisation, increased penetration of
renewable energy sources, energy efficiency, and alignment with EU
energy and climate policies.

Establishes the overarching legal framework for the organisation,
operation, and regulation of the energy sector, including electricity
and gas markets, network operation, market liberalisation, and
regulatory oversight.

Regulates the promotion, support schemes, and integration of
renewable energy sources, including obligations related to RES
development, grid access, and market participation.

44 Strategy for the Development of Artificial Intelligence in the Republic of Serbia for the period 2025-2030

4 https://artificialintelligenceact.eu/
46 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1689
47 Energy Sector Development Strategy of the Republic of Serbia up to 2040 with Projections up to 2050

48 https://pravno-informacioni-sistem.rs/eli/rep/sgrs/skupstina/zakon/2014/145/1/reg

49 https://propisi.pravno-informacioni-sistem.rs/content/1737
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Law on Energy Efficiency
and Rational Use of Energy
(Official Gazette of RS, No.
40/21)%°

Law on Mining and
Geological Exploration
(Official Gazette of RS, No.
101/15, 95/18, 40/21)*!

Law on Climate Change
(Official Gazette of RS, No.
26/21)%

Treaty establishing the
Energy Community (Official
Gazette of RS, No. 62/06)°3

Introduces measures and obligations to improve energy efficiency
across sectors, promote rational energy consumption, and support
national and EU-aligned energy efficiency targets.

Regulates the exploration and exploitation of mineral resources and
energy-related raw materials, including licensing procedures and
environmental protection requirements.

Establishes the legal framework for climate change mitigation and
adaptation policies, greenhouse gas emission reduction, and
alignment with international and EU climate commitments.

Integrates Serbia into the Energy Community, committing it to the
adoption and implementation of key EU energy acquis, market
liberalisation principles, and cross-border energy cooperation.

Additionally, the new strategy, “Unlocking the Next Level of the Digital Ecosystem,” is aimed at
positioning Serbia globally in the world digital ecosystem over the next three years.>*

Technical and Operational Barriers:

Although the Serbian legislation is aligned with the EU legislation, there are challenges in
integrating renewable energy sourced into the grid, as follows:
e Grid Connection Suspensions: The Transmission System Operator can legally postpone the

connection of new wind and solar plants if it determines there is insufficient "reserve" for

balancing the grid. >°

e Strict Balancing Responsibilities: New regulations shifted the financial burden of balancing
(compensating for the intermittency of wind/solar) onto the producers, which can be a

significant cost barrier for smaller projects.>®

e Administrative Complexity: The process for obtaining necessary permits, including spatial

planning and construction permits, remains lengthy and involves multiple uncoordinated

government levels.>’

50

https://vladars.rs/eng/vlada/ministries/MIEM/Documents/RS%20Law%200n%20Energy%20Efficiency 410834436 3

89051602.pdf

51 https://propisi.pravno-informacioni-sistem.rs/content/1587

52 https://propisi.pravno-informacioni-sistem.rs/content/1713

33 http://www.ems-undp.rs/en-US/Blog/LawsAndBylaws

>4 Digital Serbia” Initiative strategy 2025-2027. | Digital Serbia Initiative

33 https://statt.rs/serbias-renewable-energy-sector-the-impact-on-new-connections/

%6 https://balkangreenenergynews.com/renewable-energy-regulatory-landscape-in-serbia-a-closer-look-at-

the-latest-developments/

57 RERI-Analysis-of-the-Law-on-the-Use-of-Renewable-Energy-Sources.pdf
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e Limited Grid Capacity: Much of Serbia's existing grid infrastructure is aging and was
designed for centralized coal power, making the integration of decentralized, fluctuating
renewables technically difficult.>®

® Prosumer Regulation Hurdles: While "prosumer" (producer-consumer) status exists, there
are ongoing challenges regarding the taxation of the energy fed back into the grid and the
speed of smart meter installation.

The use of DTs in the Serbian energy landscape can facilitate the adoption of trends that are
already in practice in some EU countries, e.g. related to demand response management on a level
of energy community or district. However, that is not merely a software update, but it should be
considered as a structural shift with proper implementation of other relevant aspects, e.g.
technologies for flexible markets and/or quality measures that guarantee rigorous, multi-layered
oversight to meet international standards.

7.2.3 North Macedonia

North Macedonia is undertaking a substantial transformation of its energy sector to align with
European Union standards on decarbonization, digitalization, and market liberalization. Central to
this transformation is the digital modernization of the electricity system, where DT technologies
are increasingly relevant. Although not explicitly mentioned in legislation, DT-enabling
components, such as smart metering, grid automation, data analytics, and cybersecurity, are
embedded across a suite of new strategic and legislative initiatives.

The cornerstone of this digital transition is the new Energy Law adopted in 2025. This reform aligns
North Macedonia with EU directives, notably the Internal Electricity Market Directive 2019/944. It
introduces obligations for digital infrastructure development, mandates the rollout of smart
meters, and supports grid modernization. The documentation opens a possibility for distribution
system operators to be required to equip all consumers with smart meters. The Energy Law states
that if the Government adopts a decision for the rollout of smart meters, about 80% of meters
need to be smart meters 7 years after the adoption of the decision. This infrastructure would lay
the foundation for DT deployment by enabling real-time, granular energy data collection,
necessary for simulating and optimizing grid performance.

The Energy Law also facilitates the integration of Distributed Energy Resources (DERs) and
supports the development of prosumers and energy communities. It mandates fair access and
compensation mechanisms for small-scale renewable producers, creating conditions for two-way
energy flows and decentralized energy management—an operational context where DTs are
essential to forecast and manage grid congestion, stability, and voltage fluctuations resulting from
high DER penetration. Furthermore, the law reinforces the role of the Energy and Water Services
Regulatory Commission (ERC) in overseeing digital market developments, issuing secondary
legislation, and enforcing standards for data security and interoperability.

Complementing the Energy Law is a forthcoming Renewable Energy Law, aligned with the EU
Renewable Energy Directive (RED lll). This draft legislation introduces net metering and net billing
schemes that require accurate, real-time tracking of electricity generation and consumption. By
promoting the deployment of solar PV and battery storage systems with integrated digital

38 https://caneurope.org/content/uploads/2024/01/Study-on-Barriers-for-Deployment-of-RES-in-the-
Western-Balkans.pdf
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controls, this law advances conditions favorable for DTs, particularly at the distribution network
and prosumer level. Guarantees of origin, demand-side participation, and regional energy trading
platforms introduced in the draft law further enhance the scope for data-rich, DT-informed system
operation.

The updated Energy Efficiency Law, originally enacted in 2020 and amended in 2025, provides a
regulatory mechanism for managing building energy performance. It mandates that energy
performance certificates be integrated into the national real estate cadaster, thereby centralizing
performance data across the building stock. Public sector buildings are subject to annual
renovation targets, and energy-conscious procurement is required. This approach supports the
development of building-level or district-level DTs, enabling simulation of retrofit scenarios and
real-time monitoring of energy savings.

Cybersecurity is addressed through the ERC’s 2023 Cybersecurity Rules, which operationalize
provisions of the amended Energy Law. These rules designate the ERC as the sector’s cybersecurity
authority and impose obligations on operators to designate cybersecurity officers, establish
monitoring systems, and report incidents. This regime mirrors the EU NIS2 Directive and ensures
that digital infrastructures, including DT platforms, are protected against cyber threats. The
inclusion of cybersecurity-by-design principles reinforces the trustworthiness and resilience of
digital systems operating critical infrastructure, which is critical for ensuring the data integrity
required for reliable DT platforms.

Institutionally, the Ministry of Energy, Mining and Mineral Resources leads strategy formulation
and inter-institutional coordination. It has initiated strategic partnerships, such as with France’s
AFD and RTE, to advance grid digitalization. MEPSO, the national TSO, is implementing a pilot
project for a fully digital 110 kV substation, integrating advanced SCADA and automation. This
pilot, which integrates advanced SCADA and automation with the system-level simulation
capabilities provided by the ANTARES tool, effectively constitutes a foundational operational DT
at the substation level. MEPSO has also adopted the ANTARES simulation tool and is collaborating
with EU partners to enhance system adequacy assessments and cross-border data exchange.

On the distribution side, EVN is rolling out smart meters and planning full AMI deployment subject
to ERC approval. With over 200,000 smart meters already installed, EVN is well-positioned to
supply the real-time data necessary for DT development at the distribution level. Integration of
these data streams with Distribution Management Systems (DMS) and other automation
technologies will enable the construction of DTs that enhance network efficiency, outage
response, and DER integration.

The broader data governance framework is also evolving. North Macedonia participates in the
Data Single Market Alliance and is developing national interoperability platforms for public data
exchange. These efforts aim to standardize data access protocols, ensure data quality, and support
cross-sector integration. These efforts are prerequisites for scalable DT implementation. The
alignment with GDPR and anticipated alignment with the EU Data Act provide additional assurance
that energy data can be shared securely and transparently among authorized stakeholders.

Big data analytics are increasingly integrated into energy operations. MEPSQ’s aspiration to
advance reserve forecasting using Al, in collaboration with RTE, is a prominent example. National
strategies, such as the Smart Specialization Strategy and the National ICT Strategy 2023-2027,
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highlight Al and energy systems as priority areas. These policies establish a framework for adopting
predictive analytics and machine learning in managing digital replicas of infrastructure and
optimizing their operation.

The National Energy and Climate Plan (NECP) and the Energy Development Strategy to 2040
provide the strategic roadmap for clean energy and digitalization. These documents highlight the
importance of smart grids, advanced monitoring, and flexible system operation. They also
establish targets for renewable energy integration, energy efficiency, and system interoperability,
which is precisely where DTs function as the primary technological tool to model, simulate, and
achieve these targets.

Although DTs are not explicitly referenced in legal texts, their functional components are
embedded throughout the energy policy architecture. The combination of new laws, regulatory
mandates, institutional readiness, and alignment with EU directives places North Macedonia on a
trajectory toward system-wide digitalization. Pilots at the substation and distribution levels
demonstrate early-stage DT applications, while national planning and regulatory instruments —
specifically the new Energy Law's digital mandates and the ERC's data security framework — create
the necessary legal and technical preconditions for broader adoption. North Macedonia has
therefore achieved high regulatory readiness for DT deployment in its energy sector.

The national legislative and regulatory framework in case of North Macedonia is presented in the
following table.

Table 5. National legislative and regulatory framework supporting digitalisation and DT—
enabling technologies in the North Macedonia energy sector.

| Sector [ law/Strategy

Mandates smart metering, prosumer integration, and digital

Energy Law (2025) *° grid modernization. Establishes ERC authority to enforce
data security, interoperability, and market transparency.
Introduces net metering and net billing, digital tracking of
renewable production, and energy attribute certification
systems. Enables fine-grained data collection and
distributed energy modeling.

Energy Sector Draft Renewable

R At es| Energy Law (2025) ©°

Establishes long-term goals for smart grids, flexibility, and
digital innovation in energy systems. Positions digitalization
(indirectly DTs) as instruments to achieve decarbonization.

National Energy and
Climate Plan (NECP) ®*

Strategy for the Energy Long-term policy vision emphasizing modernization,
Development of the renewables, and cross-border integration. Supports digital
Republic of North modeling for scenario planning and grid optimization.
Macedonia until 204082
Energy Efficiency & Embeds performance monitoring into national databases,
Buildings Energy Efficiency Law mandates public sector renovations, and links procurement

to energy outcomes. Facilitates, although not directly,

39 portal.mdt.gov.mk/post-documents/zakoni-document-goaq.pdf

60 https://ener.gov.mk/Default.aspx?item=pub_regulation&subitem=view_reg_detail&itemid=111834
61 https://www.energy-community.org/dam/jcr:bbb63b32-6446-4df8-adc6-
c90613daf309/Draft. NECP_NM_%202020.pdf

62 https://climate-laws.org/documents/energy-development-strategy-until-2040_3715?id=energy-
development-strategy-until-2040_5773
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_ (2020, amended 2025)%  urban-scale DTs.
64

Digitalisation & ICT Enhances digital infrastructure, data platforms, and Al
Infrastructure readiness. Provides a technical foundation for energy-sector
digitalization.

Enforces cybersecurity-by-design for energy sector digital
systems. Critical for ensuring data integrity and resilience in
DT platforms.

Identifies energy and ICT as priority sectors. Supports R&D
and innovation ecosystems necessary for DT technology
development.

National ICT Strategy
2023-2027%

Cybersecurity &
System Resilience

ERC Cybersecurity Rules
(2023) %

Research, Innovation

& Skills Development Smart Specialization

Strategy (2023) ¢’

7.2.4 Slovenia

In Slovenia, the deployment of DT technologies in renewable energy systems is framed by a strong
alignment with EU-level legislation on data protection, digitalisation, artificial intelligence, and
cybersecurity. As an EU Member State, Slovenia directly applies key horizontal frameworks such
as the GDPR and the EU Cybersecurity Act, while progressively adapting national legislation and
strategies to reflect emerging requirements under the Al Act, the Data Act, and the Data
Governance Act. These instruments collectively shape the legal environment governing data
access, data sharing, cybersecurity obligations, and the use of advanced digital technologies within
the energy sector.

At the national level, Slovenia’s Digital Slovenia 2030 strategy provides a coherent policy
foundation for digital transformation across critical sectors, including energy, with a strong
emphasis on data-driven decision-making, secure digital infrastructure, and interoperability. 8
However, while national legislation ensures compliance with EU requirements on personal data
protection, cybersecurity certification, and digital services, DTs are not yet explicitly defined or
regulated as a distinct concept within energy or digitalisation laws. As a result, DT-related
applications in RES currently fall under broader provisions governing digital systems, data
processing, and critical infrastructure management, rather than a dedicated DT governance
framework.

Although Slovenia does not have a dedicated law regulating DTs, several existing legal frameworks
provide indirect governance over their implementation, as presented in the following table.

Table 6. National legislative and regulatory framework supporting digitalisation and DT—
enabling technologies in Slovenia energy sector.

| Sector | Law/Strategy

63 hortal.mdt.gov.mk/post-documents/zakoni-document-02yC.pdf

64 hortal.mdt.gov.mk/post-documents/zakoni-document-01S6.pdf

65

ener.gov.mk/PublicDocuments/HaunoHanHa KT CtpaTeruja 3a 2023 -2027 roanHa -

Opadt HaupTt id=46_version=1.pdf
66

erc.org.mk/odluki/final_Cybersecurity Rules.pdf

67 SMART SPECIALISATION STRATEGY OF THE REPUBLIC OF NORTH MACEDONIA - News - Public relations -
Ministry of education and science - Republic of North Macedonia

68 https://interoperable-europe.ec.europa.eu/sites/default/files/inline-
files/DPA_Factsheets_2023_Slovenia_vFINAL rev.pdf
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This national strategy highlights the role of digital
technologies in improving various sectors and public service
(including DTs).

This act aims to enhance digital competencies among the
population, creating an environment conducive to adopting
technologies like DTs.

Digital Slovenia 2030
Strategy®®

Digitalisation & ICT
Infrastructure

Promoting Digital
Inclusion Act”®

Data protection This legislation aligns with the EU's General Data Protection
Personal Data Protection = Regulation (GDPR), ensuring that data handling practices,
Act”? comply with stringent privacy and data security

requirements.

At the European level, Slovenia actively supports DT initiatives, including the Local DT & Citiverse
(EDIC) in collaboration with five member states, launched by the European Commission. The
consortium aims to scale DT solutions across Europe by pooling expertise, investment, and
funding.”?
Therefore, the deployment of DTs raises several legal issues that organizations in Slovenia must
address:

e Data Ownership and Intellectual Property: Clear agreements are necessary to define who

holds the rights to the data and any derived insights, ensuring that intellectual property
and privacy are adequately protected.

e Liability and Accuracy: DTs often simulate or predict the behaviour of physical systems. If
these simulations are inaccurate and lead to damages or losses, questions of liability arise.
Organizations should consider including liability clauses in contracts and securing
appropriate insurance coverage to mitigate such risks.

® Cybersecurity: As repositories of sensitive data, DTs must be safeguarded against
unauthorized access and cyber threats. Implementing robust cybersecurity measures is
essential to protect the integrity and confidentiality of the data.

o Regulatory Compliance: Given the evolving nature of DT technologies, regulatory
frameworks may lag technological advancements. Organizations should stay informed
about existing regulations and anticipate future legal developments to ensure compliance.

7.2.5 Bosnia and Herzegovina

Bosnia and Herzegovina (BiH) is undergoing a significant transformation of its energy sector to
align with European Union standards on decarbonization, digitalization, and market liberalization.
At the center of this transformation is the digital modernization of the electricity system, where
technologies such as the DT are becoming increasingly relevant. Although the term “DT” is not
explicitly mentioned in legislation, DT-enabling components—such as smart metering, grid
automation, data analytics, and cybersecurity—are gradually being embedded into a range of
strategic and regulatory initiatives.

69 https://www.gov.si/assets/ministrstva/MDP/Digital_Slovenia_2030.docx
70 https://depp.oecd.org/policies/SVN914
71 https://www.ip-rs.si/en/legislation/personal-data-protection-act/

72 https://eurocities.eu/latest/launch-of-european-funding-instrument-to-upscale-digital-twins-towards -the-

citiverse-through-living-in-eu
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Legal and Regulatory Framework

At the entity level, the Federation of Bosnia and Herzegovina (FBiH) adopted a comprehensive
energy reform package on July 31, 2023, including the Law on Electricity, the Law on the Use of
Renewable Energy Sources and High-Efficiency Cogeneration, and the Law on Energy and
Regulation of Energy Activities. These laws introduce important changes: they allow individuals to
become electricity producers (“prosumers”), establish a more stable regulatory framework, and
streamline procedures for renewable energy projects. Furthermore, an agreement between the
two entities (FBiH and Republika Srpska) on the Law on the Regulator, Transmission, and Electricity
Market will enable the establishment of an electricity exchange in Mostar—an essential step
toward market transparency and cross-border integration. In parallel, BiH, in cooperation with the
United Nations and the EU Delegation, is advancing its digital transformation agenda, including
improvements in digital infrastructure, skills, and business digitalization.

Opportunities for DT Technologies

The implementation of DT systems in the energy sector requires solid digital infrastructure: smart
metering, network automation, real-time data platforms, advanced analytics, and robust
cybersecurity frameworks. Bosnia and Herzegovina presents several opportunities in this context:

e Smart Metering and Grid Automation — While smart meter rollout is not yet uniformly
mandated across the country, ongoing reforms are introducing market flexibility and
enabling greater participation of consumers and producers.

e Distributed Energy Resources and Prosumers — The new FBiH energy laws allow individuals
to generate, store, distribute, and sell electricity under defined conditions. This creates an
operational environment characterized by bi-directional energy flows—ideal for applying
DTs to forecast congestion, voltage variations, and optimize grid operation.

e Data Governance and Digital Transformation — Bosnia and Herzegovina is actively
developing policies related to the digital transformation of public administration and
infrastructure. Over time, these frameworks can support data interoperability and
standardization—key prerequisites for scalable DT deployment.

e Pilot Projects and Initiatives — A workshop titled “Needs and Benefits from DTs in the
Energy Sector of Bosnia and Herzegovina” was held on June 6, 2025, at the University of
Banja Luka, under the GOTOTWIN project—demonstrating that DT technology is already
entering the national energy agenda.

Although Bosnia and Herzegovina does not have a dedicated law regulating digital twins, several
existing legal frameworks provide indirect governance over their implementation, as presented in
the following table.

Table 7. National legislative and regulatory framework supporting digitalisation and DT—
enabling technologies in Bosnia and Herzegovina energy sector.

[Sector | law/Strategy

Law on Electricity, Law Federation of BiH (August 2023) — alighment with EU

Energy sector on Energy and directives on energy market liberalization and
Regulation of Energy modernization.
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Activities”?

Law of Energy and Law
on Amendments to the
Law on Energy of
Republika Srpska,

20237475
Law on the Use of Enables prosumer participation and distributed energy
Renewable Energy production.

Sources and High-
Efficiency Cogeneration®

Digitalisation & ICT / Information Society National strategy framework supporting digital
Information Society Development Policy of transformation and data interoperability.
BiH"’

7.2.6 Croatia

The ongoing modernization of Croatia's energy infrastructure, as stipulated by existing energy
regulations, includes the widespread introduction of advanced metering devices. These initiatives
are fundamental prerequisites for the extensive development of DTs, as they facilitate the
indispensable collection and processing of vast quantities of real-time data. Such data is crucial for
powering the simulation models and analytical tools that form the core of DT technology, enabling
improved forecasting of energy demand and production, enhanced management and distribution
of the energy grid, and the identification of abnormal behaviors within renewable energy systems
to support maintenance teams. The strategic deployment of smart grid technologies, coupled with
legislative support for data management, creates an enabling environment for the sophisticated
digital applications that DTs represent.

Despite Croatia's proactive stance on digital transformation, its current legislative and regulatory
framework does not yet explicitly incorporate the concept of DTs. However, the country has
established a robust, multi-level policy and legislative structure that indirectly but significantly
supports the adoption and widespread utilization of DTs, particularly within the energy sector. This
approach mirrors the broader European Twin Transition initiative, which encourages the
integration of digital and green strategies across member states. Croatia’s legal framework for
digitalization in the energy sector is shaped by several interrelated laws that jointly support the
deployment of smart grids, advanced metering systems, real-time data exchange, interoperability,
and cybersecurity.

The core foundation lies in the Electricity Market Act, which establishes the regulatory basis for a
competitive and flexible electricity market aligned with EU energy legislation. It explicitly requires
the introduction of advanced metering systems capable of providing near real-time measurement
and data access, remote reading, and standardized interfaces that ensure interoperability and

73 https://lwww.derk.ba/DocumentsPDFs/Zakon-o-energiji-i-regulaciji-energetskih-djelatnosti-u-FBiH-

b.pdf

74 https://www.derk.ba/DocumentsPDF s/zakon-o-energetici-RS-49-09-en.pdf

7> https://lwww.derk.ba/DocumentsPDFs/Zakon-o-imj-i-dop-Zakona-o-energetici-16-23-b.pdf

76 https://www.derk.ba/DocumentsPDF s/Zakon-o-koristenju-obnovljivih-izvora-energije-i-efikasne-

kogeneracije-FBiH-en.pdf

7 https://wbc-rti.info/object/document/7887/attach/1388_Strategy for IS _development_in_BH.pdf
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data security. These systems must comply with European standards on data protection and
cybersecurity and allow access to consumption data not only for consumers but also for authorized
third parties such as aggregators and energy management service providers. The Act further
mandates that national authorities assess the economic viability of large-scale smart meter
deployment through cost—benefit analyses and provides a framework for consumer-driven
installation requests. Together, these provisions create a technological and regulatory foundation
for smart grids, active prosumer participation, and data-driven energy services in Croatia.

Another key legislative instrument in this context is the Act on Renewable Energy Sources and
High-Efficiency Cogeneration. This legislative update is critical for aligning national regulations
more closely with the European Union's legal framework, which focuses on promoting the use of
energy from renewable sources. The Act introduces mandatory obligations for digital monitoring,
real-time reporting, and remote-control capabilities within renewable energy systems and
cogeneration facilities. These requirements are foundational for the effective functioning of DTs
at both the operational and market levels, as they ensure continuous data streams and the ability
to manage assets remotely. The law defines or enables categories like prosumers, and energy
communities, and gives them a legal basis to generate, consume, share, and sell renewable
electricity. These actors depend on digital metering, remote reading, and automated control
systems to measure surplus production, manage flexible loads, and participate in trading. A key
practical aspect is the shift from simple net-metering to net-billing, where injected and withdrawn
energy are valued differently and settled financially, which requires granular time-stamped meter
data, standardized data exchange formats, and integration with market platforms and distribution
system operators’ IT systems. The Act also underpins the development of a national framework
and registry for renewable energy communities, enabling groups of citizens, SMEs, and local
authorities to jointly invest in and digitally manage shared production and consumption, often
across multiple metering points owned by the same user or community. Because many of these
schemes involve settlement, billing, and participation in balancing markets, the act functions
together with the Electricity Market Act and secondary regulations to require accurate interval
metering, validation and verification processes, and secure electronic data exchange, all of which
are core elements of digitalization in the Croatian power system.

Furthermore, the Energy Act serves as a broad umbrella law setting the objectives of safe, efficient,
and sustainable energy supply. Although it does not prescribe specific digital tools, it indirectly
supports digitalization by promoting efficiency, system reliability, and integration of renewable
sources—all of which depend on digital energy management technologies such as smart meters,
SCADA, and EMS platforms. Through the transposition of key EU directives, the Act connects
Croatian policy with European standards that require digitalized data collection and system control
across energy networks.

Complementing these, the Act on the Regulation of Energy Activities establishes the powers and
responsibilities of the Croatian Energy Regulatory Agency (HERA). This agency plays a crucial role
in implementing digitalization measures by approving network development plans, monitoring the
cost-effectiveness of smart metering rollouts, and issuing regulatory decisions on data accessibility
and transparency. Its alignment with EU grid codes and the Agency for the Cooperation of Energy
Regulators (ACER) ensures compatibility with European data exchange standards.

Digitalization of energy systems also depends heavily on communication networks. The Electronic
Communications Act provides the necessary horizontal framework for secure and reliable
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transmission of measurement data. It regulates the operation and safety of communication
networks and data services, ensuring availability, privacy, and protection from cyber threats. This
law also facilitates broadband infrastructure development, which is essential for remote data
exchange, telemetry, and control functions in connected energy systems.

Furthermore, the robust framework for cybersecurity is crucial for the secure operation of
advanced digital systems. Croatia's Cyber Security Act, which implements the NIS2 Directive that
sets out a common EU-wide legal framework to strengthen cybersecurity across 18 sectors, of
which the Energy sector is the first one among sectors of high criticality. It also requires Member
States to develop national cybersecurity strategies and to work with EU institutions on
coordinated cross-border response and enforcement. This directive requires energy companies
(operators, producers, market participants, etc.) to implement appropriate technical and
organizational measures to prevent, detect, and respond to incidents that could impact the
security and continuity of energy supply. These enhanced data protection and cybersecurity
resilience requirements are essential for safeguarding DT deployments, ensuring the integrity of
real-time data transmission, secure access management, and reliable control systems necessary
for monitoring and optimizing power system.

Finally, the energy sector’s technical rulebooks, such as Grid Codes, Measurement Rules, and Grid
Connection Codes, provide detailed standards for data interfaces, interoperability, measurement
frequency, and security requirements for smart metering systems. Altogether, Croatia’s legal
ecosystem for energy digitalization draws on both sector-specific and cross-sectoral legislation,
creating a coherent regulatory environment that supports the transition toward smart and secure
digital energy infrastructure.

Table 8. National legislative and regulatory framework supporting digitalisation and DT—
enabling technologies in Croatia energy sector.

[Sector | Law/Strategy

Calls for advanced metering systems offering near real-time
data, remote reading, and secure, interoperable interfaces.
It requires national authorities to assess the cost-
effectiveness of large-scale smart meter deployment and
allows consumers to request installations, establishing the
basis for smart grids and active prosumer engagement in
Croatia.
Mandates digital monitoring, real-time reporting, and
remote-control capabilities in renewable and cogeneration
systems, forming the backbone of digital twins and smart grid
operation. It legally defines prosumers and energy
communities, allowing them to generate, consume, share,
and trade renewable electricity. The transition from net-
Act on Renewable metering to net-billing requires detailed, time-stamped
Energy Sources and metering and standardized data exchange integrated with
High-Efficiency market and DSO systems. Additionally, the Act establishes a
Cogeneration (2025)" national framework and registry for renewable energy
communities to jointly manage shared assets across multiple
metering points.

Electricity Market Act
(2025)™®

Energy Sector

Regulation & Planning

78 https://www.zakon.hr/z/377/zakon-o-trzistu-elektricne-energije

73 https://www.zakon.hr/z/827/zakon-o-obnovljivim-izvorima-energije-i-visokoucinkovitoj-kogeneraciji
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Digitalisation & ICT

Infrastructure .
Electronic

Communications
(2022)%2

Cybersecurity &
System Resilience

Cyber
(2024)%

Security

80 https://www.zakon.hr/z/368/zakon-o-energiji

Energy Act (2018)%

Act on the Regulation of
Energy Activities (2018)%!

Act

Act

Indirectly supports digitalization by promoting efficiency,
system reliability, and integration of renewable sources.
Defines the authority and duties of the Croatian Energy
Regulatory Agency, which drives digitalization by approving
network plans, overseeing smart metering cost-
effectiveness, and regulating data access and transparency.
Its coordination with EU grid codes and ACER ensures
compliance with European data exchange standards.
Establishes a broad framework for secure and reliable data
transmission across communication networks. It ensures
network availability, privacy, and protection while promoting
broadband infrastructure development essential for remote
data exchange, telemetry, and digital control across various
sectors.

Cyber Security Act, aligning with the EU’s NIS2 Directive,
establishes common cybersecurity standards across 18
critical sectors, including energy. For energy actors, the Act
mandates technical and organizational measures to prevent,
detect, and mitigate incidents, ensuring data integrity,
secure access, and system reliability essential for digital twin
and real-time energy management applications.

81 https://www.zakon.hr/z/375/zakon-o-regulaciji-energetskih-djelatnosti

82 https://narodne-novine.nn.hr/clanci/sluzbeni/2022 07 76 1116.html

83 https://www.zakon.hr/z/3718/zakon-o-kibernetickoj-sigurnosti
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8. Recommendations
This chapter presents the policy recommendations developed based on the country-specific
analysis and stakeholder input collected. It outlines national policy recommendations, tailored to
the regulatory, institutional, and technological conditions identified in each country, and
subsequently formulates horizontal recommendations applicable across the region.

8.1 Brief analysis of questionnaires
This subsection presents a brief overview and analysis of the questionnaire responses collected
across the participating countries. In this subsection the challenges, barriers and
recommendations of the stakeholders regarding the DT employment are presented.

8.1.1 Greece

Greece has achieved substantial progress in renewable energy policy, supported by a mature
legislative framework that is broadly aligned with EU climate and energy objectives. Ambitious
national targets and large-scale deployment of renewables demonstrate strong strategic
commitment. However, administrative complexity, fragmented institutional responsibilities, and
inconsistent interpretation of legislation at regional and local levels continue to slow
implementation and create uncertainty for project developers and system operators.

DT awareness is well developed among the representatives from academia and grid operators.
Key barriers include lack of clear legal frameworks and data ownership rules, absence of
standardized interoperability frameworks, and the need for clear cybersecurity and privacy
protocols. Another key point that should be addressed is the heavy bureaucracy, since the lack of
interdepartmental coordination are delaying the rollout of digital infrastructure. Moreover, the
investment cost of digital technologies is a significant factor to be considered.

As a response to these challenges, the creation of digital “one-stop shops” is proposed to
streamline application, approval, and compliance workflows. Such platforms could centralize
information, reduce transaction costs, and improve transparency for both public and private
stakeholders. Furthermore, centralized digital services at the national or regional level were
recommended to avoid redundancy and promote harmonization, especially in countries where
local authorities lack capacity. Policy frameworks must also encourage experimentation and
regulatory sandboxes to test innovative digital energy solutions in controlled environments.
Simplified and standardized permitting processes, backed by EU-level guidance and technical
toolkits, were seen as key levers for accelerating the deployment of digital technologies across the
grid.

8.1.2 Serbia

Serbia is at a moderate-to-advanced stage of renewable energy transition, with policies generally
perceived as effective and aligned with EU objectives. A diverse set of incentive mechanisms—
including auctions, prosumer schemes, and corporate Power Purchase Agreements (PPAs)—has
supported rapid growth in wind and solar capacity. Nevertheless, lengthy licensing procedures,
administrative opacity, and specific regulatory provisions limiting grid integration and flexibility
remain significant obstacles.

DT awareness and experience are relatively high, with DT applications already used in both
research and commercial settings. Overall, responses indicate that formal policy or regulatory
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barriers to DT adoption are limited or not clearly perceived, particularly in research and pilot
contexts. Several stakeholders reported no explicit legal restrictions preventing DT use, while
others highlighted that the main constraints are indirect rather than regulatory, including high
implementation costs, data integration complexity, privacy and security concerns, data accuracy
issues, and limited funding availability. In addition, softer barriers such as low levels of awareness,
limited technological acceptance, and insufficient digital skills were identified as factors that can
slow adoption, even in the absence of strict regulatory obstacles.

With respect to interoperability, there is strong consensus on the importance of common
standards as a key enabler for DT deployment. Stakeholders emphasized that standardized data
models, shared semantic frameworks, and unified communication protocols—such as those
enabled by knowledge graphs—can allow DTs from different vendors and domains to integrate
seamlessly with existing energy infrastructure. Standardization is also seen as a mechanism to
avoid vendor lock-in, increase flexibility for end users, enhance competition, and support secure
and scalable system evolution.

Regarding recommended policy changes, participants stressed the need to move from
experimentation toward structured integration of DTs into energy governance. Key
recommendations include mandating the consideration of DTs in strategic energy planning, so that
they support holistic decision-making across technical, economic, environmental, and social
dimensions. Additional measures proposed include establishing clear standards and protocols for
data exchange, investing in training programs to build expertise in power systems, data analytics,
and cybersecurity, and providing financial and regulatory incentives for DT adoption in renewable
energy projects. Finally, fostering collaboration among researchers, policymakers, industry, and
other stakeholders was highlighted as essential for scaling DT solutions from research to
operational practice.

8.1.3 North Macedonia

North Macedonia demonstrates moderate effectiveness in renewable energy policy. Frequent
legal changes, lengthy permitting procedures, unclear technical standards for storage and hybrid
systems, and weak coordination between ministries, the TSO, and DSOs hinder efficient renewable
energy integration and grid modernization.

DT awareness ranges among participants, with most stakeholders still at exploratory stages.
Across responses, policy and regulatory barriers to DT adoption are primarily linked to the absence
of explicit legal recognition of DTs, particularly at the distribution grid level, combined with high
upfront investment costs, limited availability of skilled personnel, and significant difficulties in
integrating new digital solutions with legacy infrastructure. These challenges are compounded by
gaps in regulatory standards, limited IT and data interoperability, and unresolved issues related to
data ownership, data protection, and privacy, which are critical given the reliance of DTs on
sensitive operational data.

Regarding interoperability, stakeholders emphasized that the establishment of common standards
is essential but not without challenges. While harmonized data models, standardized
communication protocols, and shared semantics can prevent vendor lock-in, facilitate integration,
and support cross-border data exchange, they may also require additional investments and
transition periods for existing infrastructure to become compliant. Common standards are
therefore seen as a necessary enabler of interoperability, but one that must be accompanied by
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phased implementation strategies and financial support to upgrade older systems.

To facilitate DT adoption and support renewable energy projects, respondents recommend
targeted policy changes focused on modernization, simplification, and clarity. These include
obligating individual PV plants to share DT models with DSOs through network codes, encouraging
the digital upgrading of existing power plants, and streamlining permitting and grid-connection
procedures. The introduction of a one-stop-shop for RES grid connection requests, alongside a
single, coherent set of technical standards—particularly addressing emerging requirements such
as battery integration—was highlighted as a key measure to reduce administrative burden and
accelerate deployment.

8.1.4 Slovenia

Slovenia demonstrates a strong overall digital policy orientation, supported by national strategies
such as Digital Slovenia 2030, and shows high institutional awareness of digital transformation
objectives. Renewable energy policies are generally aligned with EU strategies, and the country
benefits from relatively strong administrative capacity compared to other countries in the region.
However, while existing EU and national legislation provides a robust foundation for data
protection and cybersecurity, DTs are not yet recognised as a distinct regulatory category within
energy or digitalisation policies.

DT-related functionalities may be embedded within certain commercial and industrial systems in
Slovenia, particularly in proprietary solutions where their visibility could be limited by intellectual
property and confidentiality considerations. Consequently, DT deployment may be less publicly
documented than broader digitalisation initiatives suggest. Although existing EU-level data
protection and cybersecurity frameworks provide a general regulatory basis, DTs are not
addressed as a distinct governance category. The development of supplementary technical and
regulatory guidance tailored specifically to DT applications could therefore strengthen legal clarity
and support more structured and transparent implementation within the energy sector.

Overall, Slovenia appears well positioned to advance DT deployment rapidly once DT-specific legal
clarification, interoperability standards, and focused investment instruments are introduced.

8.1.5 Bosnia and Herzegovina

Bosnia and Herzegovina has achieved visible growth in renewable energy deployment, particularly
in photovoltaics, supported by incentive schemes and increasing technology availability. However,
progress is constrained by insufficient coordination between state and entity levels, lack of
harmonised grid-connection rules, and limited transparency in distribution system operator
procedures.

DT adoption is highly uneven, ranging from advanced technical use in grid stability analysis and
demand forecasting to basic conceptual awareness in other institutions. Regarding the regulatory
barriers, some participants recognize the absence of DT—specific technical specifications and
operational guidance within existing energy regulatory frameworks, while others do not recognize
regulatory barriers in DT technology. However, governance complexity, legacy infrastructure, skills
shortages, and data protection concerns limit broader adoption. Stakeholders show strong
interest in cross-border cooperation as a means to overcome these structural challenges.
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8.1.6 Croatia

Croatia exhibits moderate renewable energy policy effectiveness, broadly aligned with EU
strategies but affected by regulatory instability, frequent legal changes, and unclear permitting
processes. Long development timelines limited long-term grid and flexibility planning, and
uncertainty around PPAs reduce investor confidence and slow project execution.

DT awareness remains primarily conceptual, with no widespread practical deployment reported.
Stakeholders recognize DT potential for operational efficiency, predictive maintenance, and
system optimization. The main barrier identified for the adoption of DT technology was the
absence of national regulatory framework. Therefore, although the national policy of RES is
aligned with the EU legislation, the progress of DT adoption is hindered by lack of pilots, unclear
regulatory pathways, and the absence of stable frameworks to transition innovations from testing
to operational use.

8.1.7 Summary of the barriers, challenges, and recommendations

Table 8 provides a comparative overview of the current status of the participating countries across
key dimensions related to barriers, challenges and recommendations of DT employment. Based
on the stakeholders feedback, across the examined countries, the adoption of DTs in the energy
sector is primarily constrained by regulatory gaps, interoperability challenges, and capacity
limitations. A common barrier is the absence of explicit legal recognition of DTs in national energy
frameworks, which creates uncertainty for system operators and investors and slows the
transition from pilot projects to operational deployment. This challenge is compounded by
fragmented governance structures, particularly in countries with decentralized regulatory
systems, and by legacy infrastructure that is not fully compatible with advanced digital solutions.

Interoperability and data governance emerge as cross-cutting issues. Stakeholders consistently
highlight the lack of standardized data models, communication protocols, and semantic
frameworks, which increases integration complexity and costs, especially when interfacing DT
platforms with existing grid and RES assets. At the same time, cybersecurity, data protection, and
data ownership concerns are recurrent, underlining the need for trusted and secure data-
exchange environments.

Common standards are widely perceived as a key enabler for DT adoption. Harmonized

interoperability standards can facilitate seamless data exchange across vendors, systems, and

jurisdictions, reduce uncertainty, and support scalability. However, their effective implementation

requires coordinated infrastructure upgrades, investment in digitalization (e.g., smart metering

and grid monitoring), and alignment between TSOs, DSOs, and other stakeholders

Based on stakeholder input, policy recommendations converge around a few strategic priorities:
e Formal recognition of DTs in energy legislation or secondary regulation.

e Mandating or incentivizing interoperability and data-sharing standards aligned with EU
frameworks.

e Strengthening cybersecurity and data governance rules.
Accelerating grid digitalization and smart meter deployment.

® Supporting capacity building, skills development, and targeted funding schemes to address
cost and knowledge barriers.
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e Improving institutional coordination and streamlining permitting and deployment
procedures.
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Greece

Serbia

North
Macedonia

Bosnia &
Herzegovina

Croatia

Slovenia

Table 8. Summary of finding from stakeholder’s feedback.

m Main Barriers to Digital Twin Adoption Role of Common Standards for Interoperability | Key Policy Recommendations based on stakeholders

Lack of explicit regulatory recognition of DTs in
distribution networks; absence of standardized
interoperability frameworks; cybersecurity and

Common standards can enable interoperable
data exchange, but require coordinated
upgrades of existing infrastructure and

privacy concerns; high integration complexity with

legacy infrastructure.

No major regulatory barriers; high implementa

costs; data integration complexity; data privacy and
security concerns; limited funding availability, skills

shortages.

Absence of explicit legal recognition of DTs in
distribution grid; lack of regulatory standards;
limited IT/data interoperability; high adoption
costs; skills shortages; regulatory instability.

Absence of Digital Twin—specific technical

specifications within existing energy regulatory
frameworks; Governance fragmentation between

entities; legacy infrastructure; skills shortages;

harmonized data models.

tion Standardized data models, shared semantic
frameworks, and unified communication
protocols can allow DTs from different vendors
and domains to integrate seamlessly with
existing energy infrastructure, though transition

will require investment.

Common standards can facilitate integration
with existing systems, but compliance will
require upgrading existing infrastructure.

Harmonized standards can support
interoperability across entities, improve data
sharing, and enable secure integration of DT

data platforms.

governance and protection concerns; uneven DT

awareness.

Absence of DT regulatory framework in energy
sector; unclear permitting and grid-connection
procedures; limited pilots.

No explicit DT-specific regulatory framework;
limited public visibility of DT deployment; lack

clearer DT-oriented technical guidance building on
existing EU data protection and cybersecurity rules.

Common standards can reduce uncertainty,
ensure interoperability with smart grids, and
facilitate transition from pilots to operational
deployment.

Standardization enhances flexibility,
interoperability, and market competitiveness,
while supporting secure and reliable integration
of DT technology within existing digital energy

of
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Define DTs in energy regulation; mandate data sharing
and interoperability standards; accelerate smart
meter deployment; strengthen cybersecurity
frameworks; streamline permitting and coordination
across institutions.

Integrate DTs into strategic energy planning; support
funding schemes and training programs; establish data
exchange standards; incentivize modernization of grid
and RES assets.

Integrate DTs in national strategic documentation and
action plans; mandate interoperability requirements;
support digital skills development; stabilize regulatory
frameworks; coordinate TSO—DSO digitalization.

Harmonize entity-level regulations; define clear data
governance rules; establish shared interoperability
standards; support capacity building and cross-border
cooperation; accelerate grid digitalization.

Develop DT deployment guidelines; stabilize
permitting and grid-integration rules; create DT pilots
with scale-up pathways; adopt one-stop-shop
processes.

Develop national-level supplementary DT-specific legal
and technical guidance; Clarify the application of
existing data governance and liability regimes to DT
contexts; Introduce DT-focused cybersecurity and
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infrastructure. assurance schemes; Expand the targeted funding
instruments to support structured deployment.
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8.2 National recommendations based on status in each country

Based on the analysis of national legislative frameworks and the feedback collected from
stakeholders, a targeted set of policy recommendations is proposed for each country. These
recommendations respond to country-specific gaps identified in the regulatory environment,
implementation capacity, and level of DT maturity, as summarized in Table 8. While all countries
demonstrate strategic alignment with EU energy and digitalization objectives, differences in
regulatory clarity, data governance, interoperability, and infrastructure readiness justify
differentiated policy responses.

Greece's policy recommendations (Table 9) are proposed in response to a regulatory landscape
that, while advanced in digital infrastructure development and aligned with EU strategies, lacks
explicit recognition of DT technologies in its legislative framework. Although Greece has made
substantial progress through initiatives such as HEDNO's smart meter deployment program
targeting 7.5 million installations by 2030 and active participation in EU projects like TwinEU,
significant barriers persist. The country faces gaps in data governance frameworks, absence of
standardized interoperability platforms, and cybersecurity concerns that hinder systematic DT
adoption. Additionally, administrative complexity, fragmented institutional responsibilities across
the Ministry of Environment and Energy, Ministry of Digital Governance, RAAEW, and system
operators create coordination challenges.

Table 9. Policy recommendations for Greece

Introduce explicit references to DTs in energy legislation
Formally recognize Digital Twins in  and secondary regulations, particularly for distribution
energy regulation networks, to legitimize their use in planning, operation,
and maintenance.

Update the national strategy towards digitalization in
order to accelerate the installation of smart meters into
the energy grid.

Accelerate the installation of smart
meters installation

Define rules for data ownership, access rights, sharing

Establish a national energy data conditions, and responsibilities among TSOs, DSOs, RES

governance framework operators, and third parties to enable trustworthy DT
deployment.

Establish a common regulatory Require common data models and APIs across grid

framework for interoperability and operators and market actors to ensure seamless

standardized data interfaces integration of DT platforms and avoid vendor lock-in.

Complement horizontal GDPR and NIS2 provisions with
energy-specific cybersecurity obligations tailored to DT-
enabled infrastructures

Strengthen sector-specific
cybersecurity requirements

Although Serbia demonstrates moderate-to-advanced renewable energy transition with policies
generally aligned with EU objectives through the Energy Community framework and benefits from
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strong research capabilities at institutions, significant barriers persist. The country faces high
implementation costs, funding limitations, data integration complexity, skills shortages, and data
security concerns rather than legislative prohibitions. Additionally, the lack of explicit strategic
integration of DT technologies in national energy planning and grid development roadmaps
creates uncertainty. To address these challenges the policy recommendations that are proposed
are presented in the following table.

Table 10. Policy recommendations for Serbia

Embed DTs as analytical and operational tools within
national energy strategies and legislation, grid
development plans, and renewable integration policies.

Formally recognize Digital Twins in
energy regulation

Promote standardized data models and communication
protocols to support integration with existing
infrastructure and cross-border cooperation.

Adopt national standards for data
exchange and interoperability

. . . Introduce funding schemes and investment support to
Provide targeted financial & PP

incentives for DT deployment

Strengthen cybersecurity and data
protection frameworks

Provide financial and regulatory
incentives for DT adoption in
renewable energy

mitigate high upfront costs, particularly for grid
integration, forecasting, and flexibility applications.

Ensure DT platforms comply with robust security
requirements to protect critical energy data and systems.

Introduce targeted financial incentives, such as grants, tax
reliefs, or preferential financing, alongside regulatory

incentives, including accelerated permitting or compliance
recognition, to encourage companies and organizations to

adopt DT solutions in renewable energy projects.

North Macedonia's policy recommendations (Table 11) are proposed in response to a regulatory
environment characterized by legislative non-recognition of DT, lack of regulatory standards,
limited IT and data interoperability, and regulatory instability. Although the country has
transposed EU energy legislation and is undertaking substantial energy sector transformation to
align with European standards, significant barriers persist. The country faces high adoption costs,
skills shortages, unclear technical standards for storage and hybrid systems, and weak
coordination between ministries, the TSO, and DSOs. Additionally, the absence of explicit DT
recognition in legislation creates regulatory uncertainty that discourages investment and
deployment, while legacy infrastructure requires significant modernization to support advanced
digital applications.

Table 11. Policy recommendations for North Macedonia

Clarify the role of DTs in grid operation, renewable
integration, and system planning to reduce regulatory
uncertainty. Consider introducing a regulatory sandbox

Explicitly recognize Digital Twins in
national legislation
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mechanism that allows DT pilots to operate under
temporary regulatory flexibility, enabling learning and
investment without requiring full legislative reform
upfront.

Create a formal coordination mechanism — such as a
national DT working group — bringing together relevant
ministries, the TSO, and DSOs to align on technical

Establish a cross-institutional DT standards, data sharing protocols, and implementation

coordination body priorities. Mandate that new digital infrastructure
deployed by TSOs and DSOs complies with common
interoperability standards and can integrate with DT
platforms.

Update the national digitalization roadmap to explicitly
leverage EU pre-accession instruments (IPA funds, Energy
Community Support) and multilateral financing (EBRD,
World Bank, GIZ) to fund gradual compliance of existing
systems with common standards. Establish clear
transitional milestones tied to EU accession commitment.

Support phased modernization of
legacy infrastructure through EU-
aligned funding

Ensure DT platforms comply with robust security
requirements, such as ISO/IEC 27001, NIS2, to protect

Strengthen cybersecurity, data critical energy data and systems; Define rules for data
protection and data ownership ownership, access rights, sharing conditions, between
frameworks public and private actors, and establish liability

frameworks for DT-generated outputs used in operational
decision-making.

Develop a national DT skills strategy addressing the
identified workforce gap through university curriculum
Build capacity and skills for Digital  reform, vocational training programs, and structured
Twin adoption knowledge transfer partnerships with EU TSOs and DSOs.
Integrate DT competencies into the broader energy sector
workforce development agenda.

Provide financial and regulatory Given limited domestic fiscal space, prioritize international
incentives for Digital Twin adoption and multilateral financing mechanisms and public-private
in renewable energy partnership models to encourage DT adoption in

renewable energy projects. Complement these with
regulatory incentives, such as accelerated permitting or
compliance recognition, and, where fiscal conditions
allow, targeted instruments such as grants or preferential
financing.

Slovenia's policy recommendations are formulated within a regulatory context primarily governed
by existing EU legislation, including the GDPR and the Al Act, which address key aspects such as
data ownership, liability, and data protection. However, there are currently no Digital Twin (DT)-
specific EU regulations. As a result, DT applications are regulated indirectly under broader data
protection and digital governance frameworks, creating ambiguity due to the lack of tailored
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provisions for this emerging field.

While Slovenia has made substantial progress in digitalisation and alignment with EU standards,
certain regulatory and operational aspects related to DT deployment would benefit from further
clarification. These include the formal integration of DT outputs into administrative and decision-
making procedures, the practical application of existing liability regimes to DT-generated data, and
the development of validation and auditing approaches suitable for DT systems used in critical
infrastructure. Addressing these aspects could support greater transparency and predictability for
stakeholders and facilitate more structured implementation pathways.

The proposed recommendations therefore emphasize clarifying the application of existing EU
legislation to DT systems while promoting alignment with evolving EU-level digital and Al
governance frameworks to ensure legal certainty and foster wider adoption.

Table 12. Policy recommendations for Slovenia

Maintain alignment with evolving EU Action Plan
objectives and provide an explicit reference to DTs
within national energy and digital strategies.
Recognise DTs as analytical and operational support
tools in energy legislation, grid development planning,
and renewable integration frameworks.

Ensure strategic alignment with EU
initiatives and formally recognise
DTs in national legislation

Offer legal and technical guidance clarifying how
current EU and national rules on data protection,
liability, and intellectual property apply in DT contexts,
thereby strengthening transparency and stakeholders
confidence.

Provide interpretative guidance on
the application of existing data
governance and liability frameworks
to DT systems

Introduce complementary validation, auditing, and
cybersecurity guidance tailored to DT applications in
energy systems, building upon existing EU
cybersecurity and certification frameworks.

Develop DT-oriented cybersecurity
and assurance guidelines for critical
infrastructure

The policy recommendations for Bosnia and Herzegovina (Table 13) are formulated based on the
country’s regulatory landscape. Although BiH has achieved visible growth in renewable energy
deployment, particularly in photovoltaics, significant barriers persist. The country faces
institutional fragmentation, lack of harmonized grid-connection rules, legacy infrastructure, skills
shortages, data governance concerns, and uneven DT awareness across entities. Additionally, the
absence of common data access, sharing, and protection rules across entities prevents the
development of interoperable DT platforms that could operate nationally, while limited
transparency in distribution system operator procedures creates administrative barriers.

Table 13. Policy recommendations for Bosnia and Herzegovina

Project Acronym — GOTOTWIN 54 |
99



Formally recognize Digital Twins in
energy regulation

Adopt a harmonized national
framework for energy data
governance

Mandate interoperability
requirements for digital energy
systems

Invest in smart metering and grid
automation

Provide financial and regulatory
incentives for Digital Twin adoption
in renewable energy

Support pilot projects, research
funding, and open standards for
Digital Twins

Croatia's policy recommendations

Introduce explicit references to DTs in energy legislation
and secondary regulations, particularly for distribution
networks, to legitimize their use in planning, operation,
and maintenance.

Establish common rules across entities for data access,
sharing, and protection to enable interoperable DT
deployment.

Require that digital infrastructure integrated in energy
systems complies with common standards and can
integrate with DT platforms.

Prioritize digital infrastructure upgrades that provide the
data foundation necessary for DT implementation.

Introduce targeted financial incentives, such as grants, tax
reliefs, or preferential financing, alongside regulatory
incentives, including accelerated permitting or compliance
recognition, to encourage companies and organizations to
adopt DT solutions in renewable energy projects.

Establish dedicated funding schemes to support pilot
implementations and applied research on Digital Twin
technologies in the energy sector, with a strong emphasis
on the use of open standards and interoperable solutions.

(Table 14) are proposed in response to a regulatory

environment characterized by instability, unclear procedures, and the absence of DT-specific
regulatory pathways despite the country's active engagement in digital transformation and
participation in numerous innovative energy projects. Although Croatia's broader policy
ecosystem includes laws supporting energy digitalization, smart grids, and data exchange aligned
with the European Twin Transition strategy, significant barriers persist. The country faces
regulatory instability, frequent legal changes, unclear permitting and grid-connection procedures,
and limited operational pilots that create significant uncertainty for investors and project
developers. Additionally, the lack of explicit recognition of DTs in regulation means there are no
clear frameworks for regulatory acceptance of DT outputs, standardized data requirements, or
validation criteria, while regulatory volatility reduces confidence in DT adoption.

Table 14. Policy recommendations for Croatia

Formally recognize Digital Twins in
energy regulation and

Develop national guidelines for DT
deployment in energy
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Provide clear guidance on DT use cases, data
requirements, and the regulatory acceptance of DT
outputs.
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Reduce regulatory volatility and clarify technical
requirements through national legislation to improve
investor confidence and project timelines.

Stabilize permitting and grid-
connection procedures

Regulatory framework for Mandate DT solutions to support standardized
interoperability and open standards interfaces and data portability.

Strengthen sector-specific Complement horizontal GDPR and NIS2 provisions
cybersecurity requirements with energy-specific cybersecurity obligations tailored
to DT-enabled infrastructures

Support pilot projects, research Establish dedicated funding schemes to support pilot
funding, and open standards for implementations and applied research on Digital Twin
Digital Twins technologies in the energy sector, with a strong

emphasis on the use of open standards and
interoperable solutions.

8.3 General recommendations used to harmonize framework

This chapter presents a consolidated set of guidelines and best practices for policy harmonization
aimed at supporting the effective deployment and scaling of DT platforms for RES across the
Adriatic region. The proposed recommendations are designed to assist national authorities,
regulators, system operators, and policy-making bodies in aligning regulatory frameworks, digital
governance practices, and investment instruments in a coherent and interoperable manner.

The guidelines are based on stakeholder input collected across participating countries as well as
the regulation framework of the participant countries. The recommendations are aligned with EU
energy, digital, data, and cybersecurity strategies and seek to facilitate consistent, secure, and
scalable DT adoption, while allowing flexibility to accommodate national specificities. After all, to
achieve harmonization across the countries, the national legislation should align with the EU
directives, strategies, and policies.

Recommendation#1: Legal Recognition and Governance of DTs

In most countries, DT outputs are not formally recognised in administrative or regulatory
procedures, limiting their practical impact. To address this, policy harmonization requires formal
legal recognition of DTs.

Best practices include:
e Introducing a legal definition of DTs in national legislation, clearly distinguishing them

from digital models and digital shadows.

e Defining clear rules for: i) access to and use of data for DT development, ii) data
ownership and sharing responsibilities, iii) cybersecurity and confidentiality obligations,
and iv) accountability and liability when DT outputs inform regulated decisions.

Project Acronym — GOTOTWIN 56|
99



Formal recognition enhances transparency, supports evidence-based decision-making, and
contributes to more efficient and consistent administrative procedures across the region.

Recommendation#2: Establishing a Common Conceptual and Regulatory Baseline for DTs

Stakeholders across countries reported differing interpretations of DT concepts, their scope, and
their practical role in energy system planning and operation. In several cases, DTs were conflated
with digital models or digital shadows, leading to inconsistencies in implementation and
regulatory expectations.

At EU level, DTs are explicitly recognised and defined within the European Commission
Digitalisation of Energy Action Plan, which frames DTs as dynamic, data-driven digital
representations of physical energy assets and systems, continuously updated through real-time
data and used to support planning, operation, monitoring, and decision-making in the energy
sector. This EU-level definition provides an important reference point for national and regional
policy alignment.

To address this, it is recommended to establish a common regional reference framework
defining:
e the concept of DTs in the context of RES and electricity systems,
e their functional components (data ingestion, real-time updating, simulation, analytics),
e and their principal use cases (e.g. grid planning, RES integration, predictive maintenance,
system monitoring).
e A shared conceptual baseline reduces misunderstandings among institutions, supports
interoperability, and facilitates cross-border cooperation.

Recommendation#3: Establishing a Common Digital Foundation through Grid Digitalisation

A key prerequisite for DT deployment is the availability of high-quality, interoperable, and real-
time system data. Stakeholders consistently identified gaps in grid digitalisation as a limiting
factor for advanced DT applications. Policy harmonization should therefore prioritize smart
meter deployment and grid digitalisation as a common regional foundation.

Best practices include:
e Prioritising smart meter roll-out at the distribution level, especially for RES-connected

assets and areas with high renewable penetration.

e Establishing timelines and penetration targets for smart meters, with specific milestones
for RES-relevant infrastructure.

e Ensuring that deployed systems enable high-resolution, standardised, and interoperable
data collection, allowing future reuse for system planning, regulatory oversight, and DT-
based analysis.

These actions support the EU Digitalisation of Energy Action Plan and provide the data backbone
required for compliance with the EU Data Act and advanced digital energy applications.

At the national level, Greece provides a concrete example of progress in this direction. The
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country is advancing the digitalisation of its electricity infrastructure through large-scale
initiatives that directly support future DT development. A key example is the smart metering
programme “Smart Meters for All” implemented by Hellenic Electricity Distribution Network
Operator, which foresees the installation of approximately 7.5 million smart meters by 2030. This
programme enables near real-time data collection, improved grid observability, and enhanced
monitoring and predictive maintenance capabilities, thereby creating the data availability and
system transparency required for the development of DT models of the electricity network. As
such, it illustrates how large-scale grid digitalisation initiatives can act as a foundational enabler
for DT-based energy system management.

Recommendation#4: Integrating EU Data Governance and Cybersecurity Frameworks

To build trust and ensure legal certainty, national energy legislation should systematically
integrate EU data governance and cybersecurity principles relevant to DT applications.

Key best practices include:
e Transposing and operationalising EU Data Act principles through energy-sector-specific

secondary legislation and regulatory guidance, clarifying data access rights, sharing
obligations, and data use.

e Aligning national cybersecurity obligations for energy entities with the NIS2 Directive,
including risk management, incident reporting, and supply-chain security.

® Requiring build-in cybersecurity for DT-related digital components, consistent with the
EU Cyber Resilience Act.

These measures reduce regulatory fragmentation and increase confidence in DT deployment
within critical energy infrastructure.

Recommendation#5: Ensuring Interoperability and Standardisation

Lack of interoperability and inconsistent data access schemes were identified as significant
barriers to DT deployment. To prevent vendor lock-in and ensure long-term usability, minimum
interoperability requirements should be adopted.
Best practices include:

e Requiring digital energy systems to: i) use open or documented standards, ii) support

data portability, and iii) allow integration with third-party analytical and DT tools.

e Aligning interoperability rules with ENTSO-E, IEC standards, and emerging European
energy data space principles.

e Encouraging mutual recognition of DT-related technical documentation and compliance
assessments across borders, in order to facilitate joint projects, cross-border
interoperability, and harmonised energy planning.

Recommendation#6: Monitoring Digital Twin Deployment through Common Indicators

To ensure transparency, consistency, and continuous improvement, national energy legislation
and regulatory frameworks should incorporate dedicated monitoring indicators specifically
targeting the deployment and use of DTs in the energy sector.

At national and regional level, indicative DT-focused indicators may include:
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e the share of RES projects in which Digital Twin—based models, simulations, or
documentation are required or formally accepted by regulators or system operators.

e the extent of data availability for DT development, measured through the coverage of
RES-related datasets provided under standardised and interoperable access rules.

e the degree of DT integration with operational systems, including smart meters, sensors,
and grid monitoring infrastructure relevant to RES assets,

e the number of DT-enabled pilot projects that evolve into permanent regulatory, planning,
or operational practices.

Embedding such indicators in national monitoring frameworks would support evidence-based
policy evaluation, cross-country benchmarking, and regulatory learning, in line with the EU
Governance Regulation and broader EU digitalisation objectives.

Apart from the aforementioned policy recommendations a significant point that should be
considered is the development of a common EU-Level DT technical framework for energy systems.
Based on the description of the EU legislation it is acknowledged that DTs have been described in
the EU Action Plan and are implicitly regulated through existing EU data protection, cybersecurity,
and critical infrastructure legislation. However, there is currently no dedicated EU-level technical
framework defining DT architecture, interoperability requirements, semantic models, or
compliance pathways for energy applications.

While horizontal EU legislation ensures safeguards related to data protection, cybersecurity,
liability, and critical infrastructure resilience, it does not provide operational or technical guidance
specific to DT-based energy system deployment. This absence of DT-specific technical
specifications creates uncertainty for developers, system operators, and regulators, potentially
slowing innovation and increasing compliance complexity.

To accelerate DT deployment and reduce uncertainty, an EU-level DT technical framework could
include: (i) clearly defined architectural layers and minimum functional components for energy-
system DTs; (ii) cybersecurity-by-design requirements, auditability, and traceability mechanisms;
(iii) common semantic ontologies to enable interoperability and data exchange across platforms
and Member States; (iv) alignment with emerging European Energy Data Spaces and trusted data-
sharing infrastructures; and (v) regulatory sandboxes allowing DT applications to be tested under
existing compliance frameworks before full-scale deployment.

Such a framework would not introduce additional regulatory burden nor replace existing
legislation. Instead, it would complement current EU data governance and cybersecurity
frameworks (Recommendation #4) and strengthen interoperability and standardisation objectives
(Recommendation #5) by providing technical clarity, reducing fragmentation, and lowering entry
barriers for innovators and service providers across the region.

9. Conclusions
This report examined the policy and regulatory conditions affecting the adoption of Digital Twin
(DT) technologies in renewable energy systems across the Adriatic—lonian region. By analysing
national frameworks and stakeholder feedback from Greece, Serbia, North Macedonia, Bosnia and
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Herzegovina, Croatia, and Slovenia, the study identified both country-specific and cross-cutting
barriers that currently limit the practical deployment of DT solutions, despite their recognized
technical value.

The findings indicate that the main challenge is not the lack of renewable energy or digitalisation
policies, but the difficulty of translating existing strategies into coordinated and operational
frameworks for DT adoption. While all countries have made progress in renewable energy policy
and show alignment with EU objectives to varying degrees, DT deployment remains limited due to
unclear legal status, absence of structured data governance frameworks, lack of technical
interoperability standards, and insufficient coordination among key institutions. These gaps create
uncertainty for system operators, project developers, and investors, particularly in environments
characterized by legacy infrastructure and fragmented responsibilities.

Based on these findings, the report proposes a set of national and regional policy
recommendations aimed at addressing foundational barriers before advancing toward large-scale
deployment. Emphasis is placed on establishing common data governance models, developing
interoperable technical standards, strengthening institutional coordination, and promoting
regional cooperation through joint initiatives and working groups. By combining regional
harmonisation with tailored national measures, the Adriatic—lonian countries can accelerate DT
adoption, support renewable energy integration, and advance the region’s digital transformation
toward more data-driven and resilient energy systems.
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11. Appendix

The appendix presents the survey conducted in the partner countries with the aim to identify
regulatory challenges, gaps, and opportunities for improving renewable energy adoption and
digital twin integration in the Adriatic-lonian region. The findings are being documented to support
policy recommendations. All answers are presented below by question, categorized into four
sections.

Section 1: “Challenges in Renewable Energy Policy & Regulation”

Q1: How would you rate your country’s current policies supporting renewable energy adoption?
(Scale: 1 - Very Weak, 5 - Excellent)

@5

66.7%

Q2: What are the three biggest regulatory obstacles preventing wider renewable energy adoption
in your region?

Sector Country Reply \

Energy Provider - DSO North Long permitting timelines for HV reinforcements
Macedonia | and Lack of investment in distribution digitalization

Energy Provider - North Frequent changes in legal frameworks and unclear
(Hydroelectric Power Macedonia | permitting procedures for new projects.

Plant)

Energy Provider - North 1) Administrative procedures for new renewable
(Hydroelectric Power Macedonia | projects are often slow and complex.

Plant) 2) The government's new policy requiring batteries

for renewable energy plants adds a significant new
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technical and financial challenge for new projects.
3) There are unclear technical standards for
integrating new technologies like energy storage
and hybrid plants.

Energy Provider North Bureaucratic procedures for issuing grid connection
Macedonia | permits, Lack of clear technical standards for
integrating storage and hybrid plants, Limited
coordination between TSO, DSO, and Ministry

Technology & Innovation | Croatia ® Regulatory Inconsistency

e Frequent legal changes and unclear permit
procedures slow down development.

e Challenging Investment Climate

e Long permitting timelines and lack of stable
PPAs make financing difficult.

e Unclear Grid Strategy & Flexibility Planning

® No long-term plan to address grid constraints
or integrate battery storage and flexibility

® services.
Government & Policy Croatia Permits and regulations
Research & Academia Serbia There are no regulatory obstacles. However, the

licensing process for renewable energy projects can
be lengthy, bureaucratic, and lack transparency,
creating uncertainties and delays that discourage
investment.

Research & Academia Serbia Administrative procedures for renewable energy
projects are often slow and complex.

Energy Provider Serbia There are no regulation obstacles, however, there is
technical.

Transmission system Serbia | can mention two provisions included in domestic

operator legislation that are questionable in terms of

effectiveness. The first is the obligation for RES
(renewable energy sources) to provide storage
capacity equal to 20% of the installed power of the
power plant, and the second relates to a limitation
on connection to the distribution grid, where the
maximum allowed injection flow into the
transmission network is 16 MW —below the actual
capacity of the grid. Such provisions are generally
not found in the legislation of EU countries. Both
limit the integration of RES, and the underlying
reason is a lack of trust in market mechanisms, or
rather, a concern that they are not sufficient to
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ensure system stability with a high share of RES.

Research & Academia

Serbia

The ongoing energy transition and a number of
unresolved regulatory issues related to it

- Opportunism of the public electricity distribution
company

- Slow implementation of regulations and standards
in this area

-Political and regulator barriers

Energy Provider
(Transmission System
Operator)

BiH

Lack of harmonized framework for connection of
renewable energy to network.

Lack of legislation and policies for renewable energy
balancing.

Lack of policies supporting building more storage
capacities.

Energy provider

BiH

Undefined rules regarding connection to the
distribution and transmission network.

Government and policy

BiH

It is necessary to adopt appropriate legislation that
will enable the integration of renewable

sources into the electricity grid, taking into account
the new way of functioning of the grid,

especially the distribution grid. A particular
challenge for the adoption of legislation is the

lack of knowledge and experience and the existence
of traditional understanding and ways of

working and managing, especially the distribution
network. On the other hand, the sudden

increase in power and energy in the network
imposes the obligation to react very quickly.

Company for the design
and construction of solar
power plants

BiH

Granting of a large number of concessions and
permits for the construction of solar

power plants, but few projects were realized.
Significant lack of transparency in electric
distribution companies during the approval process
for connecting power plants to

the grid.
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Q3: Are existing incentives (subsidies, tax breaks, funding programs) effective? If not, what specific
improvements would you suggest?

Sector Country Reply

Energy Provider - North Incentives are available but not tailored to

Distribution System | Macedonia distribution grid upgrades

Operator

Energy Provider - North The incentives are somewhat effective, but they

(Hydroelectric Power | Macedonia could be better tailored to support the

Plant) modernization of existing equipment and the
adoption of advanced monitoring technologies.

Energy Provider - North The incentives are available but could be improved

(Hydroelectric Power | Macedonia by being more specifically targeted toward

Plant) upgrading the grid infrastructure to support a higher
penetration of renewables, including the new
battery requirements.

Energy Provider North Not in the moment

Macedonia

Technology & Croatia They are somewhat effective, but their seasonality

Innovation creates major bottlenecks. Project
development is often delayed due to long waiting
periods for calls and uncertainty around
availability. This unpredictability discourages
continuous market activity and strains installers,
suppliers, and investors. Suggested improvements:
Introduce rolling or continuous incentive programs
instead of seasonal windows
Ensure predictable timelines and faster
disbursement of funds
Increase transparency in evaluation and allocation
processes

Government & Policy | Croatia Yes

Research & Serbia Serbia offers various incentives for private investors

Academia in green energy:

Subsidies and grants: The government provides
subsidies for up to 65% of funds invested in energy
efficiency measures in private households. This
includes investments in insulation, new windows and
biomass boilers.

Auction-based subsidies: The new renewable energy
law includes auction-based subsidies, such as market
premiums and feed-in tariffs, to support renewable

Project Acronym — GOTOTWIN

68 |

99




energy projects. These incentives are designed to
make investments in wind, solar and other
renewable energy sources more attractive.
Corporate Power Purchase Agreements (PPAs):
These agreements allow private companies to enter
into long-term contracts to purchase renewable
energy directly from producers, providing a steady
stream of income for investors.

Tax incentives: There are various tax incentives for
companies investing in renewable energy projects,
including reduced taxes and exemptions.
International financing and support: International
financial institutions, such as the European Bank for
Reconstruction and Development (EBRD), provide
loans and technical assistance to support green
projects. The EU also co-finances projects aimed at
improving energy efficiency and adoption of
renewable energy sources.

Public sector investments: The Government of Serbia
allocated significant funds for these projects through
subsidies, tax breaks and other means. The total
investment needs of the public sector are estimated
at around €10.72 billion by 2030.

Research & Serbia | think they are effective.

Academia

Energy Provider Serbia They are effective.

Transmission system | Serbia In Serbia, the main incentives for the integration of

operator small-scale renewable energy sources (RES) are the
establishment of prosumers, who benefit from net
metering and subsidies for the installation of PV
panels. For larger RES projects, there is a market
premium mechanism—in recent times, two
successful auctions for RES market premiums have
been organized, which will more than double the
existing RES capacity (wind and solar). A feed-in tariff
is also still in effect for legacy users. Therefore, it can
be said that these incentives are effective.

Research & Serbia They are not at all.

Academia Increase in subsidies, simplification of procedures for

obtaining subsidies, more intensive activities on
financing projects and programs related to this issue
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Energy Provider
(Transmission
System Operator)

BiH

Incentives and legal framework for prosumers still
are not effective

Energy provider

BiH

The incentives are effective, but they need to be
specified in more detail in order to reduce misuse.

Government and
policy

BiH

The fact that there has been a significant increase in
the share of renewable sources

in the Republika Srpska is also an indicator of the
effectiveness of incentive measures.

In addition, the significant increase has occurred due
to the increased availability of

PV panels and other PV power plant equipment. It
can certainly be said that the incentives have yielded
results, but also that due to the availability of new
RES technologies, there is no greater need for
incentives on the generation-production side.
Measures should now focus on the development of
networks and the ability of operators to manage
them with a more significant presence of
intermittent RES.

Company for the
design and

power plants

construction of solar

BiH

The guaranteed purchase price incentive is
beneficial; however, the issue lies in the delays—
sometimes lasting several months—in the payment
for the electricity supplied.

Q4: How aligned are national energy policies with broader EU strategies (e.g., Green Deal, Fit for

55)?

Sector \ Country Reply \
Energy Provider - | North They are not fully aligned with the EU strategies
Distribution Macedonia
System Operator
Energy Provider - | North Policies are moving toward alignment with EU strategies.
(Hydroelectric Macedonia
Power Plant)

Energy Provider - | North The policies are not yet fully aligned, but there is a clear
(Hydroelectric Macedonia strategic direction toward alignment.

Power Plant)
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Energy Provider North The fourth energy package was transposed to the new
Macedonia energy law, but some regulative need to be updated in new

network codes

Technology & Croatia | would say energy policies tend to be aligned with broader

Innovation EU strategies.

Government & Croatia Aligned

Policy

Research & Serbia Serbia is following the recommendations. "Fit for 55" is a

Academia package of legislative proposals from the European
Commission designed to achieve the EU's goal of reducing
greenhouse gas emissions by at least 55% by 2030. It is part
of the broader European Green Deal, which aims for net-
zero emissions by 2050.
Serbia targets 45% Energy from RES by 2030.
Serbia aims to reduce greenhouse gas emissions from
34.2% to 44.4% by the end of the decade.

Research & Serbia It is aligned.

Academia

Energy Provider Serbia As EC’s reports stated 80%.

Transmission Serbia The national legislation is being harmonized with strategic

system operator EU documents through the Energy Community, where EU
regulations are adapted for implementation in the
Contracting Parties. As mentioned, the Clean Energy
Package (CEP) has already been transposed, along with all
network codes and guidelines related to the market,
system operation, and grid connection.

Research & Serbia Partially

Academia

Energy Provider BiH Aligned but with obstacles

(Transmission

System Operator)

Energy provider BiH We believe that the policies are fully aligned with the
stated strategies.

Government and | BiH The strategic commitment of Bosnia and Herzegovina is

policy

rooted in the vision of achieving carbon neutrality, a state
where greenhouse gas emissions are minimized, and any
remaining emissions are offset through various
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mechanisms such as forestry and carbon capture and
storage technologies. The Ministry of Foreign Trade and
Economic Relations of Bosnia and Herzegovina, in close
collaboration with the entity ministries of energy and
environment, and with the assistance of experts engaged
in the process of drafting the National Energy and Climate
Plan (NECP), conducted a thorough analysis of the
proposed goals presented by the European Commission, in
the presence of the Secretariat of the Energy Community.
In line with this, certain modifications were made,
increasing the target for greenhouse gas emissions
reduction and the target for renewable energy sources.
The target for final energy consumption was already very
close to the EU-provided target. By accepting the
objectives of

reducing greenhouse gas emissions, reducing primary and
final energy consumption, increasing the share of RES in
gross final energy consumption, while ensuring supply
security and integrating the internal energy market, Bosnia
and Herzegovina commits to implementing the
decarbonization of the energy sector and achieving carbon
neutrality criteria by 2050. The fundamental approach to
the decarbonization process involves gradually phasing out
the production and consumption of energy from fossil fuels
and transitioning to the use of renewable energy sources.
Despite existing strategic energy development documents
in Bosnia and Herzegovina foreseeing the construction of
significant new thermal power plant capacities, Bosnia and
Herzegovina's commitment is to not construct new coal-
fired units until 2030. Accordingly, a gradual
decommissioning of units will be undertaken, along with
the reconstruction of certain units and changes in their
operation modes to use coal and woody biomass
combustion. These measures significantly contribute to
reducing greenhouse gas emissions. On the other hand,
Bosnia and Herzegovina has expressed a commitment to
implementing a "just transition" that will continue to
gradually reduce the use of coal for electricity production.
The period until 2030 does not anticipate the construction
of new power plants for electricity production from natural
gas, and this commitment does not preclude the
introduction of these types of power plants after 2030.
Additionally, plans include electricity production from wind
and solar energy through various business models
supported by innovative approaches to support schemes.
There is a firm commitment to achieving a high level of
ambition in reducing final energy consumption. To attain
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this level of ambition, significant financial support from
international sources combined with domestic funding, is
required. Taking the aforementioned into account, Bosnia
and Herzegovina undertakes the commitment to
implement policies and measures for the implementation
of the energy sector decarbonization process. The intensity
of this process is determined by goals related to the four
main indicators of the decarbonization process
implementation. Accordingly, Bosnia and Herzegovina
commit to achieving the following goals by 2030:
Greenhouse Gas Emissions (GHG), including Land Use,
Land-Use Change, and Forestry

(LULUCF) — 15.65 MtCO2

Share of Renewable Energy Sources —43.62%

Primary Energy Consumption — 6.84 Mtoe

Final Energy Consumption — 4.34 Mtoe

The draft NECP was developed on a modular approach to
provide all entities with clear visibility of their contribution
and commitment to the goals. While the goals listed in the
NECP are fixed and conditioned by international
obligations, the distribution of these goals to the entities
and the Brcko District of Bosnia and Herzegovina played an
essential role in defining their obligations in meeting the
goals, given that each entity and the Brcko District of BiH
have their own specific energy structure, resources and
competencies in the energy sector. At the informal meeting
of the Ministerial Council of the Energy Community held in
Banja Luka in July 2024, Bosnia and Herzegovina's
commitment to adopt the NECP by the end of 2024 was
confirmed. Due to the need for harmonization, the entity
energy and climate plans, and thus the NECP of BiH, have
not yet been adopted

Company for the
design and
construction of
solar power plants

BiH

In our country, the electric utility company should invest
more in its own renewable energy projects in order to
comply with initiatives such as the Green Deal and Fit for
55.
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Section 2: “Digital Twin Technology Implementation”

Q1: Are you familiar with digital twin applications in renewable energy?

Yes

Partly
14.3%

No
14.3%

O No @ Partly

Yes
71.4%

Sector ‘ Country Reply \
Energy Provider - North | don’t have much experience with Digital Twin
Distribution System Macedonia technology, but I think that they can be used for
Operator to model HV substations and load flows
Energy Provider - North Yes
(Hydroelectric Power Plant) | Macedonia
Energy Provider - North Yes

(Hydroelectric Power Plant) | Macedonia

Energy Provider North Aware of digital twin applications in system
Macedonia planning and forecasting
Technology & Innovation Croatia Yes — on an informalve level. | understand that
digital twins are virtual replicas of
physical assets.
Government & Policy Croatia -
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Research & Academia Serbia Yes

Research & Academia Serbia Yes

Energy Provider Serbia No

Transmission system Serbia Partly

operator

Research & Academia Serbia Yes, but not significant

Energy Provider - BiH Yes, we utilize digital twin technology via

Distribution System software tools for modeling the energy

Operator network, particularly in the context of
renewable energy systems.

Energy Provider (TSO) BiH No

Energy provider BiH We were not initially, but after the presentation
and our involvement in the GoToTWIN project,
we are.

Government and policy BiH We are only familiar with the basic concepts

Company for the design BiH Yes, but only to a limited extent.

and construction of solar

power plants

Q2: From your organization’s perspective, how do you currently see the role of digital twins in the
renewable energy sector?

Sector ‘

Power Plant)

Country Reply \
Energy Provider - North Helping integrating more renewable energy, helping
Distribution System | Macedonia improve HV reinforcements
Operator
Energy Provider - North From a processing equipment perspective, digital twins
(Hydroelectric Macedonia are a vital tool for operational efficiency and proactive
Power Plant) maintenance. They provide a virtual representation of
our physical assets, such as turbines and generators,
allowing us to monitor their health and performance in
real time.
Energy Provider - North Digital twins are a crucial tool for data-driven decision-
(Hydroelectric Macedonia making, predictive maintenance, and real-time

optimization. For a hydroelectric power plant, they can
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model water flow, generation efficiency, and predict
potential equipment failures. They can also model the
integration of new battery storage systems as required
by the government.

Energy Provider North From the TSO perspective, digital twins are essential for
Macedonia assessing the impact of new RES connections on grid

stability.

Research & Serbia From design of RES Plants to Control

Academia As a possibility for understand the effects of RES
integration
As a Predictive maintenance and Decision Support Tools

Research & Serbia In my view, digital twins will have a pivotal role in the

Academia renewable energy sector by facilitating the convergence
of various fields — including economics, engineering,
biology, and social sciences — into a coherent whole.

Energy Provider Serbia

Transmission Serbia Digital twins are a useful tool for testing new

system operator technological solutions and procedures in an isolated
environment, and there have been examples of their
application in projects involving my company, with very
good results.

Research & Serbia Prediction of RES power plant performance

Academia - Generation of various scenarios at different voltage
levels and operational conditions within RES
- Preventive and predictive maintenance of parts and
(or) equipment in RES infrastructure
- Monitoring and detection of system behaviour
deviations in relation to nominal operating modes

Energy Provider - BiH From our organization's perspective, the use of digital

Distribution System twin technology is essential for increasing the resilience

Operator of the distribution network against expected
disruptions.

Energy Provider BiH | see it as a good tool for calculation of energy flow and

(Transmission other network parameters after the connection of

System Operator) growing renewable energy sources.

Energy provider BiH We believe it will be very helpful.
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Government and BiH
policy

There is a great need for adequate integration of non-
dispatchable renewable sources. In this regard, it is
necessary for the network operator to perform
adequate network and system management, and on
the other hand, the producer needs to properly plan
and optimize production, both in accordance with its
expectations and in accordance with the requirements
of the network. In this regard, digital twins can meet
this challenge.

Company for the BiH
design and
construction of
solar power plants

During the operation of solar power plants, a digital
twin system can be applied as a means of preventing
downtime in parts of the plant. For example, it could be
used for inverters, strings, and internal substations, as
well as for production forecasting and controlling
output in relation to expected levels.

Q3: Have you implemented or explored digital twin technology in energy projects? If yes, please
describe the results and any challenges faced.

Country ‘ Reply \

Sector
Energy Provider - DSO North Not at this time.
Macedonia

Energy Provider - North We are exploring the use of digital twins to better

(Hydroelectric Power Macedonia | predict equipment performance and to implement

Plant) preventive and predictive maintenance. A key
challenge is the initial investment and the integration
of these new systems with our existing operational
technology (OT) infrastructure.

Energy Provider - North Not yet.

(Hydroelectric Power Macedonia

Plant)

Energy Provider North No, | have implemented or explored any digital twin

Macedonia | technology in energy. The most closely related to DT

is Dynamic Line Rating as a new temporary measure
that can help us integrate more renewable energy.
We have one feasibility study that sees the potential
of implementing the DLR in a couple of tie lines.

Technology & Innovation | Croatia Not yet

Research & Academia Serbia In research projects, digital twin technologies are

under development and validation for forecasting and
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optimisation purposes. Control is rarely allowed in
research projects

Research & Academia

Serbia

Yes, | have implemented digital twin technology in
energy-related projects. The outcomes are currently
in the process of intellectual property (IP) protection.
A key challenge has been identifying and tailoring the
digital twin methodology to suit the specific
characteristics and complexity of the problems in
question

Energy Provider

Serbia

Transmission system
operator

Serbia

| can provide an example of centralized
overfrequency protection that my company is trying
to establish based on the EU regulation NCER (Art.
16). To verify the operating concept of this type of
protection system, we used a digital twin, where we
were able to model the system and monitor its
response to various frequency disturbances and
different system conditions. The results convincingly
demonstrated that such a system is feasible. The
main challenge was accurately modeling the
frequency regulators of the generators, but since the
results are logical, the impression is that this was
successfully resolved.

Research & Academia

Serbia

No

Energy Provider -
Distribution System
Operator

BiH

Yes, we have implemented digital twin technology to
analyze both static and dynamic voltage changes in
the distribution network following the integration of
renewable energy sources. This approach has allowed
us to better understand the network’s behavior and
ensure voltage stability. One of the main challenges
we faced was accurately modeling real-world
conditions and ensuring that the simulation results
aligned with actual system performance.

Energy Provider
(Transmission System
Operator)

BiH

No

Energy provider

BiH

So far, we have not had the opportunity to use this
technology.
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Government and policy

BiH It is not known that this technology has been applied
in our country.

Company for the design
and construction of solar
power plants

BiH We have not implemented it yet, but in our solar
power plant projects, we do have monitoring of
inverter and string operation. However, in those
monitoring systems, the inverter will not report an
error if two strings with the same number of modules
have different voltage values, which could be caused
by module damage or dirt accumulation.

Q4: What are the most critical benefits of digital twin integration for renewable energy

infrastructure?
Sector Country
Energy Provider - DSO North Predictive Maintenance; Improved Operational
Macedonia Efficiency; Grid Stability & Demand Forecasting
Energy Provider - North Predictive Maintenance - Moving from reactive
(Hydroelectric Power Macedonia to predictive maintenance, reducing downtime
Plant) and operational costs.
Improved Operational Efficiency
Grid Stability & Demand Forecasting
Energy Provider - North Predictive Maintenance -yes
(Hydroelectric Power Macedonia Improved Operational Efficiency -yes
Plant)
Energy Provider North Predictive Maintenance
Macedonia Improved Operational Efficiency
Grid Stability & Demand Forecasting
Technology & Innovation | Croatia Predictive maintenance
Improved operational efficiency
Government & Policy Croatia Improved operational efficiency
Research & Academia Serbia Predictive Maintenance
Improved Operational Efficiency
Other (please specify): Forecasting, Staff
Training (simulations)
Research & Academia Serbia Predictive Maintenance
Transmission system Serbia Other - | believe that digital twins can be used
operator for various purposes, and | don’t see any one
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area that can be singled out in particular in this

and construction of solar
power plants

regard.
Research & Academia Serbia Predictive Maintenance

Improved Operational Efficiency
Energy Providers and BiH Grid Stability & Demand Forecasting
Government policy
Company for the design | BiH Predictive Maintenance

Improved Operational Efficiency

Q5: What policy or regulatory barriers exist for adopting digital twin technology in your country?

Sector

Country

Reply

operator

Energy Provider - DSO North The current legislation does not recognize usage of
Macedonia | digital twin technology in distribution grid

Energy Provider - North The main barriers are the high initial cost of

(Hydroelectric Power Macedonia | adoption, the need for skilled personnel, and the

Plant) challenges of integrating new digital systems with
existing, often older, infrastructure. Data protection
and privacy are also critical concerns.

Energy Provider - North Integrating new digital systems with existing, often

(Hydroelectric Power Macedonia | older, infrastructure presents a major Technical and

Plant) regulatory challenge. Establishing clear policies for
data ownership and ensuring robust data protection
measures are critical, as digital twins rely on the
collection and sharing of sensitive operational data.

Energy Provider North Lack of regulatory standards, limited IT/data

Macedonia | interoperability

Technology & Innovation | Croatia | am not sure.

Government & Policy Croatia Barriers depends of area of application, e.g. no
barriers for operational efficiency
imrovements

Research & Academia Serbia No barriers for adoption and application.

Research & Academia Serbia | do not recognize any barriers

Transmission system Serbia | am not aware of any regulatory barriers that

prevent or significantly limit the use of digital twins.
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Research & Academia

Serbia

GENERAL: Data integration complexities, high
implementation costs, privacy and security concerns
and data accuracy issues

SPECIFIC: Barriers identified include low level of
knowledge, low level of technology acceptance

Energy Provider -
Distribution System
Operator

BiH

In my opinion, there are no significant regulatory
barriers to the implementation of digital twin
technology in our country. The current policy
framework allows for the adoption of advanced
digital tools in the energy sector, including those
supporting grid modeling and optimization.

Energy Provider
(Transmission System
Operator)

BiH

For grid stability and demand forecasting we need
more integrated and balanced
regulator policies on entity and state level.

Energy provider

BiH

At this moment, we believe there are no significant
regulatory barriers

Government and policy

BiH

There are basically no political or regulatory barriers
to digital twins. Within the framework of the
regulations that define the work of network
operators, there is a possibility of adopting
appropriate regulatory provisions for digital twins.
Such acts are adopted by the network operator with
the consent of the regulatory commission.

Company for the design
and construction of solar
power plants

BiH

Given the numerous benefits of implementing digital
twins, regulations should be

updated to facilitate their integration. It should be
mandated by law that every new

reconstruction or construction project incorporates
digital twin technology.

Q6: How do you think that the establishment of common standards can ensure and support the
interoperability with existing infrastructure?

Sector ‘ Country

Energy Provider - | North

System Operator

Distribution Macedonia

Reply \

Establishment of commons standard cannot support the
existing infrastructure, it will require additional investment
in the exsithing infrastructure.

Energy Provider - | North

Common standards can ensure interoperability and prevent
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(Hydroelectric Macedonia | vendor lock-in. By establishing a common data language and
Power Plant) standardized communication protocols, digital twin
platforms can be more easily integrated with existing
infrastructure. This also facilitates smoother cross-border
collaboration and data sharing.
Energy Provider - | North Common standards can ensure interoperability, making it
(Hydroelectric Macedonia | easier to avoid solutions that are tied to a single vendor.
Power Plant)
Energy Provider | North It will take some time so the existing infrastructure to
Macedonia | comply with a common standards
Technology & Croatia Common standards are essenlal for seamless integralon of
Innovation new technologies with
existing infrastructure. In our work with EV chargers, solar
plants, and battery systems, standardized protocols ensure:
- Interoperability between equipment from different
manufacturers
- Efficient grid integration and communication with DSOs
- Scalability of systems without reconfiguration
- Reduced costs in engineering and maintenance
Without clear standards, fragmentation slows down
deployment and increases risk
Research & Serbia Interoperability is very important. We in PUPIN have been
Academia involved in the implementation of knowledge graphs for
seamless integration of different energy sources.
Research & Serbia In my view, there are no substantial barriers to conducting
Academia research on digital twin technology, other than funding
limitations.
Transmission Serbia Standardization gives end users greater flexibility in adapting
system operator and maintaining the systems they use, and it also increases
competition by making it easier to avoid vendor-locked
solutions.
Research & Serbia Creating a unified language and framework for data
Academia exchange and communication
-this previous allows different digital twins, even those from
different vendors, to seamlessly integrate with existing
systems and platforms, enabling effective collaboration and
data sharing. - creating standards which address security
and scalability, ensuring that digital twins can be integrated
securely and adapted to growing systems
Energy provider BiH We believe that the standards will increase possibilities for

connection of new users.
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Government and | BiH The existing infrastructure suffers from the problem of
policy integrating a large number of non- dispatchable energy
sources, because it does not provide adequate
management. Only common standards and their
introduction as early as possible will adequately solve the
problem.

Section 3: “Policy Recommendations & Solutions”

Q1: What policy changes do you recommend to facilitate digital twin adoption and support
renewable energy projects?

Sector Country \ Reply \

Energy Provider - DSO North In the network code, individual PV plant to be
Macedonia obligated to share the digital twin model with DSO

Energy Provider - North Introduce policies that encourage the
(Hydroelectric Power Macedonia modernization of existing power plants through the
Plant) adoption of new technologies.

Energy Provider - North Streamline permitting processes and create a
(Hydroelectric Power Macedonia single, clear set of technical standards for grid
Plant) integration, specifically addressing the new battery

requirements.

Energy Provider North Recommend a streamlined one-stop-shop process
Macedonia for RES grid connection requests.

Technology & Innovation | Croatia Policies should support pilot projects, fund research,
and promote open standards to make digital twins
more accessible. Clear guidelines and incentives
could help companies explore their use without high
upfront risk.

Government & Policy Croatia Bureaucratic procedures should be replaced by
digital twins. Repetitive actions should be replaced
by digital twins.

Research & Academia Serbia Policy frameworks should mandate the integration
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of digital twin technology in strategic energy
planning to enable holistic connections between
technical, economic, environmental, and social
dimensions. This would ensure that digital twins
become a structural tool for systems thinking and
interdisciplinary coordination.

Research & Academia Serbia

Implementation of training programs to develop
expertise in areas like power systems engineering,
data analytics and cyber security

- Establish standards and protocols for data
exchange between different digital twins and
renewable energy systems

- Provide financial and regulatory incentives for
companies and organizations to adopt digital twins
in renewable energy

- Promote collaboration between stakeholders,
including researchers, policymakers, and industry
experts

Energy Provider

Operator)

(Transmission System

BiH

Limitation of renewable energy connection,
incentives for installation of storage,
energy balancing.

Government and policy [ BiH

The focus of activities supporting the increase in the
number and installed power of non- dispatchable
renewable sources should be directed to the
network and system management.

In this sense, it is necessary to adjust the policies.

power plants

Company for the design | BiH
and construction of solar

An investment plan for the distribution network
should be adopted, incorporating

the implementation of digital twins and the
connection of new solar power plants.

After its approval, the plan must be carried out
within the established timeframes.

Q2: How can cross-border collaboration help address policy inconsistencies across Adriatic lonian

countries?
Sector ‘ Country ‘ Reply \
Energy Provider - | North Throw workshops
DSO Macedonia
Energy Provider - | North It is more important to foster strong collaboration between
(Hydroelectric Macedonia | energy producers and Transmission System Operators
Power Plant) (TSOs), both locally and across borders. This operational
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collaboration is crucial for addressing the technical and
regulatory inconsistencies that impact grid stability and the
integration of new renewable energy sources.

Energy Provider - | North Establishing shared task forces and digital platforms would
(Hydroelectric Macedonia | accelerate coordination and help create more harmonized
Power Plant) regulations and technical standards across the region.
Energy Provider North To create workshops between TSOs and maybe a working
Macedonia | group under ENTSO e for cross border collaboration.
Technology & Croatia Cross-border collaboration can align regulatory frameworks,
Innovation share best practices, and streamline permit and grid access
across the region. It enables harmonized standards and
supports joint infrastructure planning, making renewable
energy
projects more scalable and bankable across borders.
Government & Croatia Cross-border alignment is beneficial for Adriatic lonian
Policy countries
Research & Serbia Thematic meetings are needed to identify the policy
Academia inconsistencies. Being involved in the work on the country
level, researchers/engineers are not informed of policy
regulations in other countries. Thematic meetings can be
organized within the project, however, collaboration with
similar projects is also beneficial.
Research & Serbia Cross-border collaboration can significantly improve the
Academia quality and diversity of digital twin models through shared
knowledge, harmonized data standards, and joint
infrastructure. It enables policy alignment, reduces
duplication of efforts, and encourages regional integration.
Research & Serbia Cross-border collaboration allows countries to develop joint
Academia strategies and action plans to address common challenges.

- This open dialogue can highlight policy differences,
identify areas of misalignment, and creating a shared
understanding of the challenges faced by each country

- Cross-border collaboration should include mechanisms for
monitoring and evaluating the implementation of joint
strategies
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Energy Provider BiH
(Transmission
System Operator)

Better cooperation and integration of System operators,
using software tools and Al for predictive maintenance.

Energy provider BiH

Without cross-border collaboration this project will not be
possible to implement.

Government and | BiH
policy

By defining the regional approach to this matter and giving
recommendations and creating studies of regional
importance, as well as by exchanging experiences.

Q3: What role should the EU play in accelerating digital twin technology and energy transition

initiatives?
Sector Country Reply
Energy Provider - DSO North By enforcing digital twin technology in national
Macedonia regulation

Energy Provider - North -

(Hydroelectric Power Macedonia

Plant)

Energy Provider - North The EU should provide financial tools and grants to

(Hydroelectric Power Macedonia support the significant upfront investment required

Plant) for digitalization projects.

Energy Provider North EU should support harmonized grid codes and

Macedonia funding for digital infrastructure.

Technology & Innovation | Croatia The EU should fund pilot projects, set common
standards, and promote knowledge sharing across
member states. By supporting interoperability and
reducing entry barriers, the EU can make digital
twin technologies more accessible and accelerate
the energy transition across regions.

Government & Policy Croatia Subsidies

Research & Academia Serbia The EU should actively promote digital twin

adoption through dedicated funding mechanisms,
policy instruments, and capacity-building programs
targeting public administrations. It is especially
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important to engage regional and local authorities
in understanding and implementing digital
technologies.

Research & Academia

Serbia

Strengthening resilience and open strategic
autonomy in sectors critical for the twin transitions
via for instance, the work of the EU Observatory of
Critical Technologies.

- Adapting education and training systems to match
a rapidly transforming technological and socio-
economic reality as well as supporting labour
mobility across sectors.

Energy Provider
(Transmission System
Operator)

BiH

EU should not insist on renewable energy incentives
and shutting down the thermal power plants, and
should promote system stability and energy
diversification, rather than uncontrolled connection
of renewable energy sources.

Energy provider

BiH

All possible support is needed.

Government and policy

BiH

It is necessary to continue with active support
through various projects, to support the transfer of
experiences of countries that are leaders in
development. It is necessary to insist on the training
of domestic institutions for independent
assumption of responsibility.

Company for the design
and construction of solar
power plants

BiH

Certain EU funds could be utilized to support the
financing of digital twin implementation in the
electric power system.

Q4: Are there funding mechanisms or partnerships that could fast-track innovation in this sector?

Sector Country \ Reply
Energy Provider - North EU should expand funding under CEF and
Distribution System Macedonia Horizon Europe for DSO-level digitalization
Operator
Energy Provider - North Yes, partnerships with research institutions and
(Hydroelectric Power Macedonia technology firms, supported by international
Plant) grants and loans, are crucial for fast-tracking

innovation.

Energy Provider - North Yes, partnerships with international financial
(Hydroelectric Power Macedonia institutions (like the EBRD) and EU grant
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Plant) programs are essential for funding large-scale
digitalization and infrastructure projects.

Technology & Innovation | Croatia Yes — EU programs like Horizon Europe,
Innovation Fund, and CEF Energy can support
R&D and pilot projects. Public-private
partnerships and cross-border cooperation can
also accelerate deployment by combining
technical expertise, funding, and regulatory
alignment.

Government & Policy Croatia Inform me please if it exists.

Research & Academia Serbia Yes, international funds,

Research & Academia Serbia Public-private partnerships and regional
innovation hubs can serve as accelerators for
deployment at scale.

Research & Academia Serbia Yes. Funding through innovative and research
projects. Also through the implementation of
commercial projects

Energy provider BiH We are not familiar with the existing sources of
funding.

Government and policy | BiH | am not familiar with it.

Company for the design | BiH Certainly, financing for the adoption of new

and construction of solar technologies in the electric power system.

power plants

Q5: How can emerging challenges, such as data protection and privacy issues, be tackled
successfully in order to speed up the digitalization of the energy sector?

Sector

Country ‘

Energy Provider - North
Distribution System | Macedonia

Reply |

Strong cybersecurity standards (ISO/IEC 27001, NIS2
compliance) built into digitalization projects from the

Operator start.; End-to-end encryption for smart meter, HV
substation, and SCADA/EMS data.

Energy Provider - North It is vital to have clear rules for data ownership and to

(Hydroelectric Macedonia build robust cybersecurity standards into every new
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Power Plant)

digital project from the beginning.

Energy Provider - North It is crucial to establish clear rules for data ownership and

(Hydroelectric Macedonia implement strong cybersecurity standards from the very

Power Plant) beginning of a project.

Energy Provider North Using encrypted and standardized communication

Macedonia protocols between TSOs, DSOs, and market participants

Establishing clear rules for data ownership, ensuring that
sensitive project and operational data shared during
connection requests is protected.

Technology & Croatia By implementing strong cybersecurity standards,

Innovation ensuring GDPR compliance, and aligning with the NIS2
Directive guidelines, the energy sector can build trust and
resilience. Clear data governance, user consent
mechanisms, and secure platforms are essential for
enabling digital innovation while protecting sensitive
information.

Research & Serbia Data protection and privacy issues are very important in

Academia the overall vision. Implementation of national legislation
is mandatory.

Research & Serbia Data protection is one of the most significant challenges.

Academia Clear legal guidelines, interoperable and secure
platforms, and stronger institutional capacity in
managing data governance must be implemented.
Transparency, consent mechanisms, and secure-by-
design architecture should be required by regulation.

Research & Serbia These issues can be addressed through targeted Best

Academia Practices, including the use of established frameworks
and interoperable architectures.

Energy provider BiH Our company already shares similar data with the
supervisory centers; we believe
this issue has already been successfully resolved.

Government and BiH It is necessary to work very actively to solve these

policy

challenges, because it can happen that they stop or
mischannel the much-needed transformation of the
energy sector. There have been serious attacks on the
billing system of one of the natural gas

suppliers. Also, there is a mistrust of customers in the
inviolability of their data. This can be overcome by
strengthening the independence and professional status
of network operators and regulators. Also, there is a
need for greater supervision over the work and, in this
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sense, strengthening of the role, responsibility and
personnel potential of the institutions that perform
supervision.

Q6: Which action should be taken

digitalization of energy?

Country ‘

for overcoming the bureaucratic procedures related to

Sector Reply \

Energy Provider - North Enhanced cooperation between central and local

Distribution System Macedonia | government

Operator Establishment of one-stop shops

Energy Provider - North Enhanced cooperation between central and local

(Hydroelectric Power Macedonia | government - is essential to speed up administrative

Plant) processes.

Energy Provider - North Enhanced cooperation between central and local

(Hydroelectric Power Macedonia | government

Plant)

Energy Provider North Enhanced cooperation between central and local

Macedonia | government

Establishment of one-stop shops

Technology & Innovation | Croatia Enhanced cooperation between central and local
government

Government & Policy Croatia Establishment of one-stop shops

Research & Academia Serbia First, technical enables should be ensured (aggregator
platforms, modernization of the grid)

Research & Academia Serbia Enhanced cooperation between central and local
government

Research & Academia Serbia Enhanced cooperation between central and local
government

Energy providers BiH Enhanced cooperation between central and local
government

Government and policy | BiH A more significant initiative and activities of system

users and network operators (especially distribution
ones) directed towards the regulatory commission
are needed in order to speed up the processes.
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Company for the design | BiH
and construction of solar

Other: All steps for each new participant in the
digitization process should be published transparently
and publicly, with equal and publicly disclosed
conditions for everyone.

Q7: What are the necessary policies to be implemented for supporting the vulnerable citizens to
benefit from digital solutions?

Sector

Country

Reply

Energy Provider -

Although HV projects are not directly consumer-

North
Distribution System | Macedonia facing, digitalization can still help vulnerable groups,
Operator Policies for subsidized smart meters and home
energy management tools
Energy Provider - North The most important thing is to ensure that the costs
(Hydroelectric Power | Macedonia of a digital transition do not negatively impact the
Plant) end user, and to ensure that the system is more
reliable and efficient for everyone.
Energy Provider - North The most important thing is to ensure that the end
(Hydroelectric Power | Macedonia user does not bear the costs of mistakes made by the
Plant) energy producer or network operator.
Technology & Croatia Governments should implement policies that ensure:
Innovation Affordable access to digital infrastructure and energy
services
Digital literacy programs for all age and income
groups
User-friendly platforms designed with accessibility in
mind
Subsidies or incentives for adopting smart home and
energy technologies
Targeted support ensures no one is left behind in the
digital energy transition.
Government & Policy | Croatia Price signal and energy independence should be main
driver
Research & Serbia Incentives for vulnerable citizens
Academia
Research & Serbia It is essential to ensure that all digital services related
Academia to energy transition are accessible to digitally

illiterate or vulnerable populations. Policies should
guarantee simplified user interfaces, physical access
points (such as local energy help centers), and
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tailored education programs for digital inclusion.

Research & Serbia To ensure vulnerable citizens can benefit from digital
Academia solutions, policies should focus on accessibility,
affordability, digital literacy, and user-friendly design.
Also this includes providing access to affordable
internet and devices, offering tailored digital skills
training, and creating inclusive and user-friendly
digital services

Energy provider BiH The most important thing is to ensure a mechanism
so that the end user does not bear the costs of
mistakes made by the energy producer or the
network operator.

Government and BiH Provision of own energy sources will reduce energy
policy poverty, then in addition to subsidies for the
purchase of these power plants (customers-
producers), it is necessary to ensure their proper use
by applying digital technologies.

Q8: How should the legal framework be adapted to accommodate new market structures, such as
blockchain energy markets with peer-to-peer trading?

Sector Country Reply \
Energy Provider - North At the distribution level, blockchain energy markets
Distribution System Macedonia and P2P trading require clear legal adaptation
Operator
Energy Provider - North The legal framework needs to clearly define the
(Hydroelectric Power Macedonia relationship between the technical capabilities of
Plant) the power system and the legal and financial

aspects of new trading models.

Energy Provider - North The legal framework must clearly define the
(Hydroelectric Power Macedonia relationship between technical capacities and the
Plant) financial and legal aspects of new market
structures.
Energy Provider North New energy legislation, covering energy markets for
Macedonia peer to peer trading.
Technology & Innovation | Croatia The legal framework should:
- Recognize peer-to-peer trading as a valid market
activity

- Define roles and responsibilities for prosumers
and platforms
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- Ensure grid fee transparency and fair access

- Integrate data protection and cybersecurity
requirements (e.g., NIS2, GDPR)

- Enable regulatory sandboxes to test and scale
innovative models safely

This would create a secure and flexible environment
for decentralized energy markets.

Government & Policy Croatia Legal framework already have regulatory
sandboxes, bud clear path from innovation to
working environment

Research & Academia Serbia It is essential to ensure that all digital services
related to energy transition are accessible to
digitally illiterate or vulnerable populations. Policies
should guarantee simplified user interfaces,
physical access points (such as local energy help
centers), and tailored education programs for
digital inclusion.

Research & Academia Serbia Addressing issues of grid access, market
participation, data privacy, and dispute resolution.

Energy provider BiH It is necessary to clearly define the relationship
between the legal and financial aspects of trade and
the technical capabilities of the power system, i.e.,
its capacities.

Government and policy [ BiH This way of trading represents a further step in the
development of the market. Before developing this
way of trade, it is necessary to create a sufficiently
developed market, business relations and gain the
necessary experience. Given that our country is the
only one in the region that does not have a stock
exchange, it is necessary to work on bridging the
gap and building modern forms of trade. Only after
that, it is possible to approach the adoption

of regulations for peer-to-peer trading.

Section 4: “Final Remarks”

Q1: Looking ahead, if digital twin integration goes right, how will your role be transformed—and
what will the end user feel or notice?

Sector Country

Energy Provider - | North We can do better analyses, As High Voltage Project
Distribution System | Macedonia | Manager, digital twins will allow me to model substations
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Operator

and load flows before implementation, reducing errors,
costs, and delays

Energy Provider - North My role would shift from manual oversight of equipment

(Hydroelectric Macedonia | to a more data-driven, strategic approach to maintenance

Power Plant) and operations.

Energy Provider - North My role would shift from traditional project management

(Hydroelectric Macedonia | to more strategic, data-driven systemic decision-making.

Power Plant) The end user would feel the benefits through a more
reliable, efficient, and transparent energy system with
fewer outages and lower integration costs.

Energy Provider North If digital twin integration is successful, my role as a

Macedonia [ connection engineer will shift from manual feasibility

analysis to real-time scenario simulations. This means
faster and more reliable assessments of how new RES and
storage units affect grid stability. For the end user, this
translates into shorter connection times, more
transparency, and lower integration costs.

Technology & Croatia Our role would shift toward data-driven decision making,

Innovation real-time optimization, and predictive maintenance across
EV charging, solar, and storage systems. End users would
notice greater system reliability, faster response times,
and more efficient energy use — with little effort on their
part.

Government & Croatia HOPS expects massive participation of assets in energy

Policy markets driven by price signals

Research & Serbia The Institute can position with its products on the side of

Academia Aggregators, for instance

Research & Serbia If digital twin technology is successfully integrated, my role

Academia would evolve toward strategic coordination across
multiple domains, leveraging real-time data for systemic
decision-making. The end user will benefit from more
personalized, transparent, and efficient energy services,
with increased awareness and participation.

Research & Serbia Improving system performance, better monitoring, greater

Academia efficiency and reliability

Energy provider BiH We believe that the use of this system will bring only

benefits.
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Government and BiH From the position of an institution that is responsible for
policy energy policy, regulation and development of the sector,
any progress in the development of renewable sources,
reduction of emissions, more efficient use of energy and
natural resources is in accordance with strategically
determined goals and policies. The transformation of the
position is reflected in the affirmation of defined goals in
the energy policy, which will strengthen the further path
towards decarbonization and accelerated development. In
addition to the economic effects, the end user will be an
active participant in the processes of decarbonization and
environmental preservation. Uncertainty and distrust
towards renewable sources will be reduced and more
active participation of the customer (citizen) in the
decarbonization process will be emphasized.

Company for the BiH The number of outages in the electric distribution network
design and will decrease, enabling preventive maintenance and
construction of inspections of solar power plant components. The power
solar power plants system will become more stable and experience fewer

interruptions.

Q2: Do you have any additional insights or recommendations on improving regulatory frameworks
and policy harmonization?

No @ Yes

No
T1.4%

Country

Research & Academia | Serbia Policy harmonization must focus on functional
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interoperability — not just technical alighnment.
Establishing cross-sector task forces and shared digital twin
platforms across the region could help accelerate
coordination.

Research & Academia

Serbia

Clearly defining objectives, grounding rules in law, and
committing to rigorous implementation and evaluation

Q3: Would you be open to further discussions or working groups on this topic?

All participants were open to further discussions or working groups on this topic.
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