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1. Executive Summary

The integration of Digital Twin (DT) technology in renewable energy resources is a transformative
approach to enhancing efficiency, reliability, and sustainability. Renewable energy systems, such
as solar, wind, hydro, and biomass, face challenges in maintenance, grid integration, and
optimization. Digital Twins provide a virtual representation of physical assets, enabling real-time
monitoring, predictive maintenance, and advanced energy forecasting. By leveraging Digital Twins,
operators can enhance grid stability, optimize energy planning, and improve decision-making
processes.

This state-of-the-art assessment report explores the motivation, types, interoperability, Al
applications, related technologies, and associations supporting the adoption of Digital Twins in
renewable energy systems.

The EU initiatives (data spaces, SGAM framework, semantic interoperability) and research topics

(Al models for building smart grid services) discussed in this deliverable can be a foundation for
the design of the GoToTwin platform and planning the GoToTwin activities in the next period.
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2. Abbreviations and acronyms

Abbreviation / Acronym

Al
API
CERF
cIm
DCAT
DT
EU
FTP
GDPR
HVAC
HTTP/HTTPS

IDS

loT

MQTT
REST

RDF

SEAS
SGAM
SOAP
SSN/SOSA

wW3C

Project Acronym — GOTOTWIN

Description
Artificial Intelligence
Application Programming Interface
Common European Reference Framework
Common Information Model
Data Catalogue Vocabulary
Digital Twin
European Union
File Transfer Protocol
General Data Protection Regulation
Heating, Ventilation, and Air Conditioning
HyperText Transfer Protocol / Secure HyperText Transfer
Protocol
International Data Spaces
Internet of Things
Message Queuing Telemetry Transport
Representational State Transfer
Resource Description Framework
Smart Energy Aware Systems Ontology
Smart Grid Architecture Model
Simple Object Access Protocol
Semantic Sensor Network Ontology / Sensor, Observation,
Sample, and Actuator Ontology
World Wide Web Consortium

2149



3. Introduction

The transition to renewable energy is critical for achieving sustainability, reducing carbon
emissions, and addressing the increasing global energy demand. However, renewable energy
systems, such as solar, wind, hydro, and biomass, face several challenges related to efficiency,
reliability, maintenance, and integration with existing energy grids. Digital Twin (DT) technology
has emerged as a powerful solution to optimize the performance of renewable energy resources
by creating virtual representations of physical assets that can simulate, predict, and enhance their
real-world counterparts.

One of the primary motivations for applying Digital Twins in renewable energy is the need for real-
time monitoring and predictive maintenance. Renewable energy systems are often deployed in
remote or harsh environments, making maintenance costly and inefficient. By implementing
Digital Twins, operators can continuously analyse data from sensors and historical performance
records, enabling early fault detection, condition-based maintenance, and reduced downtime,
ultimately improving asset lifespan and operational efficiency.

Another key motivation for applying Digital Twins is enhancing grid integration and energy
management. Renewable energy sources are variable and depend on changing weather
conditions. Digital Twins enable advanced forecasting models that predict power generation
fluctuations and optimize energy distribution, ensuring grid stability and minimizing power losses.
By simulating different energy storage and distribution scenarios, Digital Twins facilitate better
decision-making for grid operators, leading to a more resilient and responsive energy system.

Additionally, Digital Twins contribute to improving design, planning, and optimization of
renewable energy projects and grid modifications. Engineers can use Digital Twins to test various
configurations, assess performance under different conditions, and refine system designs before
physical implementation. This reduces project risks, lowers costs, and accelerates the adoption of
innovative renewable energy technologies.

Finally, Digital Twins support sustainability and regulatory compliance by providing detailed
insights into energy efficiency, environmental impact, and emissions reduction. With real-time
data analytics, policymakers and industry stakeholders can develop more effective strategies for
achieving carbon neutrality and meeting renewable energy targets.

The application of Digital Twins in renewable energy resources offers various benefits, including
enhanced operational efficiency, predictive maintenance, improved grid integration, optimized
energy planning, and sustainable development. As the world shifts toward cleaner energy
solutions, experts of GoToTwin project believe that leveraging Digital Twins will be essential in
overcoming technical and economic challenges while maximizing the potential of renewable
energy resources.

This document provides an overview of the State-of-the-art approaches that are used for
designing, developing and providing Digital Twins in the field of integration of renewable energy
resources. The introduction of the document—Section 3—provides the motivation for the use of
Digital Twins, followed by definitions and descriptions of their components in Section 0. Sections
0 and 0 discuss interoperability concepts, goals, and integration examples. Section 0 explores the
applications of Al in Digital Twins, including energy forecasting, predictive maintenance, and HVAC
asset modelling. The final sections of the document present related technologies, open-source
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projects, and associations that support the development and adoption of Digital Twin technology.
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4. Digital Twin — definition, types and design

A digital twin (DT) is a virtual representation of a physical object, system, or process, designed to
simulate its real-world counterpart in real-time [1]. This concept integrates advanced
technologies, including the Internet of Things (loT), artificial intelligence (Al), and data analytics,
to create a dynamic digital counterpart. Digital twins enable monitoring, diagnostics, predictive
analysis, and optimization across various sectors such as manufacturing, healthcare,
transportation, and energy. The fundamental principles of digital twins revolve around a
bidirectional flow of data. Sensors and loT devices collect data from the physical entity,
transmitting it to the digital model. In turn, insights and optimizations derived from the digital twin
can influence the physical entity's operations.

%- Digital Twin

Digital Twin Maintenance Component

Software
updates

Data Data Lake /

Network

Data w(rcub\eshmling}

Repository

‘ @G"dﬂbﬂrmw"

|
Digital Twin Simulation Component
Mathematical Simulation 4 { — |
modeling engines

processing
component

( Digital Twin Monitoring Component J

Figure 1: Representation of a DT components

According to a recent survey [2], DTs consist of three main components: Monitoring, Simulation
and Maintenance as depicted in Figure 1. The Monitoring Component comprises a data processing
module, a data repository (Data Lake), and additional functionalities for collecting, processing, and
storing real-world data from the energy grid. This component ensures continuous synchronization
between the physical energy grid and its digital representation. The Simulation Component
features mathematical modelling tools and simulation engines that replicate and analyse the grid
virtually, enabling predictive analyses and scenario testing to optimize grid performance and
reliability. The Maintenance Component focuses on ensuring the system's operational reliability
through troubleshooting and software updates, allowing the digital twin to adapt the physical
infrastructure changes or technological advancements. The bidirectional flow of data between
components supports real-time monitoring, predictive simulations, and proactive maintenance,
enabling a comprehensive and dynamic approach to managing energy systems efficiently and
resiliently.

In some specific cases, digital twins through all these components are considered too slow to use
in real-time scenarios, due to the long data paths, network bottlenecks and potential scalability

Project Acronym — GOTOTWIN 5149



issues. To overcome this issue a variation also referred as digital shadow has been considered [3],
which is more light weight alternative and in comparison to full DT are missing one or two of the
main components but still covers the majority of DT benefits. The lack of the missing component
require some manual operation in the DT workflow as can be seen in Figure 2. However,
conversely, from the implementation point of view digital shadows are still considered a DT.

Digital Model Digital Shadow Digital Twin

l

Digital Object

Automatic Data Flow

Figure 2: Variations of Digital Twins: Digital Model, Digital Shadow and Digital Twin

Based on their scope and application DT can be categorized into several types, including
Component DTs, Product/Service/Asset DTs, Process DTs, and System DTs.

4.1. Component DT

A Component Digital Twin represents the digital model of an individual part or component within
a larger system[4]. It captures detailed operational data and performance metrics throughout the
component's lifecycle. This type of digital twin is characterized by its ability to integrate data from
sensors and other sources, facilitating real-time health monitoring and predictive maintenance. By
employing advanced analytics, the Component DT can forecast potential failures based on
historical performance data, thereby enhancing reliability and reducing downtime. Furthermore,
it aids in lifecycle management by providing insights into how components behave under various
operational conditions, ultimately contributing to improved maintenance strategies and cost
efficiency[5].

An example of a Component DT in the energy industry is the digital twin of a turbine blade in a
wind turbine. This DT monitors the blade's condition by integrating data from sensors that track
parameters such as temperature, vibration, and stress levels. By analysing this data, operators can
predict potential failures and perform maintenance only, when necessary, thus optimizing
operational efficiency and extending the lifespan of the turbine blades[6]. More examples of a
component DT, in the domain of renewable energy sources, are presented in [7]. Namely, in PV
systems a DT, by obtaining data from sensors, is used for improvement of the panel alignment,
detection of module degradation and organization of cleaning schedules. As far as hydropower
plants are regarded, DTs are used for modelling of turbine champers, thus displaying turbulent
flows that may harm the turbines.
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4.2, Product/Service/asset DT

A Product or Asset Digital Twin extends beyond individual components to model an entire product
or physical asset [8]. This holistic approach enables comprehensive performance monitoring,
allowing organizations to understand how individual parts work together within the overall
framework. The Product/Service/Asset DT plays a crucial role in simulating user interactions and
operational scenarios, which can inform design improvements and enhance user experience. By
continuously analysing performance data, this type of digital twin supports ongoing enhancements
in product development and service delivery, ensuring that offerings remain competitive in
dynamic markets [9]. An important feature of a Product/Service/Asset DT is its adaptability [10],
[11]. The adaptability of a DT may be considered by its capability to include additionally installed
system’s units (for example different PV plants or wind turbines) into evaluation of its
performance. This manages for enhanced stability and optimization of systems' performance.

An example of such DT can be seen in the development of a comprehensive digital model for an
entire power plant. This digital twin encompasses all components, such as generators,
transformers, and cooling systems, and their interactions. It allows for real-time monitoring of
performance metrics and operational conditions, enabling operators to optimize energy
production and reduce operational costs. Additionally, it can simulate different operational
scenarios to enhance decision-making regarding maintenance schedules and resource allocation
efficiently impact functionality[12].

4.3, Process DT

A Process Digital Twin focuses on modelling workflows, operations, and interactions between
different components within a specific process. By analysing real-time data, it identifies
inefficiencies and bottlenecks within processes, facilitating scenario testing to evaluate potential
improvements. This type of digital twin provides immediate feedback on process parameters,
enabling organizations to make quick adjustments to maintain optimal performance. As a result,
Process DTs are essential for organizations aiming to streamline their operations and enhance
productivity through data-driven insights [13].

For example, in building energy management, a Process DT can significantly enhance the efficiency
of heating, ventilation, and air conditioning (HVAC) operations. This technology allows for real-
time simulation and optimization of HVAC systems, leading to reduced energy consumption [14]
and improved occupant comfort [15]. An interesting example, regarding renewables, of Process
DTis presented in [10] where, the feature of Digital Twin named “Load-Aware Wind Farm Control”
is presented. This feature enables the simulation of optimal energy production of a wind farm,
considering problematic intra-farm effects, such as wake turbulences. By simulating the wake
interactions between single turbines, the operators receive information about the possibility for
enhancing the performance of upstream wind turbines, by reducing mechanical loads on
downstream turbines.

4.4, System DT

System Digital Twin represents an entire system composed of multiple interconnected
components and processes. This comprehensive digital twin facilitates an understanding of how
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various subsystems interact within a larger context. It supports strategic decision-making by
offering insights that inform system design and operation optimization. The System DT integrates
data from diverse domains—such as mechanical and electrical systems—providing a unified
perspective on overall performance. In the domain of renewable energy sources, the need for
meteorological and environmental data may be highlighted as well, considering the energy
production dependency of it [16]. This integration is particularly valuable in complex systems
where interdependencies significantly impact functionality [12].

In the energy domain, a System DT could be illustrated by integrated regional energy systems in
smart cities. This type of digital twin encompasses multiple energy sources, such as solar panels,
wind turbines, and battery storage systems, and their interactions within the grid. By providing a
holistic view of the entire energy ecosystem, it enables city planners to optimize energy
consumption, reduce costs, and enhance sustainability initiatives. The application of System DT
may contribute to system balancing (stability), by optimizing the production of distributed energy
resources [10]. The one of the known solutions found in literature is CloudIEPS platform, which
serves as a practical application of this concept by leveraging digital twin technology to manage
and optimize energy systems effectively [17].

4.5, Twins’ federation

By integrating multiple DTs across various domains and operational levels to enhance data sharing,
collaboration, and overall system efficiency, we come to the concept of Twins Federation. A
general example of a DT federation can be seen in Figure 3. In Figure 3A the overall grid abstraction
DT is decomposed into two distinct DTs: one representing power lines and the other representing
consumer buildings within the grid. These DTs exchange information with each other and operate
in federation to provide a comprehensive and modular representation of the grid. In contrast,
Figure 3B illustrates a non-federated DT approach, where a single DT integrates and manages
information for both power lines and consumer buildings without separation. This integration can
be categorized into two primary types: Inter-sector Horizontal Federation and Intra-sector Vertical
Stacking, each serving distinct purposes and offering unique benefits. Implementing Twins
Federation, through both horizontal and vertical integration enables seamless data flow and
interoperability across different systems and sectors, fostering innovation and improving overall
system performance [18].
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Figure 3: A general example of a DT federation (Figure B) and normal DT (Figure B)

Inter-sector Horizontal Federation® involves connecting DT across different industries or sectors.
This type of integration facilitates collaboration and data exchange between entities that may not
traditionally interact but can mutually benefit from shared insights. For instance, integrating DTs
from the telecommunications sector with those in urban infrastructure can optimize network
performance and enhance smart city initiatives by fostering synergies across traditionally separate
domains. An example of inter-sector horizontal federation could involve a collaboration between
energy companies and smart city infrastructure providers. DT from energy generation facilities
(like wind farms or solar plants) could be integrated with those from urban transportation systems
(such as electric vehicle charging stations). By sharing data on energy consumption patterns, peak
demand times, and renewable energy availability, both sectors can optimize their operations. For
instance, transportation systems could adjust charging schedules based on real-time energy
availability, while energy producers could better manage supply based on transportation demand.
Another important feature of Inter-sector Horizontal Federation is presented in [19], in which DTs
are shown to support decision making in future energy policies and regulation, i.e. data interaction
between regulatory bodies and energy producers is highlighted.

Intra-sector Vertical Stacking, on the other hand, focuses on the hierarchical integration of DT
within a single industry or sector. This approach aligns operational levels, from individual
components to complex systems, to enhance efficiency and decision-making within the same
domain. For example, in manufacturing, the vertical stacking of DT, spanning from individual
machinery components to entire production lines, facilitates comprehensive monitoring and
optimization of the production process, leading to improved operational performance and
reduced downtime. For example, an intra-sector vertical stacking could be seen in a power
generation company that integrates DT at various operational levels. For instance, individual
turbine DT (Component DTs) feed data into a digital twin representing the entire wind farm
(Product/Service/Asset DT). This wind farm digital twin then contributes to a higher-level digital
twin that represents the entire energy grid (System DT). Another example presented in [20] points

1 https://www.digitaltwinconsortium.org/value-of-digital-twins-by-industry/

Project Acronym — GOTOTWIN 9149



that DTs may be used in every stage of exploitation of renewable energy sources, from the stage
of planning and design of a power plant, through individual element's manufacture and operation
of system’s single units, to the maintenance stages. This hierarchical integration allows for real-
time monitoring and optimization at each level, from individual components to the entire grid,
enabling better management of energy production and distribution.

4.6. Stakeholders’ perspective

To maximize the benefits of a digital twin while minimizing maintenance, its design must
consider the needs of all relevant stakeholders. This chapter explores the perspectives of key
digital twin stakeholders.

4.6.1. DT developer

The DT Developer plays an important role in the design, implementation and deployment of Digital
Twins. Their remit includes technical, operational and collaborative tasks, all aimed at delivering
efficient and functional systems that meet stakeholder requirements.

One of the main tasks is to understand stakeholder requirements to ensure that the Digital Twin
aligns with their goals. This includes conducting stakeholder analysis in the form of interviews,
workshops and requirements elicitation, resulting in detailed documentation that guides
development. System and data integration is another important aspect. Developers design and
implement data pipelines for real-time and batch processing of data, using pre-processing
techniques such as cleansing, normalization and validation. Tools such as Apache Kafka or MQTT
ensure effective data processing.

The large-scale data management and therefore the existence of high computational demands, is
stressed as one of the most evident challenges in implementation of digital twin technology
[19], [20], [21] . Additionally, the challenges of data integration are supposed to be highlighted as
well, taking into account its heterogeneous nature (the existence of both real-time sensors
obtained data and historical data) and methods for its selection, reduction and real-time alignment
are supposed to be explored [22].

Developers must also excel in simulation and modelling, creating accurate and scalable models
that replicate the behaviour of physical systems. Using domain-specific techniques and tools such
as MATLAB or Simulink, they deliver realistic models that are validated using real data. Scalability
and interoperability and flexibility [20] are crucial for the futureproofing of DTs. This includes
modular designs, which enable integration with existing systems and adaptability to changing
requirements. Real-time processing capabilities are vital for actionable insights. Developers use
technologies such as Apache Kafka to efficiently process large amounts of data and enable timely
monitoring and decision making. User-friendly interfaces and visualization tools are also
important. Developers create intuitive dashboards and 3D visualizations using frameworks such as
Unity or Power Bl to ensure that stakeholders can interact with the system and derive actionable
insights.

Security and data protection is also very important [19], [20] The developers implement
encryption and authentication protocols, conduct regular audits and ensure compliance with
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regulations such as GDPR to protect sensitive data. Beside this, the communications links need to
be secured to prevent attacks and unauthorised access to the digital twin or physical
infrastructure. Performance monitoring, security monitoring and updates are key to maintaining
relevance and safe environment. Developers set up real-time tracking and version control
mechanisms to align the Digital Twin with the evolving physical system. Finally, domain-specific
expertise ensures that the Digital Twin accurately reflects its target domain. Collaboration with
domain experts and constant updating of industry trends lead to optimized, standards-compliant
solutions. By taking these requirements into account, DT developers ensure that DTs are
functional, scalable and valuable, effectively meeting the challenges and goals of the intended
applications.

4.6.2. DT User

The digital twin design must provide benefits to the user and cover the aspects, which were
cumbersome to achieve directly with physical infrastructure. So, the digital twins can provide the
real-time insights into the:

e system performance,

e maintenance needs,

e potential improvements of the physical/twinned object, process, or system,

e testing scenarios,

e failure prediction,

e enhance decision-making simulations without disrupting actual operations,

and even more. The digital twin experts can tailor the solution to meet the user needs. The user’s
requirements and understanding of the digital twin possibilities — including costs and limits — are
crucial in the stage of designing and upgrading the solution. To obtain the sufficient overview of
the user’s perspective in GoToTwin project, a questionnaire has been created and circulated
among associated partners and stakeholders. The results of the questionnaire will be presented in
D1.1.1 and in use-case description in D1.3.2.

4.6.3. DT Infrastructure provider

The digital twin must be as adaptive, portable and interoperable as possible. To achieve this, the
modern Cloud and loT technologies are very appealing, focusing on service-oriented architecture,
built on top of virtualized infrastructure. This approach gives us more freedom to maintain,
upgrade and adapt the digital twin to our needs. The infrastructure can be provided in-house,
where there are high security concerns, or by public cloud providers. Depending on the Digital
Twin design and user needs, the developers choose one of the self-maintained or public cloud
provider platforms. The short list of possible candidates is presented in Table 1 in Section 8.

4.7. DT Design Approaches

There are three main approaches when considering building a DT and especially building DT’s
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system models: Physics based white-box approach, Black-box data-driven approach, and gray-box
hybrid design approach [22].

White Box Physics-Based Twins typically utilize first principles and physical laws to create detailed
models of the system. These models are built on established scientific theories and equations that
describe the behaviour of the physical entity. Since the DT is based on equations, the internal
workings are fully understood, and the system behaviour is predictable based on the physical
parameters [23]. Building the white box physics-based models for digital twins requires specific
domain knowledge. An example regarding white box DT is presented in [22], covering a DT in wind
energy systems that focuses on structural, aerodynamic and electrical aspects of wind turbines.

On the other hand, Black Box Data-Driven DT is a data-driven process which relies primarily on
historical data and machine learning algorithms to model system behaviour. This approach focuses
on data patterns without requiring an understanding of the underlying physics. Compared to the
white-box based twin, it has limited transparency and the internal decisions are not well
understood [24]. However, since DTs rely on large amounts of data it can be fine-tuned throughout
its life cycle, thus improving its robustness and reliability. An example of Black Box Data-Driven DT,
which is based on regression and statistical methods for forecasting wind energy system's
performance and detecting eventual anomalies, is presented in [22] .

Grey-box DT is a hybrid approach to building digital twins which combines both white and black
box approaches, where some knowledge about the underlying physics is incorporated into a
model that also relies on empirical data. This design seeks to leverage the strengths of both
methodologies for enhanced accuracy and adaptability. It typically uses physics-based models for
foundational understanding while incorporating data-driven techniques to refine predictions and
to fit model parameters. Additionally, it provides a comprehensive view by integrating various
types of data with established physical principles. Grey-box approaches often incorporate the use
of a surrogate model which acts as a generalized simplified physical model, where model
parameters are fitted using similar approaches as is used in machine learning approaches. Grey-
box models can be understood as human-interpretable data-driven machine learning models of
physical systems. Compared to both white-box and black-box models, gray-box models can
generalize better to new scenarios [25], [26].

One of the examples of applications of the grey-box modelling is the use of RC models for
modelling the building thermal dynamics in the H2020 BRIGHT project?. RC models are
representations of electronic circuits where for the needs of modelling the building heating
dynamics resistors (R) are used to represent the thermal resistance of building envelope materials
(e.g., walls), capacitors (C) are used to represent the thermal capacity of building materials, voltage
source as temperature and current sources as heating devices (heating power).

2 https://ec.europa.eu/research/participants/documents/downloadPublic?documentlds=080166e5e7bf66f9&appld=PPGMS
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Figure 4: RC model representing a simplified building heat dynamics model.

In Figure 4 there is an example of simplified heat dynamics model that is represented by the RC
circuit, where Ci represents thermal capacity of indoor air and furniture Ti represents indoor
temperature, Ph represents heating input power, Te represents temperature of building envelope,
Rie is thermal resistance between the building interior and building envelope, Rea is thermal
resistance between the outdoor temperature and the building envelope, Ce represents thermal
capacity of building envelope and Ta is ambient (outdoor) temperature. The proposed RC model
is then fitted to the historical building data which requires having the following data streams
available:

e Ti-indoortemperature,

® Ph - heating power,

e Ta-ambient (outdoor) temperature.
The resulting models are complex enough to describe the system dynamics and simple enough for
DT designers to evaluate their performance and correctness and computationally very efficient
compared to the complexity of deep learning models.
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5. Interoperability: Concepts and goals

The primary goal of interoperability is to enable diverse products and systems to coexist and
operate together seamlessly. This compatibility fosters the integration of new entities, ensuring
they can work effectively within existing systems. Achieving a high level of interoperability often
involves defining de facto standards or adhering to de jure standards, which outline the
operational requirements of systems. Since systems continuously evolve to meet new demands or
address previously unidentified shortcomings, standards and initiatives must also adapt
dynamically.

“The European interoperability framework is a commonly agreed approach to the delivery of
European public services in an interoperable manner.” [3] Aspects of technical interoperability
include interface specifications, interconnection services, data integration services, data
presentation and exchange, and secure communication protocols. Figure 5 presents a general
overview of the interoperability hierarchy that can be applied to practically every sector in industry
or governance and can be used as a basic structure for defining a sector-specific interoperability
framework.

pajeabaju)

:
Ef
g
%

Figure 5: European interoperability framework

In the process of creating a digital twin for energy grid system, the interoperability plays a very
important role. Given the interconnected nature of the grid, all stakeholders—and their respective
subsystems—must be compatible to enable cooperative functionality. Greater levels of
interoperability enhance the integration of digital twins with other digital assets and systems,
paving the way for achieving a fully realized digital twin. This section provides an overview of
interoperability types in the energy sector, highlights relevant standards and initiatives, and
examines examples from past projects.

5.1. Fields of interoperability

Interoperability can be divided in different ways, depending on the set of stakeholders. For our
example, the most basic fields that are required for understanding the concept of a digital twin

3 https://ec.europa.eu/isa2/sites/default/files/eif brochure final.pdf
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could be described as:

Physical interoperability, which includes devices and Systems, like Smart Meters for monitoring,
Energy Storage Systems for peak demand balancing, Distributed Energy Resources including solar
panels, wind turbines and other power plants, and SCADA systems used for supervisory control
and data acquisition.

Data interoperability is one of the cornerstones that makes components interoperable and
enables development of Digital Twins. If the data is stored and processed by known standards,
power grid managers can exchange the data and collaborate in the energy market, which can
boost trade and cooperation. This data interoperability relies much on Semantics interoperability
and secure data exchange (trade) and legal interoperability.

Cybersecurity interoperability is critical for secure communication between stakeholders,
hardware, and software. Utilizing uniform cybersecurity standards and protocols facilitates easier
integration of the systems, establishment of secure communication links and protection against
potential threats.

As different sets of stakeholders collaborate with each other in the power grid management, many
interoperability frameworks have been proposed and applied. For example building cross-border
and cross-sector services are the focus of many initiatives in Europe. Two well-known frameworks
that define interoperability levels are the standard for cloud computing interoperability and
portability, and the European Interoperability Framework for public services [27]. Both
frameworks identify four main levels of interoperability: technical (transport & syntactic),
semantic, organizational, and legal in the context of building an ecosystem, e.g. the ecosystem of
partners of the GoToTwin who exchange data for the benefits of their academic and business
activities.

5.2. Technical

Technical interoperability refers to the ability of different systems — like devices and applications
— to work together. This can be achieved by common standards and protocols that span over
different layers of interoperability mentioned in SGAM interoperability framework. For example,
some standards supporting technical interoperability would be:

Data Formats: To exchange, share and process the data between different stakeholders, a
common understanding of the data is required — not only semantically and structurally, but also
technically, how the data is stored and which formats are used. Frequently used data formats for
exchange are JSON, XML, CSV and similar.

Communication protocols: Data is always transmitted over the network or stored in a particular
storage. The communication protocols allow us to make a handshake between stakeholders and
move the data. Nowadays many solutions rely on HTTP/HTTPS, MQTT, WebSockets, FTP, and
SOAP/REST communication protocols.

APl and middleware: The communication process is backed up by a specific framework that gives
the client the location and documentation of what will be transmitted using specific
communication protocol and data format. This data can be retrieved by using the endpoints, which
are defined and documented by APIs (OpenAPI, etc) or can be retrieved as a subscription using
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message queues, like RabbitMQ or Kafka.

Authentication and authorization: The authentication and authorisation create a foundation for
a secure and safe data transfer to only the stakeholders that require this. Frequently used
solutions are based on standards like OAuth, SAML, OpeniID.

Platforms, compute and data centres: Even though applications today are developed in
architecture agnostic ways supporting different cloud computing technologies, the deployment of
applications can pose a problem, and some interoperability has to be followed. For example, the
collaboration between systems can be easier (or sometimes more economical) if the same
infrastructure provider is used. In this sense, cloud providers such as Amazon, Azure, Google or
technologies used like Docker Swarm and k8s can be understood as technical interoperability
levels.

5.3. Semantic
While technical interoperability ensures that data can be shared between the systems, semantic
interoperability ensures that systems can understand and interpret the meaning of the
information consistently and correctly. It is focusing on the meaning and context of data rather
than just data structure and organisation. Data semantics is described using ontologies and
metadata.

For example, to facilitate the description and sharing of datasets across data portals and platforms
in the web the DCAT has been developed. DCAT is a standardised vocabulary developed by W3C
(using principles of RDF) and provides a common framework and vocabulary for publishing
metadata along with the datasets, ensuring interoperability and discovery across various systems
and domains. The vocabulary has been designed for use in open data portals to enable consistent
metadata exchange among national and international open data hubs like data.europa.eu or

data.gov.

In the energy field, semantic interoperability enables communication, integration, and data
exchange across diverse systems in energy production, distribution, and consumption. The
standards for semantic interoperability cover the requirements of the energy domain, addressing
the complexity of grid operations, renewable energy integration, and smart grid systems.
Notable semantic vocabularies and standards are:

e CIM (Common Information Model) — a standardised data model used to represent
power system components and their relationships, interoperability between energy
management systems.

e SGAM (Smart Grid Architecture Model) — a framework used to design, describe, and
analyse smart grid architectures across different layers: business, function,
information, communication, and component. It helps visualize interoperability in
smart grid systems — presented already in Section 6.2.

e OpenADR (Open Automated Demand Response)
A communication standard that automates demand response signals between utilities
and energy management systems, enabling real-time energy load adjustments for grid
stability and efficiency.

e SSN/SOSA (Semantic Sensor Network Ontology / Sensor, Observation, Sample, and
Actuator Ontology) — Ontologies from the W3C for modeling sensors, observations,
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and actuators in loT systems, providing semantic descriptions for data interoperability
in domains like smart grids and environmental monitoring.

e SEAS (Smart Energy Aware Systems Ontology)
An ontology designed to model energy-related data, including devices, services, and
energy flexibility, supporting interoperability in smart energy systems and loT
applications.

e BRIDGE Data Models and Ontologies — a set of data models and ontologies developed
under the BRIDGE initiative (EU Horizon 2020) to harmonize data exchange and
interoperability among smart grid and energy projects in Europe.

e |EC 61850 —a global standard for communication networks and systems in substations,
defining data models, communication protocols, and configuration languages to ensure
interoperability of substation automation systems.

Applying semantic standards in energy grid infrastructure is an important topic of every
stakeholder as this interoperability allows efficient data exchange, grid management, scalability
and reduces costs.

5.4, Organizational
Organisational interoperability refers to the way in which stakeholders align their business
processes, responsibilities and expectations to achieve commonly agreed and mutually beneficial
goals. In practice, organisational interoperability means documenting and integrating or aligning
business processes and relevant information exchanged. Organisational interoperability also
aims to meet the requirements of the user community by making services available, easily
identifiable, accessible and user focused.

In other words, organisations need to document and share their interoperability standards in
use, their goals and visions, and organisational cultures and practices. Opening organisational
modus operandi to others has mutual benefits to the business partners, as other companies can
adapt to the processes and share their understanding of collaboration. In practice harmonizing
processes enables seamless (cross-border) trade, emergency response, and agreeing on disaster
recovery priorities when needed.

5.5. Legal

Legal interoperability ensures that organisations operating under different legal frameworks,
policies and strategies are able to work together. “ The first step towards addressing legal
interoperability, is to perform ‘interoperability checks’ by screening existing legislation to identify
interoperability barriers: sectoral or geographical restrictions in the use and storage of data,
different and vague data licence models, over-restrictive obligations to use specific digital
technologies or delivery modes to provide public services, contradictory requirements for the
same or similar business processes, outdated security and data protection needs, etc.” [*]

4https://ec‘europa.eu/isa2/sites/default/ﬂles/eif brochure final.pdf
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6. Interoperability: Integration examples

The concepts and goals of interoperability resulted in various interoperability solutions that are
already available or are in development. This chapter provides a brief description of popular
interoperability examples that provide implementational ideas for the GoToTwin project.

6.1. Data spaces
The European Commission's ambition to boost the European data economy centers around the
"Data Space," a federated data ecosystem encompassing nine domains, including Energy [°]. This
concept, governed by shared policies, facilitates secure and unified data access. The main policies
and regulation associated to the digitalisation of the energy sector are presented in [°].

International Data Spaces: The high-level vision of the European Union for 2030 is to create a
single internal market through a standardized laws’ system transposed in the national legislation
of all member states and a single European data space for data exchange. The overall idea behind
data spaces for Europe lies in setting up the needed software infrastructure that fosters data
reuse, data valorisation, and the creation of new business models and actors along the value chain
of each industry, based on agreement on common standards and design principles. Hence, such
software infrastructure will differentiate between data platforms where data and services reside
and market platforms that facilitate matchmaking and the exchange of data and services.
Implementing analytics and big data processing pipelines for more efficient and targeted services
is part of the data platforms.
The International Data Spaces (IDS) [28] initiative was launched in Germany at the end of 2014. It
follows the data ecosystem concept (see [29]) and has been foreseen as a solution for establishing
the global EU digital economy, including the EU energy data space. The IDS reference architecture
aims at

e Data governance according to regulations imposed by data providers;
Ensuring a trusted and secure data exchange;
Semantically representing main data concepts and relationships;
Exchanging formats and protocols;
Providing software design principles for guiding the implementation of the reference
architecture components.

IDS provides building blocks for the development of data-driven services, while data sovereignty
for data providers is guaranteed. The IDS Association has defined the Data Space Governance
Framework [30] as a set of technical policies, business rules, and regulations that participants in a
data space have to adhere to. IDS proposes a message-based infrastructure to enable the
communication of the different nodes and components in a DE. According to the framework, three
roles should be established first: provider, consumer, and intermediary services, e.g. in the
GoToTwin ecosystem, data provider can be the PV plant at the Institute Mihajlo Pupin and a data
consumer is FEIT for the purpose of building analytical services. Moreover, IDS resorts to the
Semantic Web standards [’] to express the content and meaning of the shared data source, thus
achieving semantic interoperability.

> The European Data Strategy (COM(2020) 66 final) announced the creation of Common European data spaces in nine sectors, including energy.

6 https://www.europeansources.info/record/digitalising-the-energy-system-eu-action-plan/

7 https://www.w3.0rg/2001/sw/wiki/Main_Page
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More about the IDS Reference Architecture Model (IDS RAM) can be found in IDS RAM 4
repository [®].

Example (IDS): “”The basis for technical interoperability in Data Spaces is the Dataspace
Protocol(DSP). This protocol provides a set of specifications designed to facilitate interoperable
data sharing between entities governed by usage control and is based on web technologies. These
specifications define the schemas and protocols required for entities to publish data, negotiate
agreements, and access data as part of a federation of technical systems that form a Data Space.”

6.2. Examples of EU Interoperability Frameworks

The Section 5.3 lists some interoperability standards and vocabularies. To give a better
understanding of such interoperability actions, a more detailed description of SGAM is prepared
here.

SGAM Interoperability framework: In 2011, the Smart Grid Coordination Group published the
Smart Grid Architecture Model (SGAM)® as a product of the standardization process in the EU
Mandate M/490. It especially considers interoperability and aggregate interoperability categories,
resulting in five Interoperability layers (see Figure 6), as follows:

e Business Layer - represents the business view on the information exchange related to
smart grids

e Function Layer - describes functions and services including their relationships from an
architectural viewpoint;

e Information Layer - describes the information that is being used and exchanged
between functions, services and components;

e Communication Layer - describes protocols and mechanisms for the interoperable
exchange of information between components in the context of the underlying use
case, function or service and related information objects or data models;

e Component Layer - is the physical distribution of all participating components in the
smart grid context. Having in mind the business perspective (i.e. integration of
renewable energy sources in GoToTwin project), smart grid components can be
mapped to layers, zones, and domains.

8 Reference Architecture Model (IDS RAM)

2 https://syc-se.iec.ch/deliveries/sgam-basics/
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Figure 6: SGAM Interoperability framework [29]

The process of providing cross-border services across EU Member States is complex, due to
inconsistency between EU legislation and national legislations, the heterogeneity of the data
sources provided by data owners, incompatibility of challenges tackled by the offered services and
the needs of end-users, etc. This is especially important for the energy sector where services work
in real-time, balancing of electricity [31] is needed on different levels and the storage solutions are
quite expensive.

The SGAM interoperability layers have been formed by grouping the GWAC Interoperability
categories (Figure 7) introduced by the GridWise Architecture Council. The Figure 8 shows the
mapping between the Layers and Categories. The individual categories are divided among three
contextual drivers, “Organisational”, “Informational” and “Technical”.

Based on the current research and innovation activities conducted in the EU Horizon Europe
Program (see examples below), we propose to include the concepts (data spaces, SGAM, semantic
interoperability discussed in this and the following Chapter) in the design of the GoToTwin
ecosystem composed of the GoToTwin platform and the Living Labs from the region (see
Deliverable 1.3.2).
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Figure 8: Grouping into Interoperability Layers [32]

6.3. Past Projects

Example (InterConnect project): InterConnect project produced a publicly available Semantic
Interoperability Framework (SIF)!° which is a suite of digital tools that support interoperable data
exchange among various devices and systems within buildings and the electric grid (Figure 9). The
SIF framework enables decentralised deployment of digital platforms for data exchange
mechanisms based on ontologies and can support interactions based on reasoning.

10 https://interconnectproject.eu/about/#sif
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Figure 9: InterConnect Semantic Interoperability Framework (SIF).

DSO Interface (DSOi)!, as seen on Figure 10, was introduced to provide the tools for monitoring
and managing low-voltage grids while providing standardised ways for data exchange between
distribution grids and service providers. It provides the mechanisms and interfaces for

geographically-bound grid congestion forecasting and management.

1 https://gitlab.inesctec.pt/interconnect-public/dsoi
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InterConnect has developed and introduced a set of tools that are aligned with the Common
European Reference Framework (CERF)? and supports the widespread development of energy
applications'3. Energy apps provide recommendations to consumers related to the time of use of
the specific appliances and when to increase or decrease energy consumption to support grid
resiliency. The key component to support energy applications was the introduction of a data-
driven toolset called Interoperable Recommender!*. A proposed architecture can be seen on

Figure 11.

12 https://interconnectproject.eu/wp-content/uploads/2023/05/20230510 InterConnect CERF-and-energy-applications-technical-

overview clean.pdf
13 https://interconnectproject.eu/energy-applications

14 https://github.com/INESCTEC/interoperable-recommender-tso
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Figure 11: Energy applications ecosystem design, InterConnect Project.

Example (PLATOON project): In the framework of the PLATOON project, for achieving technical
interoperability (see Figure 3, architecture in [29]), the following technologies were considered
e the OGEMA (Open gateway Energy Management) framework and Canonical Data Model

(CDM) as a unified (XML-based) messaging format, see Figure 12 below. MQTT is a
communication protocol used in real-time messaging communication systems and loT
applications. It has an advertiser-subscriber model, so that devices publish messages on
specific topics and clients only receive those to which they are subscribed. It is ideal for
bandwidth-constrained environments due to its low bandwidth and resources
consumption.

MQTT
broker

GATEWAY_ID

Gateway

Device Smart meter Sensor

device_id1 device_id 2 device_id 3

Figure 12: Integration of MQTT broker with devices

The InfluxDB time series database that is designed for storing and querying time-stamped
data. This type of database is optimized for handling large volumes of time-stamped data,
making it ideal for applications that require real-time data processing and analytics. The
InfluxDB open-source database is ideal for use cases such as monitoring and loT
applications. One of the key features of InfluxDB is its use of a flexible data model. It
includes a wide range of functions for aggregating, filtering, and transforming data, making
it easy to perform complex analytics on time-stamped data.

MySQL is a popular open-source relational database management system that is widely
used in web applications, enterprise applications, and other data-intensive systems.
MySQL is known for its high performance, reliability, and scalability, making it a popular
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choice for many organizations. It also includes a range of features that are designed to
optimize performance, such as query caching, indexing, and partitioning. MySQL is also
highly scalable, making it suitable for use in large-scale applications. It can handle large
volumes of data and support many concurrent users, making it ideal for web applications
and other data-intensive systems.
The ComSensus Edge Computer was deployed in the Institute Mihajlo Pupin infrastructure [33]
close to the PV plant (Figure 13). Influx database was used to store high granularity data on the
edge side. Data connector was developed for communicating with the IMP SCADA My SQL
database.
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Figure 13: Integration of ComSensus Edge Computer was deployed in Institute Mihajlo Pupin
infrastructure

Example (NEON project): In NEON project, the Institute Mihajlo Pupin hosted a platform for next-
generation integrated energy services [34], see Figure below. In the NEON ecosystem, the REST
Application Programming Interface (APl) concept for data exchange between the networked
platforms was used. API (Application Programming Interface) is a software interface that enables
two or more pieces of software to communicate. Representational State Transfer (REST) is an
architectural style that defines a set of constraints to be used for creating web services. REST API
is a way of accessing web services in a simple and flexible way without having any processing. In
NEON, REST APIs have been defined for Services provided in the functional layer, see example in
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Figure 14: Technical components of an SGAM-compliant platform (NEON project)

Example (OMEGA-X project): The high-level objective of the EU funded OMEGA-X project
(Orchestrating an interoperable sovereign federated Multi-vector Energy Data Space built on open
standards and ready for Gaia-X, 2022-2025) is to implement a data space (based on European
common standards), including federated infrastructure, data marketplace and service
marketplace, involving data sharing between different stakeholders and demonstrating its value
for real and concrete energy use cases and needs, while guaranteeing scalability and
interoperability with other data space initiatives, not just for energy but also cross-sector. An
important part of interoperability in the OMEGA-X ecosystem is the semantic models, please check
[35]. The semantic models?® include description of datasets that are to be shared within the Data
Space. They establish a common understanding of what is contained in the datasets, who has
produced the datasets, and what is the quality of the datasets — see Figure 15.

15 https://w3id.org/omega-x/
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Figure 15: OMEGA-X Common Semantic Data Model

Example (OMEGA-X project): The OMEGA-X dataspace is built upon the design principles foreseen
in [36] and proposed by the Big Data Value Association (BDVA), where the ecosystem is composed
of data models, datasets, data sharing contracts, and specialized management and industry
domain services. The open standards and the common semantic data model allow secured and
enhanced data sharing and collaboration opportunities for different actors. The main benefit of
this configuration lies in the possibility of integrating multiple vectors (electricity, heating and
cooling, etc.) and different domains (e.g., mobility).

In Figure 16, the ecosystem of stakeholders is visualized around a central marketplace of OMEGA-
X datasets and services. The red circle illustrates a data connector deployed at the stakeholders'
side to exchange data and services in a trusted and secured manner. The data connector in
OMEGA-X is provided by Sovity [37].
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Figure 16: OMEGA-X Data ecosystem.

Example (Space Fre Digital Twin project): platform co-developed by FEEIT and Serafimovski Tek,
was tested on a solar power plant at FEEIT. Using open-source technologies and a modular
Kubernetes-based microservices architecture, it provides scalability and device interoperability.

The Architecture presented in Figure 17 goes as follows: Eclipse Hono provides a universal edge-
access point, supporting MQTT, AMQP, and HTTP protocols for secure, standardized data
exchange. Eclipse Ditto virtualizes physical devices into digital twins, enabling two-way
communication via HTTP, WebSocket, MQTT, and Kafka interfaces. This supports extensive digital
twin networks and synchronized operations. Apache Kafka manages real-time telemetry
streaming and event processing, while InfluxDB stores time-series data for real-time and historical
analysis.

Grafana offers customizable dashboards for monitoring system performance, visualizing real-time
telemetry, and aggregated data. Devices interact via JSON-formatted messages over Eclipse Hono,
facilitating secure, protocol-agnostic communication. State changes in digital twins are streamed
to Kafka and logged in InfluxDB, ensuring comprehensive data sharing and telemetry.
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Figure 17: Architecture of the Space Fre Digital Twin platform

The interoperability examples and past projects discussed in this section share common
technology choices and foundational concepts. To help users navigate these solutions more

easily, Section 8 provides an overview of the underlying technologies and relevant open-source

projects.

Project Acronym — GOTOTWIN

29 |
49



7. Artificial Intelligence in DT

As a result of climate change, various strategies were developed and implemented to transform
the energy sector and optimize energy efficiency. To achieve this goal, digital simulators of physical
systems, known as digital twins, became widely adopted and applied in numerous fields. Advanced
digital twin models enable simulations, analyses, and optimizations of complex energy systems in
real-time or offline modes, facilitating precise energy management, early detection of
inefficiencies, and the implementation of optimal strategies to reduce inefficient energy
consumption and enhance performance. Consequently, they support stakeholders in making
informed, efficient, and sustainable decisions.

On the other hand, while Al-driven DTs provide predictive capabilities and automated decision-
making, challenges such as data bias, model explainability, and compliance with ethical guidelines
must be carefully managed. Ensuring transparency in Al models used within critical sectors like
energy is essential for gaining stakeholder trust and regulatory approval

One of the key motivations for adopting digital twins in the energy domain is efficient energy
dispatching. As the energy grid becomes increasingly decentralized with the integration of
renewable energy sources, the ability to dynamically model and predict energy flows becomes
vital. Specifically, as the penetration of renewable energy systems increases, aiming to reduce
reliance on fossil fuels, energy system stability is challenged by the stochastic nature of renewable
sources, which depend heavily on meteorological conditions [38]. Therefore, the development of
precise production forecasting, based on the analysis of historical and real-time meteorological
data, plays a crucial role in enabling effective energy dispatching. Furthermore, ensuring the
stability of the electrical grid and preventing outages requires balancing production with electrical
demand. Digital twins of the demand side are directly utilized for adaptive control, efficient energy
dispatch, and maintaining a balance between supply and fluctuating demand [7]. The energy
system stability is also covered in [10] considering that the DT technology may help manage the
energy sharing between distributed units in a dynamical manner, by forecasting the variable
output of renewable energy sources, and simulating theirs and consumers interactions with
storage systems.

In the energy domain, digital twins are utilized not only for optimizing electrical energy dispatch
but also in the thermal domain. Advanced HVAC systems include various assets such as heat
pumps, thermal storages, buffers, and heat exchangers, making it crucial to accurately simulate
their behaviour to enable optimal control [39]. In this domain, physical modelling is still much more
present than data-driven approach, especially in comparison with the electrical domain. They
enable precise modelling of temperature gradients, thermal losses, and system response under
varying conditions, whilst these capabilities allow for more effective long-term planning and
ensure that thermal energy supply aligns with demand while maximizing efficiency and minimizing
waste.

Apart from modelling different renewable sources and thermal assets, digital twins are heavily
used for predictive maintenance to prevent failures, increase asset lifetimes, reduce maintenance
costs, and improve cost-effectiveness [40]. By combining real-time data with the digital model of
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physical assets through continuous monitoring, potential failures can be detected well in advance,
allowing for the scheduling of repairs, planning required maintenance, or even preventing terminal
failures [16], [19], [21], [22].

In this section, authors will list and comprehensively present various digital twin approaches
available in the literature utilized for energy forecasting, asset modelling and predictive
maintenance.

7.1. Energy forecasting
When analysing different paper reviews on the energy forecasting topic, both on the production
and the demand side, it could be noticed that one of the main categorizations of the proposed
approaches is related to the forecasting horizons. As presented in figure below, and in line with
various review papers [41], [42] depending on the forecasting horizon, approaches could be
classified in the following categories (Figure 18):
1. Very-short term forecasting: for the forecasting horizons from couple of minutes to one
hour in advance and are exploited for the demand response applications;
2. Short-term forecasting: for the forecasting horizons from couple of hours to couple of days
in advance utilized for scheduling and electricity trading;
3. Medium-term forecasting: for the forecasting horizons from couple of weeks to couple of
months in advance utilized for the maintenance scheduling;
4. Long-term forecasting: for the forecasting horizons from a year to couple of years in
advance used for the invest planning purposes;

e b W W go

Figure 18: Classification of the forecasting approaches based on the forecasting horizon

Moreover, approach selection does not only depend on the forecasting horizon, but also on the
granularity, renewable asset, aggregation level, etc. In the following subsections, the main
approaches presented in the energy modelling will be covered.

7.2. Production Energy Forecasting
In the context of optimizing energy management, accurate production energy forecasting is
essential for enhancing efficiency, reducing costs, and ensuring sustainability. Various approaches
have been developed to tackle the complexities of energy forecasting, ranging from traditional
statistical methods to more advanced machine learning techniques. Each approach offers distinct
advantages depending on the specific needs of the system, such as the ability to process large
volumes of data, adapt to real-time changes, and incorporate a wide range of influencing factors.
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This presentation explores the different methodologies available, providing insights into their
strengths, limitations, and potential applications in energy forecasting across diverse production
environments.

The conventional approaches found in literature include statistical autoregressive moving
average-like methods, such as AR, MA, ARMA, ARMIA, etc [43]. However, in recent times, these
have often been replaced by more frequently used machine learning (ML)-based approaches. The
paper [44] compares the performances of common ML-based approaches for photovoltaic panel
and solar thermal collector forecasting, such as support vector regression, linear regression, neural
networks, random forest and k nearest neighbours. One of the most common approaches in
renewable energy forecasting is neural networks and their application is widespread, with some
relevant papers selected as follows:

e Multilayer perceptron:

O PV production forecasting [45], [46]

O Wind production forecasting[47]
e Radial basis function neural networks:

O PV production forecasting [48]

O Wind production forecasting [49], [50]
e Convolutional neural networks (CNN):

O PV production forecasting [51]

O Wind production forecasting [52], [53]
e Long short-term memory (LSTM) networks:

O PV production forecasting[54]

O Wind production forecasting [55], [56]

Another group of common forecasting approaches is ensemble techniques, which are averaging
the prediction of numerous independent ML-based models. The presented approaches, as
reviewed [57], [58], reduce uncertainty and improve the accuracy and reliability of renewable
energy output estimates compared to the conventional ones in many applications, including RES
forecasting [59].

However, hybrid approaches, as in many applications, achieve the highest performance. For
example, an ensemble approach was applied to a hybrid neural network architecture for the
development of short-term PV production forecasting for Tenerife Island [38]. Moreover, a
combination of data-driven and statistical models is also present in literature. Specifically, by
combining the SARIMA approach and artificial neural networks[60], the authors achieved a 10%
increase in performance compared to individual modelling approaches. Furthermore, the hybrid
approach consisting of LSTMs, variational mode decomposition and the whale optimization
algorithm outperformed the LSTM network, resulting in a nearly 85% reduction in mean absolute
error [61].

To conclude, the analysis of available renewable energy forecasting approaches reveals a diverse
range of methods, each with strengths tailored to specific needs. Statistical methods, such as time
series analysis, offer simplicity and low computational cost but often struggle with non-linear
patterns in renewable energy production. Machine learning techniques, including neural networks
and ensemble methods, have gained prominence due to their ability to handle large datasets and
capture complex dependencies, leading to more accurate forecasts for both photovoltaic and wind
energy. However, these methods require extensive training data and computational resources.
Hybrid approaches, which integrate physical, statistical, and machine learning methods, are
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increasingly popular as they leverage the strengths of each technique, offering enhanced accuracy
and adaptability across varying forecasting horizons.

7.3. Load Energy Forecasting
As explained, the selection of forecasting approaches varies depending on the application and
forecasting horizon. Probabilistic approaches such as Autoregressive Moving Average (ARMA) and
its various modifications (ARIMA, ARMAX, etc.) are the most common for very short- and short-
term forecasting [62], [63]. However, they are also used in medium-term forecasting, as they
capture time dependencies and recurring seasonal trends, especially when the data is stationary
after preprocessing, making these methods effective. Although these models are relatively easy
to implement, they often suffer from computational complexity, and are, therefore, typically
replaced by machine learning approaches.
The application of machine learning in the load energy forecasting is widespread [64]. The most
common approaches include support vector regression [65], random forest [66] and often k
Nearest Neighbours [67]. Additionally, the use of different neural network architectures, such as
artificial neural networks, recurrent neural networks [68], convolutional neural networks [69], long
short-term memory networks [70], has proven to be more powerful than other ML approaches.
Nevertheless, hybrid combination of different approaches are commonly found in the literature.
For example, a novel framework for electrical vehicle load forecasting [70] was introduced using
convolutional neural networks integrated with Kolmogorov-Arnold networks for the simplified
network tuning and improved performance. Another enhancement of neural network approaches
was a hybrid deep learning model with an external-convolutional attention mechanism for short-
term electric load forecasting, combining the strengths of deep learning architecture and the
attention mechanism [71]. Furthermore, an improvement to the conventional support vector
regression, called enhanced dynamically weighted kernel support vector regression, was proposed
for more accurate load forecasting [72]. Additionally, a new paradigm based on Wasserstein
generative adversarial networks (WGAN) for integrated energy system forecasting, named
IESWGAN, was introduced [73] and achieved 15% higher accuracy compared to the state-of-the
art approaches.
As observed in the list of the most relevant literature, ML approaches are the primary solution for
energy load forecasting. Since they are capable of processing and exploiting large datasets to
identify specific patterns and correlations, their accuracy is often higher than that of other
methods. Moreover, these models do not come with significant computational complexity,
enabling (close to) real-time applications and predictions, which makes them highly practical for
real-world scenarios.

7.4. HVAC Asset Modelling

When focused on the modelling of different assets for heating ventilation and cooling systems
(HVAC), literature shows that physical modelling is much more prevalent that the data driven
approaches, especially when compared to the renewable energy assets, such as PV or wind
turbines. The main application of artificial intelligence is for optimization and control. In this
regard, a comparative analysis of metaheuristic optimization approaches for multisource heat
pump operation is presented [39], covering approaches such as the genetic algorithm, differential
evolution, particle swarm optimization and ant colony optimization. Another operational
optimization in large-scale heat pump systems is presented covering both scheduling part and also
digital twin modelling and thermal demand forecasting [74]. Particularly, ARX forecasting model,
physical heat pump simulation model with online calibration and MILP optimization algorithms
were utilized. Another common approach from the control side is the application of model
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predictive control (MPC), which optimizes the control strategy based on the digital twin (model)
of the system. The particular approach is covered in a paper [75] with a combination of all three
possible modelling approaches — physical, statistical and data-driven ones, and was adapted to be
used for online MPC, including dynamic programming.

7.5. Predictive Maintenance

The analysis of available predictive maintenance approaches for renewable energy systems, such
as photovoltaic (PV) and wind turbines, is crucial for enhancing their reliability, performance, and
longevity. Predictive maintenance leverages advanced data analytics, machine learning, and
sensor technologies to anticipate potential failures before they occur, enabling timely
interventions and minimizing costly unplanned downtime. However, after reviewing the literature,
it can be concluded that these approaches are similar to those used in RES forecasting, including
neural networks [76], machine learning [77], and hybrid models [78]. Therefore, further detailed
analysis in this regard will not be pursued.
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8. Related technologies and open-source projects
This section provides an overview of solutions for digital twins, focusing on enabling technologies

like cloud platforms, standards, open-source software, digital-twin associations and standard
bodies that we will have on a watch list during the GoToTwin project.

Table 1: Digital Twin platforms and platform providers

Platform Type Website Key Features Best For

Open-source solutions

Eclipse Ditto Open- Eclipse Ditto - loT device management loT-based digital
Source - Real-time data synchronization twins, energy asset
- Scalable cloud deployment monitoring

- Supports MQTT, HTTP, CoAP

FIWARE Open- FIWARE - Context-aware digital twins Smart grids,
Source - Open-source loT ecosystem renewable energy
- Scalable microservices optimization

architecture
- Integration with smart grids &

EMS
OpenDTwin Open- GitHub - - Modular architecture Customizable
Source OpenDTwin - Data-driven decision-making digital twin
- Open data integration modeling
EdgeX Open- EdgeX - Open loT edge framework Edge computing for
Foundry Source Foundry - Cloud & edge processing energy systems,
- Interoperability with various SCADA integration
protocols

- Scalable microservices-based
architecture

Simulink Research  Simulink - - Al-driven digital twin modeling Energy system
(MATLAB) MathWorks - Predictive maintenance modeling &
- Renewable energy forecasting forecasting

- Supports real-time simulations

Commercial solutions

Microsoft Commer  Azure Digital - Al-driven predictive analytics Renewable energy
Azure Digital cial Twins - loT & renewable energy monitoring, grid
Twins integration optimization

- Scalable & secure cloud solution

AWS loT Commer AWS loT - Real-time sensor data processing Wind & solar farm
TwinMaker cial TwinMaker - 3D visualization of energy assets analytics, energy
- Machine learning-powered efficiency modeling
insights
Project Acronym — GOTOTWIN 35

49


https://eclipse.dev/ditto/
https://www.fiware.org/
https://github.com/OpenDTwin
https://github.com/OpenDTwin
https://www.edgexfoundry.org/
https://www.edgexfoundry.org/
https://www.mathworks.com/products/simulink.html
https://www.mathworks.com/products/simulink.html
https://azure.microsoft.com/en-us/products/digital-twins/
https://azure.microsoft.com/en-us/products/digital-twins/
https://aws.amazon.com/iot-twinmaker/
https://aws.amazon.com/iot-twinmaker/

Google Cloud Commer
Digital Twin cial
Solutions

Google Cloud

Table 2: Data Space Solutions

Eclipse Dataspace
Connector (EDC)

International Data
Spaces (IDS)
Connector

GAIA-X Federation
Services

Catena-X Data
Space Connector

Fraunhofer IDS
Open-Source
Connector

iSHARE Data Space

Connector

Open DEI Data
Space

Open-
Source

Open-
Source

Open-
Source

Open-
Source

Open-
Source

Open-
Source

Open-
Source

Eclipse EDC

IDSA
Connector

GAIA-X

Catena-X

Fraunhofer
IDS

iISHARE

Open DEI
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- Al & ML-driven digital twin
simulations

- Energy forecasting & grid
balancing

- Data fusion from loT & SCADA

- Secure & decentralized data
exchange

- Compliant with GAIA-X & IDSA
standards

- Policy-based data control

- Trust-based data sovereignty
- Compliant with EU Data Spaces
- Open-source & industry-driven

- European cloud-based data
space

- Federated & decentralized
architecture

- Enables cross-border data
sharing

- Designed for industry data
collaboration

- Compliance with IDS & GAIA-X
- Secure B2B data transactions

- Implementation of IDS reference
architecture

- Supports sovereign data
sharing

- Modular & scalable

- Standardized identity & access
management

- Secure and compliant with EU
regulations

- Lightweight APl-based
implementation

- Cross-sectoral digital twin & loT
integration

- Aligns with GAIA-X & IDS

- Open energy data exchange
framework

Smart grid

optimization,
energy asset
management

Interoperable
digital twin
ecosystems

Cross-industry data
sharing, renewable
energy data
exchange

Energy & loT data
sharing across
organizations

Energy supply
chain & asset

tracking

Secure industrial
data sharing for
energy platforms

Secure & verified
data access in
energy trading

Digital twins for
renewable energy
& smart grids

36 |
49


https://www.c2cglobal.com/articles/digital-twin-in-gcp-2531
https://projects.eclipse.org/projects/technology.edc
https://internationaldataspaces.org/
https://internationaldataspaces.org/
https://www.gaia-x.eu/
https://catena-x.net/
https://github.com/International-Data-Spaces-Association
https://github.com/International-Data-Spaces-Association
https://www.ishare.eu/
https://www.opendei.eu/

Table 3: Standards and Ontologies

Ontology

SEAS (Smart Energy
Aware Systems)
Ontology

SAREF (Smart

Appliances REFerence)

Ontology

EMMO (European
Materials & Modelling
Ontology)

OpenADR Ontology

FIESTA-loT Ontology

CIM (Common
Information Model)
Ontology

BRICK Schema

Ontology for Energy
and Market
(OntoEnergy)

Website /
Source

SEAS
Ontology

ETSI SAREF

EMMO

OpenADR

FIESTA-loT

CIM - IEC
61970

OntoEnergy
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Key Features

- Semantic modeling of energy
systems & loT

- Supports energy flexibility,
demand response, and renewables
- Ontology-based decision-making

- Designed for loT & energy device
interoperability

- Extensible with SAREF4ENER for
energy flexibility modeling

- Supports grid-connected energy
systems

- Multi-domain ontology integrating
energy flexibility, materials, and
manufacturing

- Supports multi-scale modeling

- Standardized demand response
ontology

- Supports automated flexibility in
energy markets

- Industry-backed standard

- Interoperability for loT-based
energy data

- Enables semantic web integration
- Designed for smart city & grid
applications

- Industry-standard ontology for
electricity transmission &
distribution

- Supports grid flexibility modeling
- Widely used in SCADA & EMS
systems

- Ontology for building energy
flexibility

- Supports HVAC, energy storage,
and grid interaction

- Used in demand-side energy
management

- Semantic representation of energy
markets

- Supports demand response & price
forecasting

- Enables real-time decision-making

Best For

Smart grids, digital
twins, demand-side
flexibility

loT-based energy
management, smart
homes, appliances

Energy system
optimization,
industrial energy use

Demand-side
management, virtual
power plants (VPPs)

loT-enabled energy
flexibility, city-scale
energy systems

Utility grids, smart grid
applications

Smart buildings, grid-
interactive energy
systems

Energy trading,
flexibility markets,
demand response
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https://ci.mines-stetienne.fr/seas/
https://ci.mines-stetienne.fr/seas/
https://saref.etsi.org/
https://github.com/emmo-repo/EMMO
https://www.openadr.org/
http://www.fiesta-iot.eu/
https://brickschema.org/

Table 4: Standard Organisations, Initiatives and Associations

Name

International
Organization
for
Standardization

European
Committee for
Standardization
(CEN)/European
Committee for
Electrotechnical
Standardization
(CENELEC)
Industrial
Electrotechnics
Commission
(IEC)

Industrial Data
Space
Association

Digital Twin
Consortium

Website / Source

https://www.iso.or

g/home.html

https://www.cen

cenelec.eu/

https://www.iec.
ch

https://internatio
naldataspaces.org

[

https://www.digit
altwinconsortium

-org/
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Key Features

ISO is an independent, non-governmental international
organization. It brings global experts together to agree on the
best ways of doing things.
See also
e ISO/IEC 30173:2023 Digital twin — Concepts and
terminology
e ,ISO/IECJTC 1/SC 42 Artificial Intelligence

CEN is the officially recognized standardization representative
for sectors other than electrotechnical (CENELEC) and
telecommunications (European Telecommunications
Standards Institute, ETSI).

See Smart Grids and Meters.

The IEC is a global, not-for-profit membership organization,
whose work underpins quality infrastructure and international
trade in electrical and electronic goods.
See also
e |ECTR 62357-1:2016 Power systems management and
associated information exchange,
e |EC 63278-1 Asset Administration Shell for industrial
applications

IDSA is an alliance of more than 140 members that share the
vision of a world in which every company and every person
keeps full control over their data treasures. IDSA mission is to
advance the IDS standard and drive innovation, awareness
and global adoption of data spaces to ensure data
sovereignty, meaning staying in control of access and usage of
your data, for all participants.
See also

e Smart Applications for Data Spaces and Digital Twins

e TRUSTED DIGITAL TWINS

Digital Twin Consortium (DTC) is part of the Object
Management Group®. DTC executes on the promise of digital
twins and associated technologies by working closely with its
members to accelerate the market.
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https://www.iso.org/home.html
https://www.iso.org/home.html
https://www.iso.org/standard/81442.html
https://www.iso.org/committee/6794475.html
https://www.cencenelec.eu/areas-of-work/cen-cenelec-topics/smart-grids-and-meters/
https://webstore.iec.ch/en/publication/26251
https://webstore.iec.ch/en/publication/65628
https://internationaldataspaces.org/smart-applications-for-data-spaces-and-digital-twins/
https://internationaldataspaces.org/trusted-digital-twins/
https://www.digitaltwinconsortium.org/
https://www.digitaltwinconsortium.org/
https://www.digitaltwinconsortium.org/
https://www.omg.org/
https://www.omg.org/

Big Data Value  https://bdva.eu/a BDVA s an industry-driven research and innovation

Association bout/ organisation with a mission to develop an innovation
ecosystem that enables the data-driven and Al-enabled digital
transformation of the economy and society in Europe.

See Digital Twins and Standards event or Agenda,
https://european-big-data-value-forum.eu/wp-
content/uploads/2022/10/Digital-Twins-and-Standards-v-1-

0.pdf
Institute of https://www.ieee IEEE is a professional association
Electrical and .org/ dedicated to advancing technology for the benefit of
Electronics humanity.
Engineers (IEEE) See |EEE resources:

e DTSolutions for Power Systems, 2024
e SURVEY ON DT: ENABLING TECHNOLOGIES, USE
CASES, APPLICATION, OPEN ISSUES AND MORE, 2025

Association for  https://www.vde. VDE, one of the largest technology organizations in Europe

Electrical, com that combines science, standardization, testing, certification,
Electronic & - and application consulting under one umbrella.
Information See also The Digital Twin in the Network and Electricity
Technologies Industry.
(VDE)
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https://european-big-data-value-forum.eu/session/digital-twins-and-standards/
https://european-big-data-value-forum.eu/wp-content/uploads/2022/10/Digital-Twins-and-Standards-v-1-0.pdf
https://european-big-data-value-forum.eu/wp-content/uploads/2022/10/Digital-Twins-and-Standards-v-1-0.pdf
https://european-big-data-value-forum.eu/wp-content/uploads/2022/10/Digital-Twins-and-Standards-v-1-0.pdf
https://resourcecenter.ieee-pes.org/publications/power-and-energy-magazine/pes_tp_mag_pe_v22_n1
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=10818423
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=10818423
https://www.vde.com/resource/blob/2293228/3e50b3417c8777c85e9e33cb3e1e9ebc/vde-study-the-digital-twin-in-the-network-and-electricity-industry-data.pdf
https://www.vde.com/resource/blob/2293228/3e50b3417c8777c85e9e33cb3e1e9ebc/vde-study-the-digital-twin-in-the-network-and-electricity-industry-data.pdf

9. Conclusions

The integration of Digital Twin technology in renewable energy systems represents a significant
advancement in enhancing energy efficiency, sustainability, and operational performance. By
enabling real-time data analysis, predictive maintenance, and seamless grid integration, Digital
Twins offer strategic advantages that optimize renewable energy systems, reduce costs, and
enhance overall performance. Utilizing advanced technologies such as Artificial Intelligence,
Machine Learning, and interoperability standards, Digital Twins enable the modelling of complex
energy systems, allowing for accurate simulations, scenario analysis, and decision support. This
capability significantly enhances system resilience, operational agility, and the overall efficiency
of energy generation, distribution, and consumption.

Ongoing research and development in Digital Twin technology are expected to further expand its
impact on the renewable energy sector, driving continuous innovation and influencing the future
of intelligent energy management systems. Within the scope of the GoToTwin project, this
document serves as a critical reference for designing and implementing advanced solutions,
guiding the development of Digital Twin architectures and their integration into renewable
energy infrastructures.

The value of this document lies in its comprehensive structure and content, which systematically
guides readers from fundamental definitions of Digital Twin technology to its applications in
energy systems. It provides a detailed exploration of Digital Twin components, stakeholders, and
design approaches, ensuring a thorough understanding of the technology's ecosystem.
Additionally, the document delves into two critical and emerging topics in Digital Twin
development: Interoperability and Artificial Intelligence, with a particular focus on their
applications in energy production, consumption, and transmission systems.

To enhance its practical relevance, the document includes a section on related technologies and
open-source projects, offering a curated list of existing solutions in a tabular format. This
overview serves as a valuable resource for developers and designers, highlighting tools and
platforms that can accelerate innovation in Digital Twin applications. By bridging theoretical
foundations with practical insights, this document not only informs but also inspires further
exploration and implementation of Digital Twin technology in renewable energy systems.
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