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1 Executive Summary 

1.1 Abstract and Description 
 
This report refers to the first GoToTWIN workshop, held on May 15–16, 2025, in Kozani, Greece. 
The workshop focused on the integration of digital twin technology into the renewable energy 
sector, under the theme “Advancing Renewable Energy in the Adriatic-Ionian Region through the 
Use of Digital Twins.” Organized within the framework of the Interreg IPA ADRION Programme, 
the event brought together a diverse group of stakeholders, including policymakers, academics, 
engineers, local government representatives, and energy professionals. It was hosted at the ZEP 
campus and also broadcasted via Teams with remote participants from North Macedonia and 
Serbia and conducted under Work Package 2 (WP2) and Work Package 4 (WP4) of the GoToTWIN 
project—specifically titled “Initial Digital Twin Platform Planning Workshop” and “WP4 Workshop 
on Identification of Policy,” respectively. 
 
Day one focused on the design and planning of the digital twin platform, including the selection of 
appropriate technologies, assessment of infrastructure needs (software and hardware), and the 
formulation of an implementation roadmap. Day two examined the broader policy landscape, 
highlighting legal and regulatory challenges faced by participating countries. Key issues discussed 
included cybersecurity, interoperability, data ownership, and stakeholder involvement. 
Presentations and roundtable discussions underlined the importance of regulatory harmonization, 
strong cybersecurity measures, and inclusive, transparent policymaking. 
 
The workshop concluded that, while participating countries have made notable progress in the 
digitalization of their energy sectors, further efforts are required to enhance policy coherence, 
attract investment, and improve stakeholder engagement. The insights gathered during the 
workshop will inform future recommendations and actions at both the regional and European 
levels. 
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1.2 Agenda of 1st Day 
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1.3 Agenda of 2nd Day 
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1.4 Invitation   
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2 Abbreviations and acronyms  
 
 

Abbreviation / Acronym Description 

GOTOTWIN Advancing Renewable Energy in the Adriatic Ionian 
Region through the Use of Digital Twins 

IPA ADRION Interreg Instrument for Pre-Accession Assistance 
Adriatic-Ionian 

WP Work Package 

DT / DTs Digital Twin / Digital Twins 

ICT Information and Communication Technology 

RES Renewable Energy Sources 

DERs Distributed Energy Resources 

DSO Distribution System Operator 

TSO Transmission System Operator 

RAE Regulatory Authority for Energy 

SCADA Supervisory Control and Data Acquisition 

AI Artificial Intelligence 

IoT Internet of Things 

IoD Internet of Devices 

DR Demand Response 

EIA Environmental Impact Assessment 

GDPR General Data Protection Regulation 

NECP National Energy and Climate Plan 

S3 Smart Specialization Strategy 

EU European Union 

NIS2 EU Directive on measures for a high common level of 
cybersecurity (Directive (EU) (022/2555) 

LPDP Law on Personal Data Protection 

ISO/IEC 27001 International Standard for Information Security 
Management Systems 

  



Project Acronym – GOTOTWIN                                                                                                              17 | 
40 

 

3 Objective/Aim  
 
The objective of this report is to comprehensively document and analyse the outcomes of the first 
GoToTWIN workshop and to provide strategic direction for advancing digital twin technologies in 
the renewable energy sector across the Adriatic-Ionian region, within the framework of Activities 
2.1 and 4.1. 

The primary goal of the workshop was to support the integration of digital twin technologies into 
the renewable energy systems of the participating countries. Digital twins—real-time digital 
replicas of physical systems—serve as powerful tools for optimizing energy efficiency, forecasting 
demand, and managing energy infrastructure. 

Specifically, this deliverable aims to: 

● Support the technical development and planning of the GoToTWIN digital twin platform by 

facilitating expert dialogue on architecture design, technology selection, infrastructure 

requirements, and implementation roadmaps under Work Package 2. 

● Identify and assess legal, regulatory, and administrative frameworks that affect the 

deployment of digital twin technologies for energy systems in partner countries, under the 

scope of Work Package 4. This includes analyzing key barriers such as cybersecurity risks, 

data governance challenges, and interoperability limitations. 

● Encourage policy harmonization and cross-border cooperation by highlighting regulatory 

inconsistencies and proposing actionable solutions aligned with EU directives and climate 

objectives. 

● Promote stakeholder inclusion and capacity building by engaging a diverse range of 

participants—government authorities, academic institutions, energy cooperatives, and 

community organizations—while fostering knowledge exchange and institutional 

readiness. 

● Produce evidence-based recommendations to guide future actions within the GoToTWIN 

project and to contribute to broader European dialogues on the digitalization of the energy 

sector and the just energy transition. 

  



Project Acronym – GOTOTWIN                                                                                                              18 | 
40 

 

4 Minutes 
 
According to the Agenda for the second day, the workshop began with an introduction outlining 
the objectives, expected outcomes, the vision, goals, and strategic relevance of the GoToTWIN 
project. At the first stage, a presentation delivered by participants from Slovenia and Bosnia and 
Herzegovina, focusing on the “Needs and benefits from digital twins”. The presentation covered 
an overview of the renewable energy market in the Adriatic-Ionian region, including the current 
status and strategic targets, key conditions, opportunities, and barriers for growth, as well as the 
concept of digital twins (definition, types and core design principles). The session continued with 
a roundtable discussion on stakeholder perspectives regarding the adoption of digital twins in 
energy systems. Moderated by Assoc. Prof. Angelos Bouchouras, UOWM, the discussion featured 
an interactive panel with key representatives from academia and industry, followed by an open-
floor exchange on practical challenges, opportunities, and potential collaboration pathways for 
integrating digital twins into the renewable energy sector, So, Assoc. Prof. Angelos Bouchouras 
posed targeted, stakeholder-specific questions to each panelist, drawing from their professional 
expertise. Each stakeholder was first asked, “From your organization’s perspective, how do you 
currently see the role of digital twins in the renewable energy sector?”. 

Dr. Styliani Sarri, an expert in power systems and grid management focusing on distribution-level 
challenges, was then invited to elaborate on how digital twins help optimize distribution network 
operations and manage variability from distributed energy resources (DERs). She was asked: 

1. “How do digital twins help you optimize distribution network operations and manage 

variability from distributed energy resources (DERs)?”  

2. “With rooftop solar, batteries, and EVs rising fast, how close are we to a ‘self-organizing’ 

grid at the distribution level? What’s the DSO's biggest obstacle to using digital twins as 

more than offline tools?”   

3. Why are the barriers preventing DSOs from fully leveraging digital twins for grid flexibility?” 

4. Follow-up:  “Is legacy IT the main bottleneck—or is it the operational culture?” 

Dr. Stylianos Kromlidis, representing the transmission system operator perspective, addressed the 
scaling potential of digital twins in high-voltage environments. He was asked: 

1. “At the transmission level, digital twins are pitched as game-changers for forecasting and 

real-time decision-making. But is the complexity of high-voltage systems too great for true 

real-time use? What’s the current limit?” Can digital twins evolve from simulation tools 

into real-time decision-making allies at control centers?” 

2. “Cross-border energy flow is becoming critical. Can digital twins enable a kind of 

‘continental situational awareness,’ and if so, what’s standing in the way?” 

Mr. Athanasios Tsalianis, focusing on the supplier and customer interface, discussed how suppliers 
are transforming into energy service platforms rather than just reactive billers. He was asked: 

1. “Suppliers are becoming energy service platforms, not just billers. How can digital twins 

shift your role from reactive seller to proactive orchestrator of customer behavior—

especially in demand response or prosumer engagement?” 
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2. “You sit closest to the customer—but furthest from grid infrastructure. How can digital 

twins bridge that gap and create shared visibility between supplier, DSO, and end user?” 

Are there any obstacles here? 

From the research and academic domain, Dr. Nikolaos Ploskas was invited to consider broader 
system-level barriers. He reflected on: 

1. “Everyone agrees collaboration is key—but what’s the real blocker: is it data standards, 

commercial incentives, or trust?” What are the biggest barriers to interoperability and data 

sharing when using digital twins across the electricity value chain? 

2. “If each stakeholder builds their own digital twin in a silo, we may end up with a ‘digital 

Babel.’ How can we build a common language or framework?” 

This panel at the first stage of the workshop highlighted the accelerating shift toward digitalization 
in energy systems, framing it not as a future trend but as an ongoing transformation. Digital tools—
particularly digital twins (DTs)—were identified as key enablers of real-time monitoring, 
operational efficiency, and system resilience, especially in the context of the clean energy 
transition. However, participants acknowledged significant technical, operational, legal, and 
organizational challenges. Following the interesting opinions of the participants and the detailed 
discussion among them, some interesting conclusions were reached, which could be summarized 
in the following eight thematic sections: 

• Technical & Operational Challenges: 

Grid operators emphasized the need for real-time visibility, noting that traditional 15-minute data 
intervals are no longer adequate for managing increasingly complex power systems. A major 
hurdle remains data sharing, with concerns over trust and misuse. Potential solutions included 
federated digital twins and explainable AI to build transparency. Managing the vast and growing 
volumes of energy data requires scalable digital infrastructure and smarter forecasting algorithms. 

• Data Governance & Legal Complexity: 

The lack of clear legal frameworks and data ownership rules was identified as a major barrier. The 
upcoming EU Data Act, set to take effect in September, was highlighted as a critical step in 
regulating user access, third-party services, and data rights. However, unresolved questions—such 
as who owns a digital twin or operational data—continue to slow adoption. 

• Education, Training & Capacity Building: 

Participants stressed the need for cross-sector education and training to equip operators, 
engineers, and regulators with the knowledge to manage digital tools effectively. Local 
governments, in particular, face capacity gaps that must be addressed to enable digital 
transformation at all levels. To support interoperability and shared understanding, the 
development of common semantics and APIs for digital twins was strongly recommended. 

• Infrastructure & Innovation: 

While real-time SCADA systems are already deployed in various parts of the grid, they remain 
constrained in their ability to facilitate seamless energy exchange—particularly across national 
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borders and between decentralized actors. Their architecture often lacks the flexibility to integrate 
variable renewable energy and distributed energy resources at scale. As a result, stakeholders 
emphasized the need for next-generation control systems that are modular, interoperable, and 
cloud-compatible. Predictive operation using artificial intelligence (AI) is gaining traction, 
especially in hydro plants and pumped hydro storage facilities, where early pilot projects are 
demonstrating the potential for dynamic optimization of water flows and load balancing. These 
applications can anticipate weather patterns and market conditions, enhancing system reliability 
and economic efficiency. Furthermore, digital automation for demand response (DR) is 
progressing rapidly. A structured roadmap—anchored by EU-level policy targets—outlines political 
milestones, regulatory adaptations, and technical enablers, with full implementation envisioned 
by 2028. Innovations in Internet-of-Things (IoT) connectivity, edge computing, and machine 
learning are expected to play a crucial role in scaling automated DR schemes across sectors. 

• Social Inclusion & Public Dialogue: 

Digital transformation in the energy sector cannot succeed without broad societal support. The 
panel emphasized that open and inclusive social dialogue is essential—every actor in the value 
chain, from transmission operators and utility companies to households and community energy 
groups, must have a voice in shaping digital policy and practice. Digitalization should not 
exacerbate existing inequalities. Instead, it should be leveraged to mitigate energy poverty, 
improve access to clean energy technologies, and empower vulnerable and underserved 
communities. Participants stressed the need for targeted outreach programs, co-creation 
strategies, and digital literacy campaigns. Social resistance, fueled by misunderstandings about 
digital tools and data privacy, must be addressed proactively through awareness efforts that 
clearly communicate the benefits, risks, and safeguards involved in digital energy initiatives. 
Particular attention was called to the importance of local languages, culturally relevant 
communication channels, and trust-building measures to bridge the gap between technical 
developments and public acceptance. 

• Bureaucracy & Policy Recommendations: 

Despite growing political consensus on the need for digitalization, institutional inertia and complex 
administrative procedures remain major bottlenecks. Participants underscored that overlapping 
permitting processes, fragmented regulatory responsibilities, and lack of interdepartmental 
coordination are delaying the rollout of digital infrastructure. As a response, the creation of digital 
“one-stop shops” was proposed to streamline application, approval, and compliance workflows. 
Such platforms could centralize information, reduce transaction costs, and improve transparency 
for both public and private stakeholders. Furthermore, centralized digital services at the national 
or regional level were recommended to avoid redundancy and promote harmonization, especially 
in countries where local authorities lack capacity. Policy frameworks must also encourage 
experimentation and regulatory sandboxes to test innovative digital energy solutions in controlled 
environments. Simplified and standardized permitting processes, backed by EU-level guidance and 
technical toolkits, were seen as key levers for accelerating the deployment of digital technologies 
across the grid. 

• Summary Points & Next Steps: 

The panel concluded with a synthesis of strategic insights and actionable priorities. Curtailment 
reduction stood out as a concrete benefit of digital twins, which can improve short- and mid-term 
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forecasting to minimize energy waste and balance supply-demand mismatches more effectively. 
Enhanced visibility into grid operations was also linked to investment optimization, enabling 
better-informed decisions about asset maintenance, infrastructure upgrades, and flexible 
resource deployment. Looking ahead, participants called for institutional reform to support a 
transition from legacy governance models to real-time, data-driven energy management. This 
includes rethinking roles, responsibilities, and workflows within regulatory bodies and system 
operators. Finally, the development and adoption of robust interoperability standards was 
highlighted as a non-negotiable priority. Achieving meaningful collaboration among Transmission 
System Operators (TSOs), Distribution System Operators (DSOs), and technology providers will 
require not only technical specifications, but also trust-based partnerships, data-sharing 
agreements, and alignment on open architectures. 

In the second stage of the event, a presentation titled “Legal Constraints and Regulatory 
Frameworks Towards the Digitalization of Energy” was delivered by Assist. Prof. Konstantinos 
Oureilidis, UOWM. The first part of the presentation focused on outlining the current status of 
legal constraints. It is well known that the European Green Deal, along with the goal of becoming 
independent from fossil fuels, aims to address the climate crisis and ensure affordable energy 
access for all. Achieving these goals requires a digital and sustainable transformation of the energy 
system. To meet these objectives, Europe must develop an energy system that is smarter and more 
interactive than today’s. The digitalization of the energy sector is not only a key policy objective 
but also a critical priority for the future. As Mr. Oureilidis noted, “Why do we insist so much on 
digitalization? Because we believe it can facilitate the implementation of existing laws about 
energy efficiency”.  Digitalization can support the enforcement of current legislation related to 
energy efficiency and the expansion of renewable energy sources (RES). The European Union has 
already adopted several directives and regulations to support this transition, such as the EU Action 
Plan for the Digitalization of the Energy System, along with regulations on cybersecurity, smart 
grids, and smart meters.  

 
Technologies, especially information and communication technologies (ICT), can significantly 
improve the way we use energy and contribute to the decarbonization of our energy systems. For 
instance, when discussing major regulatory developments in the energy market, it became clear 
that one of the main approaches is the widespread installation of smart devices. As Dr. Sari 
explained, there is currently a major effort in Greece to replace outdated analog systems with 
modern, digital ones. Other participants emphasized that this large-scale infrastructure upgrade 
will generate vast amounts of data. Consequently, there is a growing need to address cybersecurity 
challenges. Once modern, real-time sensors are in place, it will be essential to adopt advanced 
technological solutions, including big data analytics, artificial intelligence (AI), cloud computing, 
and the Internet of Devices (IoD), to ensure efficient and secure energy system management. 
 
In addition, the framework for the digitalization of the energy sector was analyzed which includes 
digital twin, data ownership and intellectual property, liability and accuracy of the measurements, 
communication protocols and cybersecurity. Furthermore     , a complementary regulatory 
framework is also required to address areas related to renewable energy sources (RES), energy 
efficiency, industrial property and obviously environmental protection, climate change and 
decarbonization sectors. 
 
Subsequently, an overview of the current status in each of the participating countries is provided, 
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focusing on the existing frameworks, laws, regulations, directives, actions, and initiatives aimed at 
addressing some or all of the aspects discussed above.  
 

1. Slovenia 

▪ It does not have a dedicated law regulating digital twins. 

▪ Digital Slovenia 2030 Strategy: This national strategy highlights the role of digital 

technologies, including digital twins, in improving various sectors and public services. 

▪ Promoting Digital Inclusion Act: Enacted to raise awareness about the benefits of digital 

tools, this act aims to enhance digital competencies among the population, creating an 

environment conducive to adopting technologies like digital twins.  

▪ Personal Data Protection Act: This legislation aligns with the EU's General Data 

Protection Regulation (GDPR), ensuring that data handling practices, including those 

involving digital twins, comply with stringent privacy and data security requirements. 

 

2. Bosnia and Herzegovin     a 

▪ It does not have a law or specific legal provisions that explicitly address the application 

of digital twins. 

▪ Law on Personal Data Protection in BiH (LPDP). 

▪ Law on Industrial Property in BiH: It is a fundamental law that defines the subject area, 

such as copyright, patents, licensing agreement. 

▪ Law on Environmental Protection in BiH: Environmental Impact Assessments (EIA) is 

often required for renewable energy projects to evaluate potential environmental 

impacts. 

▪ BiH has enacted laws and regulations addressing cybersecurity, including the Law on 

Communication: National Cybersecurity Strategy, ISO/IEC 27001. 

           

3. Serbia 

▪ Serbia applied for EU membership in December 2009. As part of the EU accession 

process, many regulatory documents in the energy sector have been adopted that 

define the Serbian path of energy transition. 

▪ It does not have a dedicated law regulating digital twins. 

▪ Energy Law (Official Gazette of RS, No. 145/14 and 95/18 - another law 40/21, 35/23 - 

and 62/23), 

▪ Law on the Use of Renewable Energy Sources (Official Gazette of RS, No. 40/21 and 

35/23),  

▪ Law on Energy Efficiency and Rational Use of Energy (Official Gazette of RS, No. 40/21),  

▪ Law on Mining and Geological Exploration (Official Gazette of RS, No. 101/15, 95/18- 

another law and 40/21). 

▪ Law on Climate Change (Official Gazette of RS, No. 26/21), as well as by the Treaty 

establishing the Energy Community (Official Gazette of RS, No. 62/06).  

▪ Considering the digital twins as ICT technologies, the other strategies and regulation 

that also apply      to it include: 

● Strategy for the Development of Artificial Intelligence for the Period 2025–2030, 

● Information Security, see Law on Information Security (“Official Gazette of RS”, 

no. 06/16, 94/17 and 77/19),  
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● Information Society and Information Security Development Strategy of the 

Republic of Serbia for the period 2021-2026. 

 

4. North Macedonia 

▪ None official documentation currently specify DTs as a tool for energy management, 

leaving room for future policy adaptation. 

▪ Strategy for the Development of the Energy Sector up to 2040. 

▪ National Energy and Climate Plan (NECP). 

▪ The Just Transition Roadmap set objectives for digitalization, smart grid development, 

and energy system optimization. 

▪ The Smart Specialization Strategy (S3) identifies digitalization as a cross-sectoral 

priority, which could provide a foundation for further policy development related to 

DTs.  

▪ Following the EU Clean Energy for All Europeans Packages (Directives EU 2019/944, 

EU 2019/943, EU 2019/941, EU 2019/942).  

 

5. Greece 

▪ Digitalization of energy system- EU Action Plan (COM/2022/552): It aims to promote 

the digital transformation of the energy system. It includes measures to improve 

energy efficiency, enhance the security of energy data and integrate digital 

technologies, such as digital twins and artificial intelligence, into energy 

infrastructure.   

▪ Law No 5160 Government Gazette (A 195/27.11.2024): The legislation aligns with EU 

Directive (EU) 2022/2555, also known as NIS2, and introduces stricter cybersecurity 

requirements for critical infrastructure, including the energy sector. Additionally, it 

establishes guidelines for the digitalization of the energy sector and the promotion of 

energy efficiency.  

▪ Smart grid and smart meters: Smart grids are electricity networks that integrate 

digital technologies to improve efficiency, reliability, and energy management. 

Similarly, smart meters enable continuous and accurate real-time monitoring of 

energy consumption, facilitating more effective energy management.  

▪ The Greek National Digital Decade strategic roadmap: It is the national roadmap that 

is aligned with the EU's Digital Decade strategy to accelerate the country's digital 

transformation. It includes actions to digitize energy, infrastructure, public services 

and the economy, promoting the adoption of smart technologies. 

▪ National Energy and Climate Plan (NECP): Following the EU’s governance framework, 

the NECP outlines goals and strategies of increasing capacity of RES, reducing carbon 

emissions, enhancing energy efficiency, strengthening the internal energy market, 

and fostering research and innovation. 

▪ Strategy for the Development of the Energy sector of the Republic of Greece up to 

2040: Τhis long-term strategic document defines Greece’s vision for transitioning to a 

low-carbon energy system by 2040. It promotes new technologies and innovations, 

including digitalization of energy. 

Concluding the first part of the presentation, it is evident that all the countries examined have 
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legal frameworks in place for energy, renewables, and emissions, aiming to align with the targets 
set by EU directives. They also have regulations concerning personal data protection. However, 
only two countries explicitly address cybersecurity. While there is currently no specific legislation 
on Digital Twins in the Adriatic region, there are provisions related to the broader digitalization of 
the energy sector. 
 
In the second part of the presentation, the regulatory enablers and challenges for digitalization of 
energy were analyzed. The most crucial challenge of energy digitalization      is the risk of 
cyberattacks, and data breaches grow      with the increased connectivity of systems, requiring 
advanced cybersecurity measures. Furthermore, the consumer-related data generated by IoT 
devices and smart meters should be well safeguarded to diminish ethical and legal concerns of 
misuse against the wide public. Managing, also, the technical complexity of integrating various 
energy systems, particularly legacy infrastructure, poses a significant challenge, therefore, working 
with smart grid technologies, IoT, and data platforms generates difficulties in ensuring real-time 
communication and coordination between the diverse systems     . Closely related to this is the 
need to ensure operability and stability across different systems and platforms, including 
inconsistent      data formats, communication protocols, and gaps in existing standards. The need 
for harmonization and standardization is a recurring theme, as it is critical for achieving functional 
and efficient energy systems.  
 
Moreover,      all EU countries face potential regulatory and policy barriers, though these vary 
across member states and are often accompanied by slow policy adaptation. Another significant 
challenge in the digitalization of the energy sector is market acceptance and stakeholder 
engagement. Specifically, it is crucial to involve consumers, prosumers, and market actors in new 
energy models and ensure their coordination. Given the complexity and time required to achieve 
this, it is essential to educate stakeholders, including TSOs, DSOs, regulators, and consumers, 
facilitate idea exchange, and align common goals. 
 
Finally, the investment costs of digital technologies pose      another significant challenge. 
Deploying these technologies, upgrading existing infrastructure, supporting new energy systems, 
and securing adequate long-term financial resources for large-scale implementation are all 
necessary steps. Combined with cultural factors in each country play a role, as personnel, 
especially those with extensive experience in analogue environments, may hesitate to adopt 
digital tools due to fears about job security, unfamiliarity, or concerns over a steep learning curve. 
By closing this presentation, some recommendations for digitalization of energy are mentioned: 

▪ Strengthening cybersecurity and establishing frameworks to counter cyber threats 
through: 

o Encryption, 
o Real-time threat monitoring and, 
o Robust data privacy measures.  

▪ Harmonization of regulations across EU:  
o Policy reforms that encourage the adoption of digital technologies and attract 

relevant investments.  
▪ The scalability of technical solutions can be enhanced through:  

o The adoption of open source and cloud-based solutions. 
▪ A collaborative platform should be built to help an overarching assessment of the system, 

in which TSOs, DSOs, market operators and other stakeholders can: 
o Co-simulate complex market-grid interactions, 
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o Share data and, 
o Analyze scenarios jointly.  

▪ The consumer engagement can be empowered by:  
o The development of dynamic pricing models and flexibility markets. 

 
Following the presentation, a round table titled "Navigating the Legal Landscape for the 
Digitalization of Energy" was held, moderated by UOWM. The focus of this interactive discussion 
was on stakeholders’ perspectives regarding policy gaps, compliance challenges, and the need for 
regulatory harmonization across the Adrion region. 

The discussion began with an introductory question posed to all speakers: 
“Taking into account your different backgrounds, how can the legal and regulatory challenges 
related to the digitalization of the energy sector be addressed to accelerate progress? Which 
requirements do you consider the most urgent priorities that should be tackled first?” 

Mr. George Gousis, a computer engineer and PhD candidate at the Department of Electrical and 
Computer Engineering at the University of Western Macedonia and a member of the Regulatory 
Authority for Energy, Water and Waste since 2022, opened the discussion by emphasizing the 
necessity for a clear and simplified regulatory framework. In response to the initial question, he 
stressed the importance of defining data ownership and ensuring secure and appropriate data 
exchange among transmission and distribution system operators and other market participants. 
Mr. Gousis pointed out that the timely adaptation of EU directives into national law is vital but 
often delayed. He proposed the implementation of clear deadlines and measurable performance 
indicators to accelerate this process. 

A follow-up question addressed the practical aspect of legal integration: 
“What can regulatory authorities do to ensure that the integration of EU directives into national 
law becomes more flexible and efficient?” 

Mr. Gousis suggested that regulatory bodies could adopt clear timelines and key performance 
indicators to monitor progress and ensure accountability. 

Mr. Lazaros Maloutas, former Mayor of Kozani, Account Manager at Prasini Praxi, and President 
of the Ecological Movement of Kozani, focused on the societal dimension. Responding to the core 
question, he emphasized that the benefits of digitalization must be distributed fairly and 
inclusively, warning that otherwise the digital transition could deepen existing inequalities. He 
argued that the key question is: 

“Under what conditions will this digitalization take place, and who will benefit from it?” 

He stressed the need for an open, participatory framework involving local communities, social 
movements, and municipalities. Mr. Maloutas underscored that the state must guarantee equal 
participation and that informed citizens play a crucial role in ensuring the energy transition serves 
both society and the market. 

A follow-up question asked: 
“Who should be the main accelerators of this process — the state, local municipalities, or civil 
society?” 

Mr. Maloutas responded that while the state sets the rules, local authorities and active citizen 
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initiatives are equally vital for success. 

Professor Lefteris Topaloglou, Associate Professor at the Department of Chemical Engineering and 
Director of the Institute of Energy Development and Transition at the University of Western 
Macedonia, focused on institutional and legal challenges. Building on the previous answers, he 
identified three critical areas in response to the initial question:  

⮚ Clarifying data governance, data ownership, and privacy rights. 

⮚ Integrating digital tools such as digital twins and AI models into the legal and regulatory 
process. 

⮚ Strengthening institutional capacity, especially at the local level, to manage complex digital 
systems and legal risks. 

Professor Topaloglou noted that rules often fail to address real-time, dynamic energy data flows 
and that current frameworks are not yet adapted for digital technologies. He stressed that 
digitalization is not only a technical transition but also a legal and institutional redesign that must 
be approached holistically. 

Dr. Charis Skalidi, Assistant Professor at the Department of International and European Economic 
Studies at the University of Western Macedonia, provided a legal perspective using a practical 
scenario. In response to the main question, she explained the roles and conflicts between three 
actors: the producer of smart devices, the end-user, and third-party service providers. She 
illustrated how data control and access can create imbalances, raising the question: 
“How can we ensure fair access to data for all actors without compromising trade secrets and user 
privacy?” 

Dr. Skalidi noted that the new EU Data Act, which will apply from September 2025, aims to address 
these issues by guaranteeing user access to data and regulating fair sharing conditions in the digital 
market. She emphasized that while protecting personal data under GDPR remains essential, rules 
must also fairly manage product data and non-personal data generated by smart devices. 

Another key question explored was related to data management infrastructure: 
“Given that smart meters and metering infrastructure typically belong to the distribution system 
operator rather than the user, how should access rights be structured in the digital market?” 

To illustrate the practical challenges, Dr. Skalidi gave the example of how a smart meter’s detailed 
data can reveal the daily habits of the user — such as when they are at home or away — which 
could raise significant privacy concerns if misused. She explained that when data is collected at 
very short intervals, it can create detailed user profiles that must be protected under privacy laws. 
Dr. Skalidi emphasized that while distribution system operators own the metering infrastructure, 
clear rules must ensure that users retain meaningful control over their personal consumption data, 
and that third parties can only access it under strict conditions that balance innovation with privacy 
and data security. 

Finally, the discussion addressed administrative obstacles with the question: 
“What actions should central or local governments take to reduce bureaucratic delays that hinder 
the acceleration of digitalization?” 
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In response, Mr. Gousis recommended establishing digital one-stop shops to consolidate 
procedures and minimize complexity. Mr. Maloutas added that Greece’s highly centralized 
administrative system remains a barrier and that decentralization and stronger local governance 
are essential for sustainable progress. Both speakers highlighted that      simplifying procedures 
must not undermine transparency or accountability. 

The contributions of Mr. Gousis, Mr. Maloutas, Professor Topaloglou and Dr. Skalidi collectively 
highlighted the technical, legal, social, and institutional aspects that must be addressed to build a 
just, secure, and efficient digital energy landscape. 
 
By closing this presentation and roundtable, the main points of the text are summarized below. 
After the presentation, some recommendations for digitalization of energy are mentioned: 

▪ Strengthening cybersecurity and establishing frameworks to counter cyber threats 
through: 

o Encryption, 

o Real-time threat monitoring and, 

o Robust data privacy measures.  

▪ Harmonization of regulations across EU:  

o Policy reforms that encourage the adoption of digital technologies and attract 
relevant investments.  

▪ Enhancing t     he scalability of technical solutions      through:  

o The adoption of open source and cloud-based solutions. 

▪ BUilding a      collaborative platform      to help an overarching assessment of the system, 
in which TSOs, DSOs, market operators and other stakeholders can: 

o Co-simulate complex market-grid interactions, 

o Share data and, 

o Analyze scenarios jointly.  

▪ Empowering c     onsumer engagement      by:  

o The development of dynamic pricing models and flexibility markets. 

 
Roundtable Discussion: Key Insights 
 
The roundtable featured experts from: 

▪ The Regulatory Authority of Energy in Greece (RAE). 

▪ Local government (former mayor of Kozani). 

▪ Professors from the legal and engineering faculties of the University of Western 
Macedonia. 

▪ Representatives from energy cooperatives and community energy movements. 
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Highlights: 

▪ Digitalization is not only technical but deeply institutional and social challenge. 

▪ Local governments, communities, and social movements must be part of the energy 
transition. 

▪ One-stop digital portals are proposed to streamline bureaucracy and accelerate permitting. 

▪ The public must be educated on digitalization’s impact to ensure inclusive participation. 

▪ Energy justice must guide digital energy systems to prevent reinforcing inequalities. 
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5 Conclusions  
 
The second day of the workshop underscored the transformative yet complex journey toward the 
digitalization of the energy sector, with a particular focus on the role of digital twins (DTs). Through 
presentations, expert panels, and an in-depth roundtable discussion, participants examined both 
the strategic relevance and real-world barriers associated with integrating digital tools into energy 
systems across the Adriatic-Ionian region. 
 
The session began with a comprehensive overview of regional needs and opportunities, 
highlighting how digital twins could support real-time visibility, operational efficiency, and grid 
flexibility in increasingly decentralized energy systems. The roundtable, moderated by Assoc. Prof. 
Angelos Bouchouras, brought together key voices from academia, regulators, industry, and civil 
society, each offering unique perspectives on the adoption of digital twins and related digital 
infrastructure. 
 
Across all interventions, several critical challenges emerged: 

1. Cybersecurity & Data Privacy – The proliferation of IoT and smart metering devices creates 
vulnerabilities that demand robust, secure-by-design solutions. While GDPR offers a 
foundation, additional sector-specific safeguards are needed. 

2. Data Governance & Ownership – Ambiguity around who controls, accesses, and benefits 
from energy data hampers innovation and trust. The upcoming EU Data Act (September 
2025) is seen as a milestone in addressing these concerns. 

3. System Integration & Interoperability – Legacy infrastructure, fragmented standards, and 
incompatible platforms pose barriers to real-time communication and automation, 
underscoring the urgent need for harmonized frameworks and shared semantics. 

4. Legal and Regulatory Fragmentation – Delays in transposing EU directives, coupled with 
unclear institutional responsibilities, discourage investment and innovation. There is a call 
for clearer rules, streamlined procedures, and regulatory coherence. 

5. Stakeholder Engagement & Digital Inclusion – As digitalization reshapes energy models, 
it's essential to involve not only utilities and operators but also local governments, citizens, 
and communities. Without inclusive policies, digital progress risks widening existing 
inequalities. 

6. Cost & Institutional Capacity – The high upfront investment in digital infrastructure, 
coupled with a shortage of trained personnel—especially in local authorities—continues to 
impede the adoption of digital solutions. 
 

Legal frameworks across participating countries vary in maturity. While most have aligned with 
broader EU energy and data regulations, none yet explicitly regulates digital twins, though national 
strategies often support digital transformation. Greece appears most advanced in aligning legal 
instruments with EU digitalization policies, while other countries are still building foundational 
strategies. 
 
The second part of the event, led by Assist. Prof. Konstantinos Oureilidis, further emphasized the 
regulatory enablers and risks of digital energy. Topics included liability, intellectual property, 
communication protocols, and legal responsibilities in managing real-time energy data. The 
discussion identified cybersecurity, legal clarity on data access, and inclusive regulatory design as 
urgent priorities. 
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The roundtable discussion brought additional depth, with experts including Mr. George Gousis 
(RAE), Mr. Lazaros Maloutas (local government), Prof. Lefteris Topaloglou (engineering), and Dr. 
Charis Skalidi (law), who collectively stressed the need for: 

● Timely transposition of EU directives with performance benchmarks. 
● Participatory governance models that involve citizens and local authorities. 
● Clear legal definitions of data access and ownership. 
● Institutional capacity-building, particularly at the municipal level. 

 
Key Recommendations Moving Forward: 

● Strengthen cybersecurity through encryption, monitoring, and privacy-by-design systems. 
● Harmonize digital energy regulations across EU member states and neighboring regions. 
● Foster collaboration through shared platforms where stakeholders can co-simulate and 

exchange data. 
● Support open-source and scalable cloud-based digital solutions. 
● Advance public awareness and engagement through education and transparent policies. 
● Establish digital one-stop shops to streamline regulatory and administrative procedures. 
● Ensure energy justice and digital inclusion are central to the transition. 

 
In summary, the workshop reinforced that digitalization—especially through tools like digital 
twins—is not simply a technical upgrade, but a multi-dimensional shift involving legal, 
institutional, social, and technological transformation. Success will depend on collaborative 
governance, regulatory innovation, and a commitment to inclusivity across all levels of the energy 
system. 
 
A final deliverable from this session will synthesize the workshop’s findings into actionable 
recommendations to support policymaking at both regional and European levels. 
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6 Appendices  

6.1 Attendance Registers 
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6.2 Photos 
 

 
 



Project Acronym – GOTOTWIN                                                                                                              37 | 
40 

 

 


